Print Audit Secure

Print Audit Secure Installation
and Setup Guide 1-2

Version: 7
Date: 03-Dec-2018 16:11




Table of Contents

Installed ComMPONENtS ... ... 6
Secure Client . ... 6
S CUIE SBIVEI . o o e 6
Secure Release OpliONS .. ...t 7
PC based release . ... ... 7
Smartphone release . . .. ... 7
Web-based MFP release . . ... ... e 8
MFP embedded control panelrelease . ............ . . i 8
S CUIE SBIV Bl . oo e 9
SecuUre Client . ... 9
Secure Web Release Station .. ... 9
Secure Mobile Release . ... . e 9
sSummary of System SetUp . ... . 10
Beforeyou Install ... ... .. e e 10
ACHIVE DIrECIONY . . oo 10
Security with the Web Release Station . ............... . . .. 10
SQL Database installation . .......... . e 11

............................................................................ 11
Secure Server Installation: Step-by-Step . ... ... 12
Authentication Settings . ... ... 17
Authentication method . ... ... ... . . 17

Default Embedded Authentication Method . ... ... .. e 18



ACHIVE DIrECIOrY SEIVEr . ..o e 18

Active Directory domain in LDAP format . . ........ ... . . 18
Active Directory domain in NetBIOS format . . . ... .. 18
Active Directory ADmInIiStrator GrOUP . . . . . o oottt e e e e e e e e e e e e e 19
Active Directory User/password . ... ... .. i 19
Active Directory Pin attribute/length . . . ... ... 19
Active Directory Swipe attribute . . . ... ... e 20

............................................................................ 20
CompPress Print data . . . . ..ot 21
Enable Follow Me printing . . ... ... . 21
Offline behavior . ... ... e 21
Enable automatic expiration of jobs . ........ ... . . 21
Duration after which jobs automatically expire . .. ... . 22
Enable automatic purging of jobs . . . ... ... . 22
Duration after which expired jobs are automatically purged .............. ... ... ... ...... 22
ACTIVALION . . 24
Request atrial ICeNSE . ... .. e e e e e e e 24
Printer Manager . .. ... 25
Import printers from a CSV file . . . ... 25
Add a printermanually . . ... ... 26
Edit @ Printer . ... e 27
REMOVE @ PriNter . . oo 27

............................................................................ 28
Create a Compatible Printer GroUp . .. ... e e e 29
Edit a Compatible Printer Group . . ... .o 30
Remove a Compatible Printer Group . . . ... ... 30
Manage All Print JObs .. ... ... 31

Manage My Print JODS . .. ... 31



MaiNtENANCE . . . . .ot 32

PNt JODS 33
COSt SaAVINGS .ottt e e 33

............................................................................ 33

............................................................................ 33
Environmental Impact . ... . e 34
Failed JobS . ... 34
Expired JODS ... 35
Administrative Configuration .. ....... . ... . . . 39
Web Release Station workflow . ... .. 39
Embedded MFP workflow . ... ... .. 41
Installing .NET VEIrSiON 4 . ... e 43
IS 6 (Server 2008) . . ... .. 43
[IS 7 or higher (Server 2012 and higher) ... ... . 43
Installing IIS ComMPONENtS . ... .. 43
Allowing the ASP.NET Version 4 EXtENSION . . .. ..ottt e 44
Verifying Application POOIS ... ... e 45

Verifying Application Pools used by Print Audit 6 Secure Server ..................... 46



o PRINT_AUDIT
www.printaudit.com Secure

Print Audit Secure is a stand-alone application which provides secure printing and follow me
capabilities, to help manage document output on your network.

Print Audit Secure ensures that print jobs are not printed until you are at the MFP, ready to pick
them, eliminating wasted pages from being left at the output tray. And with follow me printing
capabilities, Print Audit Secure allows users to bypass line-ups at the printer by enabling them to
release their job at any compatible MFP on the network.
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1. Components

Installed Components

Print Audit Secure — Network Servers and Workflow
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Secure Client

The Secure Client is installed on every workstation where print jobs are to be secured for later
release. The Secure Client collects information from every secured job printed at the workstation,
and communicates with the Print Audit Secure Server.

Secure Server

The Secure Server handles all user authentication, job transaction calculation and tracking,
document release and routing, and administrative tools. One Secure Server is required in every
Print Audit Secure deployment.
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Secure Release Options

PC based release
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Registered users who have submitted jobs through a Secure enabled workstation can use any PC
with a network connection to connect to the host Print Audit Secure Server to select and release
print jobs. This would include the users local workstation used to submit jobs.

The Release Function is enabled simply by accessing the designated URL for Print Audit Secure

PRINT_AUDIT
Secure

and entering the user credentials. Unlike the administrative Print Management access defined
earlier in this document, users will only be able to view and manage their own print jobs.

Smartphone release

Similar to the PC release method, smartphones with network access and a web browser can be
used to release user print jobs via a mobile optimized version of the Secure web portal. Secure is
compatible with most modern mobile phones, including Android, iPhone and Blackberry devices.
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Web-based MFP release

User Print Release in Print Audit Secure may be enabled through multiple compatible devices.
Among these are any PC workstation in the client network, smart phones with internet access and
other devices such as many Multi-Functional Printers ("MFP's") that either have a compatible web
browser capability or that have been enabled with Print Audit Secure embedded software.

MFP embedded control panel release

Any MFP device that has a web browser interface option may be compatible for user print release.
Use of this option is subject to configuration options available with the MFP and may require
additional software options from the dealer or vendor for this MFP device. The common setup for
this type of device is to define the Print Audit Secure server URL as a common "Favorite".
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Minimum system requirements

Secure Server

® 32 or 64-bit versions of Microsoft Windows Server 2003, 2008, 2008R2, 2012R2 or
Windows 7

® |IS version 6 or newer

® Dot NET framework 4.0 or newer

® SQL Server 2005, 2008, 2012, 2014 — Full or Express
® Active Directory

® |f also using Print Audit 6, version 6.5.0 or newer is required

Secure Client

® Windows XP or newer
® If also using Print Audit 6, version 6.5.0 or newer is required

® Microsoft Installer 2.0 or newer

Secure Web Release Station

® Compatible with all modern browsers such as Chrome, Internet Explorer 7 or newer, Firefox,
or Safari

Secure Mobile Release

® Optimized for Android 2.2 and newer, IPhone, and most modern smartphones

Print Audit Secure Installation and Setup Guide 1-2
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3. Server Installation

Summary of System Setup

The following list is a summary of the deployment steps that need to be completed, to set up and
configure Print Audit Secure. Each of these steps is covered in the following pages of this
Installation and Setup Guide.

1. Install the Print Audit Secure Server software.

2. The first time you go to the Print Audit Secure website you will need to set an Administrator
username and password.

3. Set your preferred configuration under Setup -> Configuration.
4. Activate your license key (or request a trial license).

5. Enter or import the printers that you want to designate as Secure. We recommend adding
only the devices that you want to include in one Printer Compatibility group.

6. Create a Printer Compatibility group and add the devices from step 5.

7. Repeat steps 4 and 5 until all of the printers you want to designate as Secure have been
added.

8. Install the Print Audit Secure Client on the workstations.

Before you Install

Active Directory

Print Audit Secure uses Active Directory to authenticate users. Print Audit Secure Administrators
are pulled from a separate group in Active Directory.

Before installing Print Audit Secure this group must be created and populated with all users that
should have administrative access to Secure.

Security with the Web Release Station

By default, the Print Audit Secure server operates under HTTP, not HTTPS, so it is unsecured. This
means that any login information used on the web page is sent to the server in clear text. If thisis a
concern for you there are steps you can follow to encrypt this information.

Print Audit Secure Installation and Setup Guide 1-2
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1. Create an SSL certificate.

a.

C.

Create a simple self-signed certificate. For information on this please visit the link
below and start at the IIS Manager section. With this approach, as you can see from
the example, is that when you try to go to the secure server the browser will display an
error page saying that it cannot verify the certificate.

i. http://learn.iis.net/page.aspx/144/how-to-set-up-ssl-on-iis-7/

Setup a certification authority on your server, if you do not already have one on the
domain, and generate a certificate from that. It will act as a valid certificate on the
domain.

Acquire a third party certificate.

2. Configure the Print Audit Secure web application to use SSL.

a.

b.

f.

g.

Open the IIS Manager

Click on Default Web Site

Under Edit Site click on Bindings
Click the Add button

. Under Type select https and keep IP address set to All Unassigned

Select the certificate under SSL certificate

Click Ok

3. Ensure SSL Settings are not set to Require SSL.

SQL Database installation

There are several guides available to assist you with installing and configuring SQL for use with
Print Audit Secure . Please download the appropriate SQL database documentation for your
deployment.
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Secure Server Installation: Step-by-Step

Print Audit Secure is a software application that allows jobs to be placed into a virtual print queue,
enabling users to conveniently release them on demand at any printer via web enabled devices
such as workstations, tablet PCs or mobile device. The jobs will be stored in the Print Audit Secure
database until the user who printed the jobs releases them or a Print Audit Secure Administrator
cancels them. End users connect to this server through a web browser on any web enabled
workstation or mobile device to release their print jobs. The Print Audit Secure Server hosts the
Secure application and the database.

1. Download the SecureServerSetup.exe file from www.printaudit.com.
2. Double click on the SecureServerSetup.exe file to begin the installation.

3. Click the Next button on the Welcome screen

rﬂ Print Audit Secure Server 1.1.0 Satup e X
Welcome to the Print Audit Secure
Server 1.1.0 Setup Wizard
The Setup Wizard will install Frinl Audt Secure Server 1.1.0 on ‘l
your computer, Chick Next 1o continiss oF Cancsl bo &l the
Cetup Wizard,
T
Secure
| conce
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4. Check "l accept the terms in the License Agreement” and click the Next button.
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\SELECTING “Continus™ AT THE BOTTOM OF THES PAGE. YOU AGREE TO BE BOURD BY
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(¥ gecept the terma in the License Agresment

5. Select the location you would like to install Print Audit Secure to or to accept the default click
Next.

Ingtadl Print Audit Secure Sensr 110t

|C:'~P1’0l|'bﬂ'l Files [l ] \Prind Awdit InciPrint Audt Secure Server)
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6. Select the name of the server where the database will be installed. For the Express version of
SQL Server, enter a backslash and then the SQL Server instance name (by default: SQLEXxpress).
Then, Select either Windows Authentication or SQL authentication for the database. SQL
Authentication is recommended. If you select SQL Authentication enter the username and
password of a user that has administrative rights to the SQL Server. Click Next.

|5,';,'J Database Installation

Plaass anter the Prink Audit Secure Databass settings Secure
SErVEr Name: Iwmnamel.%dermﬂf E‘
Aupthentication:

% Windows Autheritication

r S0LA R

7. If this is the first time you have installed Print Audit Secure, select Create database and click
Next. If you have an existing database choose Use existing database and select the database
name. If you have an existing database and would like to create a new one with the same name,
choose Create database and check Overwrite. This will remove all your current settings.

i Select Datalase [ [C] x] |
Database Installation mm‘.
Pleass enter the Print Audit Secure Databass sethings Sécure
i Create datsbase [Prrtadtsacre ™ Cvervite
- ] -
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8. Select the Website name you would like Print Audit Secure to use. We recommend using the
Default Web Site. Click Next.

9. Click the Install button to install Print Audit Secure on your server.

NOTE: You do not need to reboot after the install on the server, however, it is recommended that
you reboot this computer as soon as possible.

Chck: Irestall 1o begin the installation. Clck Back bo review or change any of your installation
settings. Click Cancel to et the wizard.

10. Click Finish to exit the Setup Wizard.

Print Audit Secure Installation and Setup Guide 1-2 15
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Completed the Print Audit Secure Server
1.1.0 Setup Wizard

Chek the Finish button to et the Sebup Wizard.
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4. Configuration

Authentication settings

Immediately after installing Print Audit Secure, there must first be an authentication method setup
for the server.

1. Open a web browser and go to http://<SECURESERVERNAME>/pasecure

2. The following page will appear, with a prompt to configure Print Audit Secure with the Active
Directory settings for the environment. Click Ok to be automatically directed to the
Authentication tab under Setup -> Configuration page.

@ Important!

You must enter the required information for these fields before continuing with the server
configuration.

Authentication method
Password E

Default embedded Authentication method
Pin [~]
Active Directory server

DomainServer

Active Directory domain in LDAP format

DomainName local

Active Directory domain in NetBIOS format

DOMAINNANME

Active Directory Administrator Group

PA Secure Administrator

Active Directory user

Authentication method

Select the authentication method that will be used to release any Secured print jobs.
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1. Password — The password is the users Active Directory password used for authenticating to
the domain.

2. Pin — The Pin comes from an Active Directory attribute that is associated to the users'
profiles.

3. Swipe — To authenticate with a swipe card, the card number must be entered in an Active
Directory attribute.

Default Embedded Authentication Method

If Print Audit Secure will be used in conjunction with a Print Audit Secure Embedded solution, select
the default authentication method that will be used to release Secure jobs. As with the above
configuration, the selection is Password, Pin, or Swipe authentication.

Active Directory Server

Enter the name of the Active Directory server.

Active Directory domain in LDAP format

Enter the name of the Active Directory domain in LDAP format.

Active Directory domain in NetBIOS format

Enter the name of the Active Directory domain in NetBIOS format.

Print Audit Secure Installation and Setup Guide 1-2
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Active Directory Administrator Group

PA Secure Administrator

Active Directory user

TestOUuser

Active Directory password

Active Directory Pin attribute
PINCode
Generate Pin attribute
Generate Pin length
4
Generate alphanumeric Pin attribute
Active Directory Swipe attribute

CardMNumber

Active Directory Administrator Group

Enter the Active Directory group name of users that should have administrative access to the Print
Audit Secure server.

Active Directory user/password

Enter the name of an Active Directory user who has the authority to read and write to Active
Directory. Enter the password for this user. Enter the password again to confirm it is correct.

Active Directory Pin attribute/length

If PIN was selected as the authentication method in step 3, enter the name of the Active Directory
attribute that stores the users' PIN codes.

Generate Pin attribute/length

Print Audit Secure Installation and Setup Guide 1-2
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Check this box to enable users to generate a Pin at the Web Release Station or at MFPs. For more
information on this functionality, refer to the Self-generated PINs section that appears further in
this document. Note: this may not be supported on all embedded solutions.

Active Directory Swipe attribute

If swipe was selected as the authentication method in step 3, enter the name of the Active Directory
attribute that stores the users' swipe card numbers.

Click the Save button, to save these authentication settings.

Print Audit Secure Installation and Setup Guide 1-2
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Print Audit Secure Settings

Log into the Secure server and from the top menu, select >Setup >Configuration and then click the
Secure Settings tab.

Compress print data

Authentication Database PA 6 Settings

Compress print data
=
Enable Follow Me printing

Offline behaviour
Prompt [=]
Enable automatic expiration of jobs
| =
Duration after which jobs automatically expire
0 Days
Enable automatic purging of jobs
0a
Duration after which expired jobs are automatically purged

0 Days

To compress the print job data file that is stored on the Secure server, check this box. It is
important to select this option if you will be sending large files to the Secure server as there is a 2
GB limit on the size of the print job.

Enable Follow Me printing
Check this box to enable Follow Me printing.

When Follow Me printing is enabled, your users may release their secure print job to an alternate
MFP, rather than the one to which the user originally printed.

Offline behavior

Choose how to manage disconnected or "Offline" jobs, which only occurs if, for some reason, the
Print Audit Secure Client is not able to connect to the Print Audit Secure Windows service on the
server, at the time a print job is created.

Allow - Print jobs will print as they would if Secure is not installed.

Disallow - No printing to secure printers will be allowed.

Prompt - Users are prompted at the workstation to cancel, or print the job unsecured.

Enable automatic expiration of jobs

Expired jobs are removed from the secure print queue and are no longer visible or available for
release. It is recommended that you enable automatic expiry of jobs to prevent the queue from
becoming congested with abandoned jobs that will not be released.

Print Audit Secure Installation and Setup Guide 1-2
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To automatically expire jobs of a specified age, check this box.

Duration after which jobs automatically expire

Enter the length of time in days, hours, or minutes, after which the jobs should expire.

Enable automatic purging of jobs

When a secure print job expires, or is cancelled by the user, statistical information about that job is
retained by Print Audit Secure for reporting purposes. The automatic purging of jobs will remove
cancelled and expired jobs completely. Plan only to purge jobs if they are no longer required for
statistic reporting. Purging jobs does not affect any pending jobs being held for secure release.

To automatically purge expired jobs from Print Audit Secure check this box.

Duration after which expired jobs are automatically purged

Enter the length of time, in days, hours, or minutes, after which the jobs should be purged.

® Important!

Once jobs have been purged from Print Audit Secure there is no way to recover them.
Purged jobs will not be included in the job statistics report.

Click the Save button to save these settings.

Print Audit Secure Installation and Setup Guide 1-2
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5. Licensing

Activation

To access the Print Audit Secure Licensing page, log into the Print Audit Secure server, and from
the Top menu, select

>Setup >Licensing.
The licensing page is used to activate your license key or request a trial license.

If you have purchased seats of the Print Audit Secure, choose this radio button and enter the
Company and License Key.

Request a trial license

If you have not purchased the software but would like to evaluate Print Audit Secure, select this
radio button, complete all fields and click Submit.

The trial license enables the secure tracking of up to 5 printers for 15 days.

Print Audit Secure Installation and Setup Guide 1-2
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6. Managing Printers

Printer Manager

The Printer Manager manages printers that are designated as secure printers. Print Audit Secure is
compatible with all networked printers. Printers can be either imported from a comma separated
values (CSV) file or manually entered individually.

Import printers from a CSV file
Print Audit Secure will accept a CSV file to import printers.
1. Create a CSV file that contains the list of printers - CSV File Format: (printer ID), (name of
the device), (IP address), (port), (manufacturer), (model name), (UNC path), (description of

the device), (Printing Method - Direct IP or Windows Spooler), (Local Printer Name). Note:
UNC Path, description of the device, Printing Method, and Local Printer Name are optional.

2. Go to www.YOURSERVERNAME\printauditsecure (http://www.YOURSERVERNAME\
printauditsecure). Log into the Print Audit Secure Administrator

3. Click on Setup, and then select Printer Manager.

4. Click the Import button and find the CSV file with the printers which will be designated as
secure.

5. Click Open then the Ok button.

Print Audit Secure Installation and Setup Guide 1-2
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Add a printer manually
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In the Secure Administrator, click on Setup, and then select Printer Manager.
Click on the Create New button.
1. Printer ID - Enter a Printer ID that is between 3 and 50 characters long. This is a required

field. It is recommended to use a similar naming convention for all secure devices, such as
an abbreviation of where the device is physically located, or some other unique identifier.

Name - Enter the name of the device. This is a required field.

IP Address -Enter the IP address of the device. This is a required field

P ® D

UNC path - Enter the UNC path. This field is optional.

5. Port - The default is 9100, but can be modified if required. The port will be determined by
whichever port the printer is set to use. This is a required field.

6. Manufacturer/Model/Description - Enter the Manufacturer name and Model Name. These
are required fields. The Description of this device is not a required field

7. Printing Method - Select from the drop down menu to determine how the print job will be
released to the printer.

Print Audit Secure Installation and Setup Guide 1-2
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8. Local Printer Name - This drop down list will contain a list of printers defined on the server,
and when used with Windows Spooler as the Printing Method, will release jobs to the spooler
, to that printer.

a. Direct IP:, The job will be sent to the printer using TCP/IP and the defined IP address
and port.

b. Windows Spooler: Print Audit Secure will spool the job to the printer selected under
Local Printer Name

Edit a printer

1. In the Print Audit Secure Administrator, click on Setup, then Printer Manager.
2. Click the Edit link beside the device which is to be modified.

3. Make the required changes. Click the Save button.

Remove a Printer

Are you sure you want to delate this printer?
Printer Details
Mame

2000P

IP Address

A printer cannot be removed if there are any pending jobs still secured on the server. You must
delete all the secured print jobs to the printer prior to deleting it. When you remove a printer from
Print Audit Secure printer list, any print jobs sent to this printer will no longer be secured.

1. In the Print Audit Secure Administrator, click on Setup, then Printer Manager.

2. Click the Delete button next to the device which is to be removed.
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3. Click the Delete button on confirmation page to remove this group.

4. A confirmation is provided, explaining that the printer has been removed.

Print Audit Secure Installation and Setup Guide 1-2
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Compatible Printer Groups

The Print Audit Secure Compatible Printer Groups are used to group similar devices together, so
that users can release jobs to any compatible device. When selecting devices for your Compatible
Printer Groups, it is important to ensure that the printer drivers within a group are compatible.
Compatible drivers are required in order to make sure that a print job that was sent to one printer
will print out as expected on another device. Compatible drivers will ensure that the printers within
the group can translate the datastream in the print job. Printers can be placed in more than one
Printer Compatibility Group.

When Compatible Printer Groups are defined, the user will be able to identify in the Web Release
Station, the jobs that are compatible with the printer where they wish to release their job.

@® Recording jobs in the Print Audit 6 database

When using Print Audit Secure with Print Audit 6, remember that the job is always
recorded in the Print Audit 6 database with the original printer attributes (printer name,
color usage, job validation, etc) rather than those associated with the final printout.

For example, if an original job was sent to a printer as a color job, but the device where it
was released is monochrome only, the job will still be charged and recorded in the Print
Audit 6 database as a color job. This will also hold true for jobs with finishing attributes,
such as stapling, which are released to a device that does not support the originally
requested finishing option.

Create a Compatible Printer Group

Hama *
Sharp Group
Description

Sharp color prnters

1. Log into the Print Audit Secure Administrator. In the top menu, select Setup, then select
Compatible Printer Groups.
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2. Click the Create New button.

3. Enter a Name for the Compatible Printer Group. This is a required field and can be up to 50
characters long.

4. Enter a Description for the Printer Group. The description can be up to 100 characters long.

5. Select the devices from the list that belong in this group. Click the Save button.

Edit a Compatible Printer Group

There is an option to edit the Compatible Printer Group Name, Description, and add or remove
devices for this group.

1. In the Print Audit Secure Administrator, go to the Compatible Printer Groups.

2. Click the Edit button next to the Compatible Printer Group you want edit.

3. Make the required changes.

4. Click the Save button.

Remove a Compatible Printer Group

Once you remove a Compatible Printer Group, it will be permanently removed from Print Audit
Secure. All the printers that were in the group will not be removed, however, they will no longer
show as compatible with the other devices that were in this group. If you would like to reinstate this
group you will need to create a new Printer Compatibility Group.

To remove a Compatible Printer Group:

1. In the Print Audit Secure Administrator, go to the Compatible Printer Group Manager.
2. Click the Delete button next to the Compatible Printer Group you want remove.
3. Click the Delete button on confirmation page to remove this group.

4. You will receive a confirmation that the Compatible Printer Group has been removed
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7. Managing Print Jobs

Manage All Print Jobs

The Print Job Manager is a way for Print Audit Secure Administrators to cancel any pending jobs
that have not been released. Once logged into the Print Audit Secure Administrator, you will see a
list of pending jobs, the name of the document, the date it was submitted, the user who submitted
the job, the status of the job and original printer that the job was submitted to.

1. Log into the Print Audit Secure Administrator. From the top menu select Manage Print Jobs,
then select All print jobs.

2. To Delete any job, click the Delete button next to the print job you would like to remove and
then Select Delete on the confirmation page. Once the job has been cancelled it will be
permanently removed from Print Audit Secure

3. To return to the job list without deleting the job, select Back to List.

Manage My Print Jobs

Print Audit Secure Administrators will always log into the Print Audit Secure Server. To release your
own jobs as an Administrator you must go to My Print Jobs.

1. Log into the Print Secure Server.

2. Click on Manage Print Jobs, My Print Jobs.

3. Enter the Print ID of the device you want to release the job to.

4

. If the printer you choose is compatible with the original printer you sent the job to you will
have the option to release or cancel the job. If the original printer is not compatible with the
original printer you sent the job to you will only have the option to cancel the job.
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Maintenance

9 Expire
Purge

Before Date:
02162012

The Maintenance page allows an administrator to mass expire and purge jobs at any time. Expiring
and purging jobs will affect the Print Statistics report; expired jobs will be considered a cancelled
job and purged jobs will never be reported on.

Once print jobs have been expired or purged, there is no way to undo the change.
1. Log into the Print Audit Secure Administrator. Click on Manage Print Jobs and select
Maintenance.
2. Choose either Expire or Purge.
3. Enter the date that you would all jobs older than to expire or purge. Click the Submit button.

4. You will receive a message confirming this, click the Ok button.
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Printing Statistics

There are three reports that are available. (If you are not using Print Audit Secure in conjunction
with Print Audit 6 the Cost Savings and Environmental Impact sections are not accessible.)

Print Jobs

This report shows a summary of the total number of jobs sent to the Print Audit Secure server, the
number jobs released and the number of jobs canceled. If you are also using Print Audit 6 then you
are also able to see the number of pages that have been canceled.

Mumber of submitted print jobs: 0
i
. g Mumber of released pnnt jobs 0
MNumber of canceled print jobs 0
Mumber of canceled print pages 0

Cost Savings

This section of the report is only available when using Print Audit 6 in conjunction with Print Audit
Secure. It shows the total cost savings from unreleased print jobs.
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Environmental Impact

This report is only available when using Print Audit 6 in conjunction with Print Audit Secure. It
shows the environmental impact your company has made by not releasing unwanted jobs. For
example, on average 8,333 unreleased pages will save one tree.

MNumber of trees saved o
Mumber of sheets of paper saved D
u Mumber of Pounds of paper saved 0
Total CO2 Offsetted 0
Emissions in Miles Drivan 0
Ermissions in Propane Tanks 0
Failed Jobs
Bt Cane Ersd Diats

WaT20

Failed jobs are any jobs that were successfully sent to the Secure server but were not successfully
released from the printer. These jobs will not be removed from Print Audit Secure until they have
been successfully released.

1. Log into the Print Audit Secure Server. Click on Reporting and then Failed Jobs.

2. Select your Start Date and your End Date.

3. Click the OK button. A list of failed jobs will show below.
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Expired Jobs

Stard Date Ernd Date

WA

Expired jobs are print jobs that have been expired by the Print Audit Administrator or automatically
expired because they have been in the Secure server longer than the time period specified by the
Print Audit Secure Administrator.

1. Log into the Print Audit Secure Server. Click on Reporting and then Expired Jobs.

2. Select your Start Date and your End Date.

3. Click the OK button. A list of expired jobs will show below.
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Step-by-Step Instructions

1. Download the SecureClientSetup.exe file from www.printaudit.com
2. Double click on the SecureClientSetup.exe file to begin the installation.

3. On the "Welcome to Print Audit Secure Client Setup Wizard" window click Next.

Welcome to the Print Audit Secure Client
1.1.0 Setup Wizard

The Setup Wizand wall install Print Audit Secure Chent 1.1.0 on
wour computer. Click et to continue or Cancel Bo et the
Setup Wizard.

4. Read the End User License Agreement and select the checkbox if you accept. Click Next.

End-User License Agreement

I Flease read the folowing license agreement carefully Secure g |

bmwmn.mmsm

OF PILM SOFTWARE INC. DPERATING AS PRINT AUDIT [“VENDOR")

[ »

inchudist herewith (“Agresment”).

READ THE TERMS AND CONDITIONS OF THIS AGREEMENT CARFFULLY BEFORE
LECTING “Coniimue™ AT THE BOTTOM OF THES PAGE, YOU AGREE TO BE BOUND BY
TERME AND CONDITIONS OF THIS AGREEMENT.

YO ARE ROT WILLING TO BE BOUND BY THIS AGREEMENT, SELECT "Go Back * AT .
BV AT

B EATTAAR SO TIETS BAST SR T TRACT A § & TIAE ST 00 (ST

|11 zicoept the terma in the License Agreamant

Lo | pec [ Mes | | canc |

Print Audit Secure Installation and Setup Guide 1-2


http://www.printaudit.com

_ _ PRINT_AUDIT
www.printaudit.com Secure &

5. Select the location where you want to install the Secure Client or choose the default location by
clicking Next.

[ print Audit Seeure Client 110 Setup X

Click Mest 1o install ar chick Change to choose another folder. sﬂure |
Install Frint Audit Secure Chent 1.1.0 to:
|C:'\.Prngrum Files\Print Audt'Print Audit Secure Chent),

6. Configure the Secure Client to communicate with the Print Audit Secure web server and click
Next. (http://*servername*/pasecure/webservices replacing servername with the name of the Print
Audit Secure Server.)

ﬂmmmmmmm
Frint Audit Secure Cient 1.1.0 mg
Secure

Please enter the URL of the Securs web server

Secure web service location [url):

hitp: [ Secrelemapaseturs webssrntes/
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7. Click Install.

, PRINT_GUGIT
Reaidy b install Print Aaedit Seciee Cliest 1,10 5“!."’!0

o Ireiad o besgin the restiallation, Chaok Bach e reviessy o chasge s of your insballylion
st Cick Cancsl [ axil Bie srizard

Completed the Print Audit Secure Client
1.1.0 Setup Wizand

Cheik s Fiiish B 1 el e Satus Wiksnd

Secure

‘ -

9. Verify that the client and server can communicate.

¢ Click Start > All Programs > Print Audit Secure > Secure Client Config

¢ Click the Test URL button in the bottom left of the Print Audit Secure Client Configuration
window.

® You should receive a dialogue box saying successfully contacted http://*servername?*/
pasecure/webservices/. Click OK.

Print Audit Secure Client Configuration

S Successfully contacted
ABS  hitp:fisecuredemojpasscurejwebservices].
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Self-generated PINs

Users may be provided the ability to generate a PIN through the PIN generating capabilities at the
Web Release Station, or at supported embedded MFPs.

Administrative Configuration

The Administrator must enable the generation of PINS by selecting the Generate Pin Attribute
checkbox on the Secure Server Configuration page. The length of the Pin can also be configured
here. Please note, the generated Pin will be numeric.

Active Directory Pin attribute

telexnumber

Generate Pin attribute
o

Generate Pin length
8

Web Release Station workflow

Once the Administrator has configured the option to generate a Pin attribute, a user who does not
have a Pin, can generate a Pin by us the Web Release Station. At the Web Release Station, the
user will select the Forgot pin option

Pin

The user will then be prompted to log in using Active Directory credentials

Print Audit Secure Installation and Setup Guide 1-2



www.printaudit.com

PRINT_AUDIT
Secure &

Username

Password
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Upon successful log in, a numeric Pin will be generated by Print Audit Secure and presented to the
user.

Pin

The user then has Pin access to the release jobs.

Embedded MFP workflow

When a user attempts to use an unregistered swipe card Print Audit Secure detects that the card is
not registered and the user will be redirected to the username/password authentication page. The
user will see the message,

“Please enter your credentials in order to register swipe card.”

The user then enters their credentials and presses the login button. The swipe card will then be
registered to that user.

The user has two minutes or until machine times out, whichever comes first, to complete entering
their credentials. After entering their credentials, normal authentication will occur.
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11. Appendix

Installation Note 1 — Active directory error

In the event that an error was made in defining Active Directory login information, and the result is a
blank display with no connection, it may be necessary to change settings and restart the application
. This may require changes to the configuration for the application and only should be
accomplished by a trained installation technician.

Open app.config from the Config folder of the installed application and change:

<add key="LdapServer" value="<value>"/> to <add key="LdapServer" value=""/>

<add key="LdapDomain" value="<value>"/> to <add key="LdapDomain " value=""/>

<add key="NetBiosDomain" value="<value>"/> to <add key="NetBiosDomain " value=""/>
(Remove the value from the value tag).

Save the changes.

Restart 1IS on the server.
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12. IS Configuration/Setup for Print Audit Secure
Server

® Please note that this document is meant as an aid to installing and configuring 1IS /.
NET 4 for use with Print Audit Secure Server rather than a step by step guide. The
actual sequence of steps will depend on the components installed on the server
and the order in which they have been installed. Modifications to an existing IIS
installation should be done by a qualified administrator.

Installing .NET version 4

Print Audit 6 Secure Server requires .NET Framework version 4. Please note that .NET should be
installed prior to installing IIS. If it is not installed first, it may be necessary to use the "
aspnet_regiis -ir" registration utility.

IS 6 (Server 2008)

.NET version 4 isn't included by default with Server 2008. It can be downloaded from Microsoft's
web site.

IIS 7 or higher (Server 2012 and higher)

.NET version 4 is added as a Feature using the "Add Roles and Features Wizard".

Installing IIS Components

Print Audit 6 Secure Server requires that 1IS version 6 or higher be installed first. The following
components are required above the base IIS installation:

Application Development
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Before You Begin
Installation Type

Server Selection

Features

PRINT_AUDIT
Secure &

Select server roles

Select one or more roles to install on the selected server.

Roles

| Volume Activation Senvices
4 [H] Web Server (IIS) (18 of 43 installed)

4 [H] Web Server (13 of 34 installed)
[B] Common HTTP Features (4 of & installed)
[®] Health and Diagnostics (1 of 6 installed)

[B] Performance (1 of 2 installed)

[m] Application Development (6 of 11 installed]] |

[W] .NET Extensibility 3.5 (Installed)
NET Extensibility 4.5 {Installed)
[ Application Initialization

[] asp

ASP.NET 3.5 (Installed)
ASP.NET 4.5 {Installed)

[ cal

[v] ISAPI Extensions (Installed)

[V] ISAPI Filters (Installed)

[] Server Side Includes

[] WebSacket Protocol

<l

Allowing the ASP.NET Version 4 Extension

DESTINATION SERVER
pjlm-2012R2 printauditiocal

Description

Security provides infrastructure for
securing the Web server from users
and requests. lIS supports multiple
authentication methods. Pick an
appropriate authentication scheme
based upon the role of the server.
Filter all incoming requests, rejecting
without processing requests that
match user defined values, or restrict
requests based on originating
address space.

Install | [ Cancel

The ASP.NET version 4 extension needs to be allowed before it can be used. This is done using

62 ) PILM-2012RZ »

Eile  Wiew Help

% Start Page
A-q PILM-2012R2 (PRINTALIDIT s
@ Application Poals

% ISAPI and CGI Restrictions

Group by Mo Grouping =

Use this feature to specify the IS4P] and CGl extensions that can run on the Web server,

@ The CGI module is naot
installed, You can specify
CiGl applications that are
allowied to run, but they will
not be able to run until the

4-[&] Sites
A-o Default Web Site
[ -] aspnet_client

Descripfion

ASPMET 2,05,

Restriction Path
Allowed

Sewindis\Microsoft MET\Framework 6442050727

Gl module is installed.

ASPMET »2.05..,  Allowed FeindiriiMicrosoft, METFrameworkyw2.0.5072  hasp
b pabshar AP MET4.03., Allowed SeaninditsM i crasaft NETYFram ework . 0.3 031 Bya sy Add...
+ASP.MET 44,03, Allowved FwindirzahMicrosaft, METYFram ewiork 64,0303 19 Deny
Edit...
x Rermowe
Edit Feature Settings..
e Help

[l

5]

] " B

Configuration: 'localhost’ applicationHost.config

Features Yiew || Content View

the Internet Information Services (II1S) Manager under "ISAP and CGI Restrictions".
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® Please Note: The Print Audit 6 Secure Server Setup Wizard is designed to configure
settings in IIS when it is run. However, depending the environment, it may be necessary to
verify or modify those settings. The examples presented in this guide are based on the
default installation options. Please contact your System Administrator for additional details
should changes to these defaults be required in your environment.

Verifying Application Pools

Application Pools in IIS allow different ASP.NET applications running on the web server to be
isolated from each other. Errors in one application pool will not affect other applications running in

other application pools. Print Audit 6 Secure Server installs an application pools - PASAppPool -
running under .NET Framework v4.0.30319.

To verify that the Application Pool has been installed and configured correctly:

1. Open the Internet Information Services (lIS)Manager.

LE Internet Information Services (115) Manager \Lli-
@0 ‘ ) » PILM-2012R2 » Application Pools | AR 7 R
File  View  Help
gﬂ Application Pools = )
X i | A & Add Spplication Poal..,
:‘2 Starc Page || This page lets you view and manage the list of application pools on the server, Application SEtW
- P’J‘LM—2012R2 (PRINTALDIThs| pools are associated with waorker processes, contain one or rmaore applications, and provide .ﬁ Help
i+t Application Pools isnlation amaong different applications, i
4-[@] Sites 1 T
469 Default Web Site Filter: * 0 Go - g Show All | Group by: i
b+ | aspnet_client Mame = Status JNET CLR V... Managed Pipel.. Identity Ap
b [P PASecure LFMETW2.0 Started 2.0 Integrated ApplicationPoolld.. 0
L2 METw2.0Classic  Started w20 Classic ApplicationPoalld.., 0
L2 METw45 Started 4.0 Integrated ApplicationPoalld.., 0
;’.NET\AS Classic  Started w0 Classic ApplicationPoolld.. 0
¥ Classic NET &p.., Started 2.0 Classic ApplicationPoolld.., 0
LDefaultdppPool  Started w0 Integrated ApplicationPoolld.. 1
I PASEApPool Started w40 Integrated Metwork Service 1
< m >
< n | SRR
Reacy €

2. Under the IIS server name, "Application Pools".

3. Double click on the Application Name.
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AnnPool

MET CLR wersion:

| MET CLR Wersion «4.0,30319

Managed pipeline mode:

| Integrated W

[ Start application pool immediately

Ok

Cancel

4. Use the dropdown ".NET Framework version" to select the appropriate version.

Verifying Application Pools used by Print Audit 6 Secure Server

The Print Audit 6 Secure Server creates a web site under "Default Web Site" by default - PASecure
To verify the Application pool used by a site:

1. Open the Internet Information Services (IIS) Manager.

é » PILM-2012RZ » Sites » Default'Web Site » P&Secure »

File  View  Help

I PASecure Home _
Q- H|= & ll; / Bl Explore
|- Start Page - i Edit Permissions..,
Filter: W Go - Show &1 | Group by &y - (B2~
63 PILM-2012R2 (PRINTAUD : G LEtaup by pres = i
o[} Bpplication Poals ASP.NET [~ 550
i B 1= & e = 7% Wiews Virtual Directaries
a-[@] Sites ] ._5 ¥ Q ﬁl‘ N2
4 €D Default¥eb Site 2 = erd Manage Application @
b -2 aspnet_client MET MET JMET Errar MET MET Profile  JNET Roles =
g = Authorizat., Compilation Pages Globalization Browse Application
b [ PASecure
—_— fe = = [®] Browse *:80 {http)
| . 7 =
= I[E = > = el
=V l‘% (st ﬁ Advanced Settinas
MET Trust JWET Users Application Connection Machine Key  Pages and
Levels Settings Strings Contrals @ Help
Providers  Session State SMTP E-rmail
s
X i —— i
d 9 lo 2
Authentic.. Compression  Default Directory  Error Pages Handler
Document  Browsing Mappings
5 " -
B = i =
= 8 = M ¥ = a
HTTP Logging  MIME Types  Modules Qutput Request
Respon... Caching  Filtering
5L Settings v
Ready &
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2. Locate the web site under "Sites" and highlight it. By default, the Print Audit Secure Server
sites are under "Default Web Site".

3. Under "Action" (located on the right hand side of the 1IS Manager), click on "Basic Settings..."

Bl amlcion B |

Zite name;  DefaultMYeb Site
Path: Fa

Application pool:

| |F'ASAppF'DDI | | Select..,
Example: sales
Physical path:
|C:‘1F‘ru:ugram Files (xB0%Print Audit Inc\Print Audit Secure| | |
Pass-through authentication
| Connect as.. | | Test Settings...
[] Enable Preload

(0] | | Cancel
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