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There are a number of documents to help you with your Print Audit Embedded implementation with
Print Audit 6. Use the links below to find help for Installation and configuration.

Also remember that you can browse our Knowledge Base for additional help.

Print Audit Embedded for Print Audit 6


http://kb.printaudit.com/display/PA6/Print+Audit+6+Knowledge+Base

www.printaudit.com

Browse Documents:

Browse Other Product Documentation:

Print Audit 6 Infinite Device Management Print Audit Secure Rapid Assessment Key Embedded for
Sharp
Embedded for Kyocera Mita Embedded for Lexmark Embedded for Xerox Embedded for HP.

Copy Audit Touch Copy Audit Numeric
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Embedded for HP Documentation

Print Audit Embedded installs directly onto supported HP OXPd® -enabled multifunction
peripherals, allowing users to control and recover all printing, copying, faxing and scanning costs.
Review the documentation below for help installing and configuring Print Audit Embedded. You can
also use the Knowledge Base to find more information.

Browse Documents:

Collapse allExpand all Collapse all

Browse Other Product Documentation:

Print Audit 6 Infinite Device Management Print Audit Secure Rapid Assessment Key Embedded for
Sharp
Embedded for Kyocera Mita Embedded for Lexmark Embedded for Xerox Embedded for HP

Copy Audit Touch Copy Audit Numeric

Embedded for HP-Install and Setup

Print Audit Embedded for HP is used alongside Print Audit 6 to provide authenticated access to HP
MFPs, for the purpose of securing device functionality, and tracking usage. Users can be required
to authenticate at the MFP by login, PIN, or card swipe identification before they may access MFP
functions.

When additionally used in conjunction with Print Audit Secure, users will also be able to select and
release secure print documents directly from the MFP panel.
This guide provides instructions to install and configure Embedded for HP with Print Audit 6.

Print Audit Embedded for Print Audit 6 12
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When used with Print Audit 6, Embedded for HP will track:
® walk-up copying
® scanning
® faxing
® printing from the document server
When Print Audit Secure is added, Embedded for HP can additionally provide:
® Secure release of all printing

® Follow Me printing

Components

Embedded for Hewlett-Packard consists of two main components:

1. Print Audit 6 - Embedded for HP Configuration:

Embedded for HP is configured using the Embedded Systems plug-in for the Print Audit 6
Administration tool. Support for Embedded for HP exists in Print Audit 6.10 or newer.

2. Embedded Client:

This software is installed on a Windows web enabled server while the embedded application runs
on the MFP’s embedded web browser. The Embedded Client provides a user interface directly on
the panel of the HP MFP to enable the tracking of copies, scans or faxes, or the printing of
documents stored in the MFP's Document Server.

In addition to tracking the number of pages in a copy, scan, fax, or print job, the Embedded Client
tracks additional information about the job. For example, the Embedded Client can request a PIN
Code from the user to identify and track who is creating the photocopy. Or, it can request a Client
Code to identify which customer or cost center should be billed for a fax transmission.

Print Audit 6

Print Audit 6 is a client application that tracks all printing directly from the desktop where the print
job was issued. Every job, along with its attributes, are collected and stored in the Print Audit
database, where it is available for reporting on printing volume and trends.

Print Audit 6 is available in 3 different modules, Analysis, Rules, and Recovery, which respectively,
enable Analysis Reporting from the collected print data, the ability to create printing rules for
rules-based printing, and the ability to allocate the cost of print jobs to a user, customer, or cost
center.

When used with Embedded for HP, Print Audit 6 can also track copy, scan, and fax jobs, and jobs
that are printed from the document server.

Print Audit Embedded for Print Audit 6



PRINT AUDIT (5

www.printaudit.com The Print Mandgement Company |

Print Audit Secure

PRINT_AUDIT [
Please selact a document below Sécure

00

Print Audit Secure on Sharp OSA-enabled device

Print Audit Secure allows for print jobs to be held on the server until an authenticated user releases
them from the MFP panel, or from a Print Audit Secure release station. When a printer is managed
by Print Audit Secure, incoming print jobs are prevented from being automatically output, by holding
them in a secure queue on the server. When used with Embedded for HP, users will authenticate at
the MFP, view their held jobs on the MFP panel, select one or more jobs and release or delete
them directly from the MFP front panel.

Authentication Devices

Print Audit Embedded for HP supports Authentication Devices, such as swipe card or proximity
card readers, within an Embedded for HP environment. When an Authentication Device is
configured in an environment with Embedded for HP, users must authenticate at an Authentication
Device before they are allowed to access the supported HP MFP controlled by the device.

Licensing
To enable the Print Audit Embedded for HP the following is required:

1. One Print Audit Embedded for HP license per controlled HP MFP - Print Audit Embedded
for HP is licensed on a per-MFP basis. To install Embedded for HP on 15 MFPs, licenses
must be purchased for each of the 15 MFPs. MFP licenses can be purchased as part of any
Print Audit license, and are additional to the Print Audit 6 client licenses needed to track print
jobs originating from Microsoft Windows and Apple Macintosh workstations. In the event that
there are insufficient licenses, Print Audit will stop tracking some or all of the MFPs—MFPs
will continue to function as normal, but no information will be tracked.

Print Audit Embedded for Print Audit 6
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2. HP MFPs - Print Audit Embedded for HP is only supported on OXPd enabled HP Enterprise
devices which support OXPd v1.7.1 or higher.

3. Print Audit 6.10 or higher - Print Audit Embedded for HP requires Print Audit 6 to configure
the MFPs. Consult the Print Audit 6 Installation Guide for more information.

Optional

1. Print Audit Secure 1.1 or higher - Consult the Print Audit Secure Installation instructions for
more information

2. One Authentication Device per HP MFP - Print Audit Embedded for HP supports HID
proximity and contactless smart cards for authentication. Users can enter validation data by
presenting the card at the card reader. If any authentication devices are to be used in the
environment, one authentication device is required per MFP.

Limitations

Print Audit Embedded would ideally function identically across all makes and models. However,
due to differences among the proprietary platforms, it is sometimes not possible to implement all
features and functionality of the product. The following are a list of known limitations, when using
Print Audit Embedded for HP.

1. Ability to Return to Print Audit Embedded: Once a user has logged in and Print Audit
Embedded unlocks the device, allowing a user to choose a task on the panel, there is no
method to return to the Print Audit Embedded application. Therefore, it is not possible for a
user to attribute jobs to more than one custom field per logged on session, as is possible with
other versions of Print Audit Embedded.

2. Limitations with Account Limits: Limiting jobs based on quota is not supported on OXPd
v1.7.1 devices at present.

3. Cost Allowances: There is no method to preventing a user from exceeding their account
limit, if there was available credit in their account when they logged in. If they exceed their
limit, they could go beyond their minimum balance. However, if the user attempts to login with
no available balance, they will be denied from using the device.

4. Restricting functionality: Restricting functionality (ie: restricting color copies) is not
supported.

1. Installation - Embedded for HP

This section only addresses the installation requirements and configuration of Print Audit 6 for use
with Embedded for HP. For complete instructions on installing and configuring Print Audit 6, please
refer to the Print Audit 6 Installation information found online. Refer to that documentation to

perform the following steps to install Print Audit 6 in conjunction with Print Audit Embedded for HP.

Print Audit Embedded for Print Audit 6
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System Requirements

Optional

Windows Server 2008 R2 or newer - requires Internet Information Services 6 or
better.

MS-SQL Server 2005 Express or better - running embedded applications on with an
Access database is not recommended.

Print Audit 6.10.0 or newer

® Download the latest version from http://www.printaudit.com/
software-updates.asp

® The Print Audit 6 Database Communicator, Database and Administrative tools
must be installed on a Windows 2008 or newer computer.

Microsoft .NET Framework v4.0.
Internet Information Services (lIS).

Windows Communication Foundation.

® Print Audit Secure 1.3 is supported with Embedded for HP.

Before you Install

® Print Audit Embedded for HP will run on OXPd enabled HP Enterprise devices which support
OXPd v1.7.1 or higher.

Steps to Install

1. Obtain a Print Audit Embedded License for each MFP you need to install on.

a » 0 DN

Install and configure Print Audit 6 with the appropriate licensing.
Download the HP Embedded Application from the Print Audit web site.
Install the Print Audit Embedded for HP installation package on the server.

Deploy the Print Audit Embedded for HP to the device using the web portal using the URL

http://<server-ip-address>/HP.Embedded.App/Config.

6. Create the record for the MFP in the Print Audit Administrator Embedded section.

7. Verify operation and tracking of the MFP.

Print Audit Embedded for Print Audit 6
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Installing the Print Audit Embedded for HP installation package on the server

The installation package has a wizard like user interface that will guide you through the installation
process.

1. Double click on the HP_Embedded_Setup.exe to begin the installation.

2. On the "Welcome to the Print Audit Embedded for HP Setup Wizard", click Next.

[ print Audit Embedded for HP Setup x|

Welcome to the Print Audit
Embedded for HP Setup
Wizard

The Setup Wizard will allow you to change the way Print
Audit Embedded for HP features are installed on your
computer or even to remove Print Audit Embedded for HP
from your computer. Click "Mext” to continue or "Cancel” to
exit the Setup Wizard.

= Back Cancel

3. Read the End User License Agreement and select the checkbox if you accept. Click Next.

Print Audit Embedded for Print Audit 6 17
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End-User License Agreement
Please read the following license agreement carefully
=

SOFTWARE LICENSE AGREEMENT
OF PILM SOFTWARE INC. OPERATING AS PRINT AUDIT ("VENDOR")

SOFTWARE LICENSE AGREEMENT Vendor is willing to license the
accompanying Software to you only upon the condition that you accept all
of the terms contained in this License Agreement and any supplementary
license terms included herewith (" Agreement").

READ THE TERMS AND CONDITIONS OF THIS AGREEMENT CAREFULLY BEFORE
SELECTING "Continue"” AT THE BOTTOM OF THIS PAGE. YOU AGREE TO BE
BOUND BY THE TERMS AND CONDITIONS OF THIS AGREEMENT. LI

i* i accept the terms in the License Agreement;

™ I do not accept the terms in the License Agreement

< Back I Mext = I Cancel

4. Select the install location. A default location will be available to you. Click Next when finished.

Print Audit Embedded for HP Setup = 0] x|

Select Installation Folder
This is the folder where Print Audit Embedded for HP will be installed.

To install in this folder, dick ™ext”. To install to a different folder, enter it below or didk
"Browse",

Folder:
C:\Program Files (x86)\Print Audit Inc\Print Audit Embedded for HPY Erowse...

< Back I Mext = I Cancel

5. Select the Website name where the Embedded for HP web service will be created. It is
recommended to use the Default Web Site. Click Next.

Print Audit Embedded for Print Audit 6
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[ print Audit Embedded for HP Setup x|

Embedded application web site
Please select the web site to install to.

Web Site Name

< Back I Mext = I Cancel

6. Enter the Print Audit 6 configuration details. Click Next when finished

] print Audit Embedded for HP Setup x|

Print Audit &

Please enter your Print Audit server configuration.

Print Audit 6

Enabled j

—Prnt Audit &
IP Address/Host Name Connection Timeout
| |
Communicator Port Response Timeout
| 17520 | 15

< Back

Cancel |

a. From the dropdown box, choose Enabled or Disabled to enable/disable the Print Audit
Embedded for HP application for use with Print Audit 6.
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b. IP address/Host Name - the IP Address or Host Name of the server running the Print
Audit 6 Database Communicator.

c¢. Communicator port - the port number the Database Communicator is set to listen on.
The default is 17520.

d. Connection Timeout - the time in seconds that the Print Audit Embedded for HP
application will wait before a connection to the Database Communicator fails. The
default is 20 seconds.

e. Response Timeout - the time in seconds that the Print Audit Embedded for HP
application will wait before a response from the Database Communicator before failing.
The default is 15 seconds.

7. Enter the Print Audit Secure Server details. Click Next when finished.

Print Audit Embedded for HP Setup x|

Print Audit Secure

Please enter your Print Audit Secure server configuration.

Print Audit Secure

Enabled j

= Print Audit Secure

IP Address/Host Name
|

Virtual Directory

I pasedcure

Cancel |

a. From the dropdown box, choose Enable or Disabled to enable/disable the Print Audit
Embedded for HP application for use with Print Audit Secure.

b. IP Address/Host Name - the IP Address or Host Name of the server running the Print
Audit Secure Server.

c. Virtual Directory - the name of the virtual directory configured on the Print Audit Secure
Server. The default is "pasecure”.

8. Enter the IP Address/Host Name where the installation package is being installed from and
click Next when finished.

Print Audit Embedded for Print Audit 6
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[ print Audit Embedded for HP Setup x|

M5I Package Address

Please enter the IP Address of the server where this installation package is
being installed,

IP Address/Host Mame

Cancel

9. Enter the credentials used to access the HP Embedded configuration portal and click Next
when finished.

B print Audit Embedded for HP Setup x|

HP Embedded Configuration Portal Credentials

Please enter credentials to use to access the HP embedded configuration
portal,

Username

I admin

Password

Advanced Installer

Cancel
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10. Click Install to begin installing Print Audit Embedded for HP. The installation may take a few
minutes to complete.

[ print Audit Embedded for HP Setup x|

Ready to Install
The Setup Wizard is ready to begin the Print Audit Embedded for HP installation

Click "Install™ to begin the installation. If you want to review or change any of your
installation settings, didk "Back”™. Click "Cancel” to exit the wizard.

Cancel

11. When the installation is complete, click Finish.
[ print Audit Embedded for HP Setup x|

Completing the Print Audit
Embedded for HP Setup
Wizard

Click the "Finish” button to exit the Setup Wizard.,

Zance| |

= Back

Print Audit Embedded for Print Audit 6
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12. (Optional) Verify that IIS settings are correct. See the 1I1S Configuration/Setup for Print Audit
Embedded for HP section in this document.

Deploying the Print Audit Embedded for HP application to MFPs

1. On the server desktop there should be a short cut named HP Embedded Configuration. Open
it by double clicking on it. The short cut opens a web page with the following URL; hiip./
localhost/HP.Embedded.App/Config

s

kd

HP Embedded
Configuration

2. Enter the HP Embedded Configuration Portal credentials to authenticate and click "Login".
The credentials are the same as those used to access the HP Embedded configuration portal

PRINT_AQUDIT

Embedded

HP Embedded Administrator Authentication

Username: | |

Password: | |

3. Once authenticated three tabs will appear:
¢ Communicator
® PA Secure

® Registration

Print Audit Embedded for Print Audit 6 23


http://localhost/HP.Embedded.App/Config
http://localhost/HP.Embedded.App/Config

PRINT_AUDIT £}

www.printaudit.com The Print Mandgement Company @

4. Communicator is where settings related to Print Audit 6 are set. If Copy, Scan and/or Fax
tracking are to be used select ‘Enable PA Communicator’. Configure the IP Address or
Hostname and port for the server running the Database Communicator Service. Click Update
to commit changes.

PRINT_AUDIT

Embedded

Configuration Settings

COMMUNICATOR m REGISTRATION

Enable PA communicator: 7

Address: 10.0.1.222
Port: 17520
Connection timeout: 20
Response timeout: 15

5. Click on the PA Secure Tab. This is where settings related to Print Audit Secure are set. If
using the Print Audit Secure functionality select ‘Enable PA Secure’. Enter the IP address or
Hostname of the system hosting the Print Audit Secure Server. Click Update to commit
changes.

**Note: pasecure is the default virtual directory for a Print Audit Secure server

PRINT_AUDIT

Embedded

Configuration Settings

COMMUNICATOR PA SECURE REGISTRATION

Enable PA secure: v

Address: 10.0.1.222

Wirtual directory: pasecure

Secure server location: http://10.0.1.222/pasecure/webservices/
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6. Click on the Registration Tab. Registration permits the administrator to perform different
tasks regarding the embedded application. These are:

® Register, deploys the application on to a device.
® Unregister, removes the deployed application from a device.
® |s Registered, checks the current status of the deployment of a device.

® Setthe Card Reader vendor and product ID (click for more details). The vendor and
product ID are in decimal not hexadecimal format. Please consult the Card Reader
manufacturer for these settings.

To register the application with the HP Device enter the IP address and the administrative
password for the unit. Press the Register button.

/£ Print Audit Embedded for HP v0.0.18.0 - Internet Explorer o [=[ 4]
@:_:;a L4 I@ http:/flocalhost/HP.Embedded. App/Config Dj *+ (22 Print Audit Embedded for HP ... % | | ot E'\“? {é}
cmpoeaded

Configuration Settings

COMMUNICATOR PA SECURE REGISTRATION

MFP IP address: |1|10_1_220

MFP password:

Card reader vendor ID: |1|]|]3

Card reader product ID: |5g

> D =

Using the Print Audit Embedded for HP client

The Embedded for HP Client is very easy to use. First, it prompts you for the required information.
What appears in the prompts will depend on how the Embedded Client was configured. After you
enter the prompted information, the MFP is enabled for copying, scanning, fax, or printing a
document server print job. When you are finished using the device, it is advised to return to the
Embedded Client and indicate that you are finished, and end your logged in session. At this point,
the information is tracked to the database, and the Embedded Client resets to be ready for the next
user.
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If you forget to return to the Embedded Client after finishing up, an Inactivity Timeout ensures that,
after a period of inactivity, your logged in session ends, the information is tracked, and the panel
interface is ready for the next user.

Detailed Panel Walkthrough

"None" Type of Authentication

First, press the Start button on the screen. The Embedded Client retrieves its configuration, and
proceeds to prompt for the required information as discussed below.

At any time during the prompts, press the Cancel button to cancel all of your input and return to the
start screen.

PIN or Card Reader Authentication

In many cases, the panel is configured to ask for authentication as the first prompt. The panel will
prompt you to enter a PIN code, swipe your proximity card, or will allow either type of authentication

Enter your PIN code using the numeric keypad, or press the Show Keyboard button to access a full
alpha- numeric keyboard on the touch screen. Once you have entered your PIN code, press the OK
button. You can also use the # key on the keypad for OK.

To use a proximity card, hold the card near the sensor. The light will turn green and the sensor will
beep when your card has been read.

Custom Fields

If the panel is configured to prompt for custom fields, these are the next prompts. Select one of the
presented options and then press the OK button. If there are more choices than will fit on one
screen, use the Prev and Next buttons to page through the choices.

If the Custom Field is either the Searchable or Searchable Dropdown type, there will also be a
Search button displayed. Press the Search button to bring up a keyboard, and enter in the text you
wish to search for. Press OK to perform the search and hide the keyboard. Once you have
searched, only options that match your search text will be shown, and you can page through them
as usual. If you do not find the option you are looking for, you can perform another search.
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Comments

If the panel is configured to allow the user to enter a comment, this will always be the last prompt.
Enter a comment using the numeric keypad on the MFP, or press the Show Keyboard button to
enter the Comment using a full alpha-numeric keyboard on the touch screen. When you have
finished, press the OK button. The comment may be left blank.

Once you have finished entering all of the information, a screen with a large Done button appears.
This screen also has instructions on how to return to the Embedded for HP Client. At this point (
before pressing the Done button), use the MFP function keys to switch to Copy, Fax, Document
Server, Scan, or Print mode as appropriate, and proceed to use the MFP normally.

2. Configuration - Embedded for HP

This Embedded for HP window in Print Audit 6 enables the configuration of all aspects of the
Embedded for HP copier device. The different elements of the window are described below.

Pre-configuration checklist
If you are ready to begin configuring Print Audit 6 with Embedded for HP, you have:

® |Installed the Print Audit Database Communicator, Database and Administration tools to a
computer on the network that will be on and available at all times. The Print Audit Client
should be installed on at least one workstation, to test printing and ensure that print jobs are
being tracked correctly before continuing.

® Configured Print Audit 6 for PIN codes and validated fields to be integrated into Print Audit 6
Embedded.

® |nstalled the <LINK FOR HP DOWNLOAD> software on a computer that has Internet
Information Services (IIS) and .Net installed, and is acting as a web server.

® Used this guide to configure Print Audit 6 Embedded on HP OXPd enabled devices.

Overview

The Print Audit Administration tool provides the ability to configure Embedded for HP on all the
MFDs in the environment using the Embedded Systems plug-in. Configure one copier for every
physical HP MFD on which the Embedded Client will run.

Costs, authentication methods and custom fields may be configured for each device.
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Adding, Editing and Deleting Copiers in Print Audit 6

Use the Embedded Systems section of the Administration tool to add, edit and delete Embedded
for HP copiers. A copier in the Administration tool represents a physical copier in the network.

& Print Audit 6 Administration -0 x|
File Edit iew Tools Groups Help

MNew - Edit ﬁ Save x Delete @ @ @ 5. Impart ‘g‘ Export | &F User Groups
Embedded Systems

Use this section to add and configure embedded systems for your
walk-up copiers to work with Print Audit 6

Copier | Serial Mumber |Device T «

L]
Advanced 4| | 3|

To add a new copier:

1. Run the Print Audit Administration program.

2. Click the Embedded Systems button on the left hand side of the Print Audit Administration
window. The list of existing copiers appears on the right side. It may be necessary to scroll
the left side down to reveal the Embedded Systems button.

Click the New button on the toolbar.
Select Embedded for Hewlett-Packard from the dropdown list of embedded applications.

Press OK. The Add/Edit Embedded for HP window will appear.

o g > w

At minimum, a copier name and the serial number of the copier must be provided. Please
refer to the 'Embedded for HP Configuration Window' section below for more information
filling out the Embedded for HP window.

7. Click the Save button. The Embedded for HP window closes and the copier appears in the
Copiers list.

Print Audit Embedded for Print Audit 6 28



PRINT_AUDIT {5

www.printaudit.com The Print Mandgement Company |

To edit a copier:

1. Run the Print Audit Administration program.

2. Click the Embedded Systems button on the left side of the Print Audit Administration window.
The list of existing copiers appears on the right side. It may be necessary to scroll the left
side down to reveal the Embedded Systems button.

Select the copier to be edited from the list of copiers. It appears highlighted.
Click the Edit button on the toolbar. The Embedded for HP window appeatrs.

Make any needed changes to the copier.

o a > «

Click the Save button. The Embedded for HP window closes and the copier appears in the
Copiers list.

To delete a copier:

1. Run the Print Audit Administration program.

2. Click the Embedded Systems button on the left hand side of the Print Audit Administration
window. The list of existing copiers appears on the right side. It may be necessary to scroll
the left side down to reveal the Embedded Systems button.

3. Select the copier to be edited from the list of copiers. It appears highlighted.
4. Click the Delete button on the toolbar. A message appears to verify removal of the copier.

5. Click the Yes button to delete the copier. The list of copiers refreshes.

Configuring the HP MFP in Print Audit 6

This Embedded for HP window in Print Audit 6 enables the configuration of all aspects of the
Embedded for HP copier device. The different elements of the window are described below.

General

Copier name - The name to describe the copier. Enter a name that is descriptive enough to
distinguish the copier from others. For example "Third Floor HP OfficeJet X585".

Serial number - The serial number of the HP MFD. NOTE: the serial number is case-sensitive and
must match the serial number of the HP MFP that the Embedded Client is installed on

Report as printer - Use this to select an already existing Print Audit printer with which to associate
the copier. For example, if there is an MFP in the office that users print to which is already in the
Print Audit database, choose that MFP here for the copier so that all transactions are reported as
the same printer. If a printer is not selected here, Print Audit will record transactions for this copier
as the copier name.

Print Audit Embedded for Print Audit 6
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5 Add it Embedded for Hewlett-Packard x
IEDDiE[ name:; I S ave

Senal nurber: I Cloze
\Repart az printer; I %l

|Report az uzer; I i)

s
|3

Le

Authentication type: I <Mones

liasswu:urd: [T Bequire additional pazswerd y
£ Pricing ||L[:L Prompts I Advanced |
Funchion | B Cost | Color Cogt | Faper Size [ Track
Prirt £0.100 $0.700 Letter [B5=11)
Copy £0.100 $0.700 Letter [B5=11)
Scan £0.100 $0.700 Letter [B5=11)
Fax £0.100 $0.700 Letter [B5=11)

Edit

Report as user - Use this to
select an existing Print Audit user whom to associate all jobs from this copier. Use this functionality
to still have individual user authentication, but for reporting purposes report all jobs to a single user.

Authentication type - Select how the user will authenticate to the copier before they can do
transactions. The authentication type determines how a user identifies themselves to the copier
before they can do a transaction. The following options are available:

® None - Users do not have to authenticate before using the copier. All transactions are
recorded to the generic HP_Embedded user.

® PIN code - Users must enter their Print Audit PIN to access the copier.
® Card Reader - Users must use their proximity card or swipe card to access the copier

® Card Reader or PIN - Users must use their proximity / swipe card or enter their Print Audit
PIN to access the copier.

® Active Directory - Print Audit Embedded for HP can authenticate directly against an Active
Directory server. When this option is selected, at least one Active Domain must be entered
in the AD Domain(s) field. Multiple domains can be used if they are separated by a comma (,
). When this authentication method is used, users will have to select the domain from a
dropdown on the Print Audit Embedded for HP application as well as entering their
Username/Password.
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Require additional password - Check this box to require the user to enter an additional (optional)
password before they can authenticate using the Authentication type selected above.

Pricing tab
This tab contains the pricing for each function on the copier.
fiim Add/Edit Embedded for Hewlett-Packard 1 x|
Copier narme; I Save
Sernal number: I Cloze
Repart ag printer; I I.-% |
Report az uzer; I 5__
Authentication type: I <Mones j
Paszwiord: [T Bequire additional pazswerd
"ok =
B3 Pricing ||'_[:L Prumptsl Advmcﬁ:ll
Funchion |BM Coszt ||:|:-I|:-r Coszt | Faper Size | Track.
Prirt £0.100 $0.100  Letter [B5x11)
Copy £0.100 $0.700 Letter [B5=11)
Scan $0.100 $0100  Letter [B5x11)
Fax £0.100 $0.700 Letter [B5=11)
Edit |
o

To edit the pricing for a particular function:

1. Clear the "Track" column for the function to disable the tracking of transactions of that type.

2. Select from the list the function that is to change and click the Edit button. The Configure
Pricing and Paper Size Window appears.

3. Set the pricing as it makes sense for this copier in the organization.

4. Click the Done button. The Configure Pricing and Paper Size Window closes.
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Prompts tab (only with Print Audit 6 Recovery)

This tab is only relevant when using Print Audit 6 Recovery for the charge-back of printing.

i@ Add/Edit Embedded for Hewlett-Packard b x|

Copier nanme; I Save
Serial number; I Close
Report as printer; I u’% |
Report as ugern I _q_
Authentication type: I <Mones j
Fazzword: [T Bequire additional pazsword
—

G4 Pricing L+ Prompts Ad-.ran.:adl

[T Use custom fields from the user profile if present [~ &llow comments

[~ Dizable Exact Matching

Inciude | Custom Field
£ Cugtomer

® For each Activity the user can be required to enter values for Custom Fields. Custom Fields
are setup in the Custom Fields section of the Print Audit Administrator. On this tab, select
from any one of the Custom Fields configured and define a custom prompt for each one.
Note: The Client Custom Field(s) must be created first before they will appear under the
Prompts tab.

® Use custom fields from the user profile - Check this box to override the default custom field
choices with the custom fields set in a user's User Profile.

® Allow comments - Check this box if the user can enter general comments about the job.

® Disable Exact Match - Check this box if the user can enter the custom field directly in the
field and proceeds to the next step without selecting from the list.

® Custom fields - The custom fields list contains all custom fields that have been defined. To
use a custom field for the activity, check the Include checkbox.
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Advanced tab

iizm Add/Edit Embedded for Hewlett-Packard : x|
Copier nanme; Save
Sernal number: Cloze

|
|

Report az printer:; I El
|

Report as uger:

Authentication type: I <Mone: j

Fazzword: [T Bequire additional pazsword

Dizplay Settings — Admin Credentials
|7|- Digplay Surnmary Fage ] I xxxxxxxx

—*USE Card Reader |nformation
*dendor 10 |

“Fraduct 1D |

This tab is used for setting the summary page display as well as modifying the USB card reader
information.

® Display Summary Page - check this box if you would like to view the summary page of all
selected prompt / comment values.

® Admin Credentials - enter the login credentials for the MFP admin.

® - Vendor and Product IDs are numbers used to identify USB devices to computers and other
hosts. Print Audit Embedded for HP requires the Vendor and Product specific to the USB
card reader being used with the HP MFP so that the HP MFP can initialize the card reader.
Please contact the manufacturer of the USB card reader for these values. Print Audit
Embedded for HP requires these values to be in a "decimal” format. If they are provided in a
hexadecimal format, you can use a hexadecimal to decimal converter such as Windows
Calculator (in Programmer view) to perform the conversion.

® Vendor ID - the Vendor ID of the USB Card reader in decimal format.

® Product ID - the Product ID of the USB Card reader in decimal format.
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3. Using HP Embedded with Print Audit 6

The Embedded for HP Client is very easy to use. It will first prompt for required identification or
billing information, before enabling the device for copy, scan, fax, or print functionality. Once the
desired function is complete, return to the panel and complete the session, otherwise the MFP will
timeout the session. When the session ends, the copy, scan, fax, or print transaction is sent to the
Print Audit 6 database, and the Embedded Client resets to be ready for the next user.

The standard set of steps to using Embedded for HP to track job information is as follows:
1. Start the Transaction - Press the Start button on the screen. The Embedded Client retrieves

its configuration and proceeds to prompt for the required information. The Cancel button can
be used at any time to return to the Start screen.

1. Authenticate - If configured to ask for a PIN Code, the Embedded Client displays a login
screen. To login:
a. Press the PIN Code button. An input form displays.
b. Enter a PIN Code using the HP keyboard or the touch screen.
c. Press the OK button to accept the input.
d. Press the OK button on the Login screen to validate the PIN Code.

2. Enter Custom Field Information - If configured to ask for Custom Field information, the
Embedded Client will prompt for one or more values from the user. To enter values for a
searchable field:

a. Press the button on the touch screen that corresponds to the Custom Field Name.
b. Enter a full or partial code on the screen and click OK.

c. If only one match is found for the field, the Embedded Client asks for the next Custom
Field value if any is configured.

d. If Print Audit finds more than one match, a list of values will display. Use the touch
screen to navigate through the values.

e. When the desired value is found, press the button corresponding to the value. It
appears highlighted.

f. Press the OK button to accept the value.
g. Press the OK button again to move to the next screen.
3. To enter values for a non-searchable field:
a. Press the button that corresponds to the desired value. It appears highlighted.
b. Use the arrows on the touch screen to navigate through the choices.

c¢. Press the OK button to accept the value. The Embedded Client will request the next
Custom Field value if any is configured.
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4. Enter any Comments - If configured, the Embedded Client will request any Comments for
the job. Press OK if to proceed without entering comments. To enter comments:

a. Press the Comments button on the touch screen. An input form appears.
b. Use the input form to enter comments.

c. Press the OK button to close the input form.

d. Press the OK button on the Comments screen to accept the comments.

5. Verify Selections - After all information has been input, a summary screen appears showing
the current balance if any, along with the custom values selected. Press the OK button to
accept the selections and begin the job.

6. Complete the Job - After the job is completed, press the "™ (Logout)" button on the HP MFP
keypad. This completes the transaction, and transmits the job information to the Print Audit
database. If the ™ (Logout)" button is not used to end the session, the HP MFP will eventually
timeout the session, return to the Start screen and transmit the job information to the Print
Audit database.

4. Using Embedded for HP with Print Audit Secure

The Print Audit Secure Embedded for HP Client is very easy to use. It will first prompt for required
information. The prompts which appear are dependent on how the Secure Embedded Client is
configured. Once the prompted information is provided, the device will release the secure job(s).
Then the Secure Embedded Client resets to be ready for the next user. If the session is not
manually finished, the HP MFP will timeout.

Following are the standard set of steps to using Secure Embedded for HP to release a print
job.

1. Authenticate
1. PIN Code authentication - If configured to request a PIN Code, the Secure Embedded
Client displays a login screen. To login:
a. Click on the Pin Code Field
b. Enter a PIN Code using the HP keyboard or the touch screen.
c. Press the Login button to accept the input.

2. Authenticate with a Username - If configured to ask for a Username, the Secure Embedded
Client displays a login screen. To login:

a. Click on the Username Field
b. Enter a Username

c. Click on the Password Field
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d. Enter a Password
e. Press the Login button to accept the input.

3. Authenticate with a swipe card - If configured to ask for a swipe card, the Secure
Embedded Client displays a login screen. To login:

a. Swipe a card in a card reader attached to the MFP.

2. Release Print Jobs

1. To release all the compatible print jobs, click the Release All button.
2. To release only certain jobs, press the checkbox next to the jobs to be released.

3. Click the Release button. The selected job(s) will now print.

3. Delete Print Jobs

To delete print jobs, press the checkbox next to the jobs to be remove and press the Cancel button.
A confirmation dialog will appear. Press OK to delete the job or Cancel to return to the Jobs List.

3. Refresh Job List

To force the MFP to reload the secured jobs list, press the Refresh button.

4. Complete the Job

When finished releasing print jobs, press the Logout button on the HP MFP screen. This will notify
Print Audit Secure that the transaction is complete. If this step is not completed, the HP MFP wiill
eventually reset back to the Start screen.

5. Troubleshooting - Embedded for HP

Please refer to this section if issues are encountered with the operation of Embedded for HP. If a
resolution is not found in this section, please contact Print Audit technical support.

On the installation of the Print Audit Embedded for HP setup, error "Users is not a valid user
or group" occurs.

When trying to run the Print Audit Embedded for HP setup, an error occurs "An error has occurred
while applying security settings. Users is not a valid user or group.” This could be a problem with
the package or a problem connecting to a domain controller on the network. Check your network
connecting and click retry or cancel to end install". This error occurs when installing to a
non-English language version of the Windows operating system. The installer looks for a group or
user called "Users" and generates the above error message. The solution is to create a new Local
Users and Group user called "Users" and retry the installation.

Print Audit Embedded for Print Audit 6
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Where can | find logging information?
The embedded application writes detailed information to the Windows event log during deployment
and in run time using three different logging levels.

® |nformation
® Warning
® Error

The log can be found by invoking eventvwr from the Windows command prompt. The Print Audit
log can be found under Applications and Services Logs -> Print Audit.

The application does not register successfully on the device.
Please check that the firmware on the device is not older than December 2014 and support the
OXPd v1.7.1 SDK. Do also check that you are using the correct password for the device.

The application registers fine but it never shows up on the device’s screen
Might be a firewall issue. Please make sure the following ports are open in both directions on the
server where the embedded application has been installed.

* 80
* 443
* 7627

Also make sure Microsoft .NET Framework v4.0 is installed on the server and that it has Windows
Communication Foundation enabled.

When connect the USB card reader an error message is shown on the device.

All USB card readers must be registered on the device before being used. The application needs to
know the Vendor ID and the Product ID of the specific card reader to function correctly. This
information is entered when registering (deploying) the application through the HP Embedded
Configuration Portal.

| have all prerequisites installed but the application just won't register (deploy) on to the
device.

Sometimes it's needed to bring the device back to a known state. It could be that other applications
have been running before on the device or somebody has changed important settings on the
device. A Factory Reset will address these issues.

Open a web browser and surf to the MFP web page, sign in as admin (please note that a password
must have been set for a factory reset is able to take place). Select the General tab then click on
Restore Factory Settings on the left hand side of the screen. Press the Reset button below Reset
Firmware. The process will eventually reboot the device. After the device has been rebooted you
will need to reconfigure the network settings on the device and also set the password of the device.

Print Audit Embedded for Print Audit 6
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(/) HP oOfficejet Color FlowMFP X585

HP Ofic eget Color FlowhFP (885 10.001.220

I ) I O e e
Coniral Panel Customization .
PR Restore Factory Settings
Aderts Reset Settings
Control Pangl A raton W
— Use his feature 10 restone o procuct settings 10 sz tory defsuls
Atohend
Ecil Other Links m

Ordering Infarmation

Device Information
Language Use s feature to evase all parifions, seftings, installed solulions, job daba, and kgs on e disk drive. The firmware will nod be erased. This allows
- dmk drive by be reformatied withoul hawing o dowrload & frmeare upgrade fils b refurn the product 108 bookable state.

Date and Tire m

Erergy Settings
Back up ahd Redte

Restore Factory SeSings
Sohmen irisalier

I Motice: If losing crific ol datn or setfings from e product i & concern, perform a Back up angd Regiorg and colect e logs for suppori use.

Frmware Upgrads
Cuots and SISt s Services

I have registered the application on to the device but the authentication screen does not
show.

Press the yellow circle arrow in the upper left hand corner of the MFP screen to refresh the screen.
Many times this forces the application to lock down the device.

D |@ @ start copy @.Q

[ Sign In ] Ready Copies:

HP JetAdvantage Initial Setup .

Connect to On Demand ; Enable functions and customize
applications II the device
[

6. [IS Configuration/Setup for Print Audit Embedded for HP

® Please Note: The Print Audit Embedded for HP Setup Wizard is designed to configure
settings in 1S when it is run. However, depending the environment, it may be necessary to
verify or modify those settings. The examples presented in this guide are based on the
default installation options. Please contact your System Administrator for additional details
should changes to these defaults be required in your environment.
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Application Pools in IIS allow different ASP.NET applications running on the web server to be
isolated from each other. Errors in one application pool will not affect other applications running in
other application pools. Print Audit Embedded for HP installs two separate application pools - HP
Embedded Agent AppPool and HP Embedded App AppPool - both running under .NET Framework

v4.0.30319.

To verify that the Application Pools have installed and configured correctly:

1. Open the Internet Information Services (lIS)Manager.

" Internet Information Services (II5) Manager

SETES|

@.‘,, [ 2 » swmanos » Applcation Pools

@ @ -

Ble View Hep

FEEIEY 0§l Application Pools
©5 startPage
.95 This page lets you view and m
.W P s— copications, and provide sol

E-1@] Sites Filter:
B34} Default Web Site

n the server. Application pools are associated with worker processes, contain one or more

~ (y5how All | Group by: No Grouping

{¥PasappPool Started

oo Name_* [ Status [ .NET Frame... | Managed Pipeii... | Identity [ Applcations
He Embedded. Agent LI ASPNET v4.0 Started  v40 Integrated ApplcatonPoollden... O
£
Hp Embedded.App %ASP NET v4.0 Cl sarted w40  Cassic n... 0
Secure Ll Classc Started  v20 =
el Started v 1

Integrated
va0 Integrated

NetworkService

Content View

Ready

2. Under the IS server name, "Application Pools".

3. Double click on the Application Name.

Edit Application Pool

Mame:

2l xi

I:—IF‘ Embedded Agent AppFool

MET Eramework version:

|.NET Framework v4.0.30319

Managed pipeline mode:
IIntegrateu:I j

v Start application pool immediately

o |

Cancel

(& Add application Pal...
Set Application Pool Defaults...
Application Pool Tasks

B Stop

2 Recyde,

Edit Application Pool
[E] Basic settings...
Recyding...
Advanced Settings.

4. Use the dropdown ".NET Framework version" to select the appropriate version.
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Verifying Application Pools used by Print Audit Embedded for HP sites
The Print Audit Embedded for HP creates two web sites under "Default Web Site" by default -

HP.Embedded.Agent and HP.Embedded.App

To verify the Application pool used by a site:

1. Open the Internet Information Services (IIS) Manager.

& Internet Information Services (IIS) Manager

=18(x|

@Q;) | @ » smanos » sites » DefaultiebSte b

Eie Vew Help

@l = @ -

d 9 le

I P B 3
& & B =
Authentication Compression Default Directory Error Pages Handler HTTP ISAPLFiters Legging MIME Types
Document Browsing Mappings Respo...
Iy [ =
A e E 3
Modules Output Request  5SL Settings
Caching Filtering
Management
BE &

115 Manager
Pe ons

T | = Default Web Site Home
@-H|Z |8 Open Feature
;€5 Start Page =
B gg . Filer: - (g0 - GyShow 41 | Groupby: area SE- 0 Explore
2} Application Pools ASP.NET Edit Permissions. .
EHal stes N = Edit Site
=4 Default Web Site =n N [ =l A q a — |
= = N - { =, E = 5
| aspnet_dient. {E NF o4 @ |I— 3 = =R [ab Bindings.
HP.Embedded. Agent NET N NET Error NET NETProfle  .NET Roles NET Trust NETUsers  Application  Conne [Z] gasic settings. .
2 HP Embedded.App u mpi Pages Globalization Levels Setting: String: e
B pasecure &
e 2 @ View Virtual Directories
S Ha ——"
Providers  Session State  SMTP E-mail IR &
& Restart
b start
| Stop

5 Vien |\/Z Content View

4

2. Locate the web site under "Sites" and highlight it. By default, the Print Audit Embedded for

HP sties are under "Default Web Site".

3. Under "Action” (located on the right hand side of the IIS Manager), click on "Basic Settings..."
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Site name:  Default Web Site
Path: /

Alias:

Application poal;

F.Embedded. Agent IHP Embedded Agent AppPool Select... |

Example: sales

Physical path:

IC:‘n,F'rngram Files (x86)\Print Audit Inc\Print Audit Emt ... |
Pass-through authentication

Connect as... Test Settings...

QK I Cancel

Verifying ASP.NET Restriction

The Print Audit Embedded for requires .NET Framework version 4 which may need to be enabled
to work with 1IS.
1. Open the Internet Information Services (IIS) Manager.

2. Click on the icon "ISAPI and CGI Restrictions"

& Internet Information Services (IIS) Manager

=]
@g) [$5 > swanos » J@ o @ -
Fie Vew Hep
@9 SVR2008 Home
I Manage Server
Filter: | ifee - Gshow sl |Grovpby: avea 5B * Rl
P Strt
s ASP.NET [ ]
EJ-l@l Sites t : N _ X Stop.
-4 Defalt Web Site =n e q S,’ = il? = View Application Podk
= N2 4 = = fen Application Pools
pet_dient 3 N 4 EV =t =0 ol ; View Sites
Embedded.Agent NET NET NET Error NET  NETTrust  Applcation ew Sis
Embedded App Authorizati... Complation  Pages  Globslization  Levels Settings ds Change NET Framework Version
@ paseare gt
f g @ @ Hep
1=3 Online Help
Session State  SMTP E-mai

A 9 e

= =l =
(& & & %
Authentication Compression Default Directory Error Pages Handler HTTP ISAPI and CGI  ISAPI Filters Logaing
Decument Browsing Mappings Respo... Restrictions
= : P Rr = = )
i o, 4] = I3
7 4;% i“» = P <y
MIME Types Modules Qutput Request. Server Worker
Caching  Fitering  Certficates  Processes
Management

H - -}
1 B & & B &
Configurati tur lanagement
Se

on  F
Editor Delegation  Permissions

4

3. Highlight the .NET versions that are set to "Not Allowed" and click on the "Allow" link under "
Actions".
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Embedded for Konica Minolta Documentation

Print Audit Embedded installs directly onto supported Konica Minolta OpenAPIl-enabled
multifunction peripherals, allowing users to control and recover all printing, copying, faxing and
scanning costs. Review the documentation below for help installing and configuring Print Audit
Embedded. You can also use the Knowledge Base to find more information.

Browse Documents:

Collapse allExpand all Collapse all

Browse Other Product Documentation:

Print Audit 6 Infinite Device Management Print Audit Secure Rapid Assessment Key Embedded for
Sharp
Embedded for Kyocera Mita Embedded for Lexmark Embedded for Xerox Embedded for HP

Copy Audit Touch Copy Audit Numeric

Embedded for Konica Minolta Install and Setup

Print Audit Embedded for Konica Minolta is used alongside Print Audit 6 to provide authenticated
access to Konica Minolta MFPs, for the purpose of securing device functionality, and tracking
usage. Users can be required to authenticate at the MFP by login, PIN, or card swipe identification
before they may access MFP functions.

When additionally used in conjunction with Print Audit Secure, users will also be able to select and
release secure print documents directly from the MFP panel.

This guide provides instructions to install and configure Embedded for Konica Minolta with Print
Audit 6.
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When used with Print Audit 6, Embedded for Konica Minolta will track:
* walk-up copying
® scanning
® faxing
® printing from the document server
When Print Audit Secure is added, Embedded for Konica Minolta can additionally provide:
® Secure release of all printing

® Follow Me printing

Components

Embedded for Konica Minolta consists of two main components:

1. Print Audit 6 - Embedded for Konica Minolta Configuration:

Embedded for Konica Minolta is configured using the Embedded Systems plug-in for the Print Audit
6 Administration tool. Support for Embedded for Konica Minolta exists in Print Audit 6.11 or newer.

2. Embedded Client:

This software is installed on a Windows web enabled server while the embedded application runs
on the MFP’s embedded web browser. The Embedded Client provides a user interface directly on
the panel of the Konica Minolta MFP to enable the tracking of copies, scans or faxes, or the printing
of documents stored in the MFP's Document Server.

In addition to tracking the number of pages in a copy, scan, fax, or print job, the Embedded Client
tracks additional information about the job. For example, the Embedded Client can request a PIN
Code from the user to identify and track who is creating the photocopy. Or, it can request a Client
Code to identify which customer or cost center should be billed for a fax transmission.

Print Audit 6

Print Audit 6 is a client application that tracks all printing directly from the desktop where the print
job was issued. Every job, along with its attributes, are collected and stored in the Print Audit
database, where it is available for reporting on printing volume and trends.

Print Audit 6 is available in 3 different modules, Analysis, Rules, and Recovery, which respectively,
enable Analysis Reporting from the collected print data, the ability to create printing rules for
rules-based printing, and the ability to allocate the cost of print jobs to a user, customer, or cost
center.

Print Audit Embedded for Print Audit 6
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When used with Embedded for Konica Minolta, Print Audit 6 can also track copy, scan, and fax jobs
, and jobs that are printed from the document server.

Print Audit Secure

Print Audit Secure allows for print jobs to be held on the server until an authenticated user releases
them from the MFP panel, or from a Print Audit Secure release station. When

PRINT_AUOIT
a document below Sécure

T

" Stock Portfolio.pdf Notepad ma-4s

Uoobuo
00 ¢

CANCEL JDB LIST Lo GOUT

a printer is managed
by Print Audit Secure, incoming print jobs are prevented from being automatically output, by holding
them in a secure queue on the server. When used with Embedded for Konica Minolta, users will
authenticate at the MFP, view their held jobs on the MFP panel, select one or more jobs and
release or delete them directly from the MFP front panel.

Authentication Devices

Print Audit Embedded for Konica Minolta supports Authentication Devices, such as swipe card or
proximity card readers, within an Embedded for Konica Minolta environment. When an
authentication device is configured in an environment with Embedded for Konica Minolta, users
must authenticate at an authentication device before they are allowed to access the supported
Konica Minolta MFP controlled by the device.

Please note: Card reader configuration and installation should only be performed by a
qualified Konica Minolta copier technician.

Supported Card Readers

Please contact your Konica Minolta dealer for a list of supported card readers on your Konica
Minolta MFP.

Licensing

To enable the Print Audit Embedded for Konica Minolta the following is required:

Print Audit Embedded for Print Audit 6
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1. One Print Audit Embedded for Konica Minolta license per controlled Konica Minolta
MFP - Print Audit Embedded for Konica Minolta is licensed on a per-MFP basis. To install
Embedded for Konica Minolta on 15 MFPs, licenses must be purchased for each of the 15
MFPs. MFP licenses can be purchased as part of any Print Audit license, and are additional
to the Print Audit 6 client licenses needed to track print jobs originating from Microsoft
Windows and Apple Macintosh workstations. In the event that there are insufficient licenses,
Print Audit will stop tracking some or all of the MFPs—MFPs will continue to function as
normal, but no information will be tracked.

2. Konica Minolta MFPs - Print Audit Embedded for Konica Minolta is only supported on
OpenAPI v4.

3. Print Audit 6.11 or higher - Print Audit Embedded for Konica Minolta requires Print Audit 6
to configure the MFPs. Consult the Print Audit 6 Installation Guide for more information.

Optional

1. Print Audit Secure 1.3.x or higher - Consult the Print Audit Secure Installation instructions
for more information

2. One Authentication Device per Konica Minolta MFP - Print Audit Embedded for Konica
Minolta supports HID proximity and contactless smart cards for authentication. Users can
enter validation data by presenting the card at the card reader. If any authentication devices
are to be used in the environment, one authentication device is required per MFP. Please
note that card reader installation should only be done by a qualified Konica Minolta copier
technician as per Konica Minolta's documentation and best practices.

1. Installation - Embedded for Konica Minolta

This section only addresses the installation requirements and configuration of Print Audit 6 for use
with Embedded for Konica Minolta. For complete instructions on installing and configuring Print
Audit 6, please refer to the Print Audit 6 Installation information found online. Refer to that
documentation to perform the following steps to install Print Audit 6 in conjunction with Print Audit
Embedded for Konica Minolta.

System Requirements

o ®* Windows Server 2008 R2 or newer - requires Internet Information Services 7 or
better.

® MS-SQL Server 2005 Express or better - running embedded applications on with an
Access database is not recommended.

® Print Audit 6.11.0 or newer

Print Audit Embedded for Print Audit 6
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® Download the latest version from h ttp://www.printaudit.com/software-update
s.asp .

® Microsoft .NET Framework v4.0.
® Internet Information Services (IIS).
®* Windows Communication Foundation.

* HTTP Activation enabled.

Device Requirements

The devices needs to have the I-Option LK101 upgrade kit installed.
Support OpenAPI v4.

Must have a hard drive.

Web browser enabled.

OpenAPI enabled.

SSL enabled.

Allow unauthenticated print outs

Optional

Print Audit Secure 1.3.x is supported with Embedded for Konica Minolta.

Before you Install

Print Audit Embedded for Konica Minolta will run on Konica Minolta devices with the above
devices requirements met.

Steps to Install

1.

©o o » 0 D

(Optional) If using a swipe/proximity card reader for authentication, it is recommended that
the reader be installed and configured first by a qualified Konica Minolta copier technician.

Obtain a Print Audit Embedded License for each MFP you need to install on.
Install and configure Print Audit 6 with the appropriate licensing.

Download the Konica Minolta Embedded Application from the Print Audit web site.
Configure the Konica Minolta device using the Web Interface.

Add the Konica Minolta device to the Print Audit Administrator.

Run the Konica Minolta Embedded Application package.

Print Audit Embedded for Print Audit 6
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8. Register the Application.

9. Configure Print Audit 6 for use with Embedded for Konica.

10. Verify operation and tracking of the MFP.

Installation Walkthrough

The Print Management Company @

Before you begin the installation, check to make sure that both IIS and .Net have been installed as

per the System Requirements.

Configuring the Konica Minolta device using the Web Interface*

*Please not that the Konica Minolta web interface images may not match all MFP models.

1. Log on as administrator on the device’s web interface using the device’s IP address using a

web browser.

é b .
& IEXE45 Web Connection

KOMICA MINOLTA

Login Registered User

& Administrator

Display Speed ' Quick Mode & Standard Mode

To speed up the display speed using the cache in quick mode.
User Assist |/ Display dialog box in case of warning.
Language English (English) v

Login
2. Select Security --> PKI Settings.
£ KONICA MINOLTA &dp Administrator __Logout | [2]
IE.':&E: Web Connection 9 Ready to Scan fﬁ
Model Name:bizhub C454 ﬂ In Menu (Admin Mode) gﬂ
User
Maintenance System Settings Security Authi/Account Network Box
Track
Print Setting Store Address Wizard Customize
¥ PKI Settings Device Certificate List
P Device Certificate Setting New Registration
i ) Validity il
otocol Settin Default Issuer Subject Beniod Detail Setting
® KMC488D7-3.bmd.ko... KMC488D7-3.bmd ko...[12/10/2025 || Detail | Setting |
» Certificate Verification
0K| Cancell

Settings
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3. Create a new certificate by clicking New Registration -> Create and register a self-signed
certificate.

The Print Management Company

Create Device Certificate

» Device Certificate Setting ® Create and install a self-signed Certificate.
1 SSL Setti | ORequest a Certificate
N . O Import Certificate

» E

ﬁl Cancél |

4. Fill in the fields with the appropriate information. Set the Validity Period 3650 Days (10 years)

. Click OK

£ KONICA MINOLTA £p Acministrator

IEFE2SE Web Connection &8 reac o 5can

Model Name:bizhub C258 0] Ready to Print
User

Maintenance  System Settings Security Auth/Account Network
Track
Print Setting Store Address Fax Settings Wizard Customize

Logout | ‘11
&5
l.gzl

Box

|
¥ PKI Settings Create and install a self-signed Certificate.
» Device Certificate Sefting Commen Name 192.168.0.21
) L Organization |Orgar1ization
SSL ;
= Organizaticnal Unit |U nit
Locality |Canada
R State/Province |Alberta
» Certificate Verification Counti ICa
Settings “
Admin. E-mail Address |km@mydomain.org
¥ Address Reference Setting
S Validity Start Date |05-’2[}f2016 12:28:39
Validity Period 3650 Diay(s)(1-3650)
P Auto Logout
» Administrator Password Encryption Key Type RSA-1024 SHA-1 v |

Setting

# TX Operation Log Setting
# Security Details
* Quick Security Setting

# UUSB Connection Permission
setting

» FW Update (USB) Permission
Setting

5. Click OK again.

ﬁl Caru:el'

Certificate has been created and installed. SSL/TLS can now be used.

(After OK is clicked, SSL Mode setting will be available.)

Print Audit Embedded for Print Audit 6
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6. Log into the device web interface as administrator again. In the “Security” section display the
“PKI Settings” subsection and from the menu on the left, choose “SSL Setting”. Change *“
Mode using SSL/TLS” to “Admin Mode” or “Admin Mode and User Mode” (on some machines
: just “enable”). Your web browser will re-logon to the web server under “https” mode.

User
Maintenance System Settings Security AuthfAccount Network Box
Track
Print Setting Store Address Wizard Customize

e W

* Device Certificate Setting. Mode using SSL/TLS [Admin. Mode and User Mode V|
> SSL Setting Encryption Strength |AES-256, 3DES-168, RC4-128 V|
S iy SSL/TLS Version Setting
i z S ¥ ssLvs
-xternal Certificate Setting
ralte - MTLSv10
¥ Certificate Verification MTLSv1 1
Settings :
MTLSV.2

» Address Reference Setting

» Restrict User Access OKl Cancell

7. Under Network -> TCP Socket Setting tick all checkboxes.

Maintenance System Settings Security Aum}fsguunt Box
Track
Print Setting Store Address Wizard Customize
- TCPIIP Setting TCP Socket Setting
» E-mail Setting {Turn the main switch OFF, and then ON , when changing TCP Socket.)
 LOAD S5ing [ TCP Socket
Port Number {1-65535)
i I Use SSLTLS
* FTP Setting Port No.(33L/TLS) {1-65535)
* SNMP Setting ¥ TCP Socket(ASCII Mode)
- SMB Setting Port No.(ASCII Mode) (1-65535)

~ DPWS Settings
OKl Cancell
* Bonjour Setting

» NetWare Setting

* AppleTalk Setting

~ WebDAV Settings

* OpenAPI| Setting

8. Press OK and then reboot the device when prompted to do so.

Turn the main switch OFF, and then ON , when changing settings.

_OK |

9. Log back into the administrator web interface then select Network -> OpenAPI Setting
and make the following changes:

Print Audit Embedded for Print Audit 6
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a. Set Use SSL/TLS to SSL Only.

b. Set Port No. (SSL) to 50003.

c. Set all Certificate Verification Level Settings to Do Not Confirm and the Client
Certificates to Do Not Request.

Maintenance System Settings

Print Setting

© TCP/IP Setting

* E-mail Setting

* LDAP Setting
IPP Setting

* FTP Setting

* SNMP Setting

- SMB Setting

» DPWS Settings
Bonjour Setting

= NetWare Setting

- AppleTalk Setting

» WebDAV Settings

TCP Socket Setting

IEEE302.1X Authentication
Setting

* LLTD Setting
- SSDP Settings

Web Browser Setting

User
Security AuthfAccount Box
Track
Wizard CUStDmize
OpenAPI

Use S5L/TLS SSL Only b

Port Number 50001 (1-65535)

Port No.(SSL) 50003 (1-65535)

Proxy Settings

Proxy Server Address [ Please check to enter host name.

[0.0.0.0

Proxy Server Port Number (1-65535)
Proxy Server Port Number (HTTPS) (1-65535)
Proxy Server Port Number (FTP) (1-65535)
User Name | |
[[] Password is changed.

Password | |

Certificate Verification Level Settings

Client Certificates
Validity Period
oN
Key Usage
chain
Expiration Date Confirmation

ﬂl Cancel' .

10. Select Network -> WebDAV Settings -> WebDAV Server Settings. Make sure WebDAV

Settings is set to ON.
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User
Maintenance System Settings Security _Aiﬁi_ii&gq:iﬁhf:' Box
Trac
Print Setting Store Address M Customize
" TCPIIP Setting WebDAV Server Settings
» E-mail Setting WebDAV Settings
» LDAP Setting SSL Setting Non-SSL Only v

Access Rights Settings

= IPP Setti
bl [Jrassword is changed. (Password is currently set.)

" FTP Setting New Password

 SNMP Setting Retype New Password l:l
» SMB Setting [_Initial Password |

= DPWS Settings

ﬂl Cancell

* Bonjour Setting
* NetWare Setting

= AppleTalk Setting

¥ WebDAV Settings
 WebDAV Client Settings

» WebDAV Server Settings

11. Enabled the web browser on the device through Network -> Web Browser Setting. Set Web
Browser to Enable and press OK.

Maintenance System Settings Security Auth A s etwork
Print Setting Store Address ‘Wizard Customize
" TCP/IP Setting Web Browser Setting
 E-mail Setting Web Browser

" LDAP Setting
* IPP Setting ﬂlm
" FTP Setting

* SNMP Setting

" SMB Setting

= DPWS Settings

* Bonjour Setting

= NetWare Setting

= AppleTalk Setting

» WebDAV Settings

* OpenAPI Setting

= TCP Socket Setting

* IEEE802.1X Authentication
Setting

= LLTD Setting

= SSDP Settings

» Web Browser Setting

Browse to User Auth/Account Track ->Print without Authentication and set Print without
Authentication to Full Color/Black and press OK.
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&. Administrator

@ Ready to Scan
fm In Menu (Admin Mode}

£ KONICA MINOLTA

IE2£45% Web Connection
Model Name:bizhub C454

User

PRIN DIT §

The Print Management Company

Logout | ﬂ

&5
%)

Maintenance  System Settings Security Auth/Account Network Box
Track
Print Setting Store Address Wizard Customize
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Installing the Print Audit Embedded for Konica Minolta installation package on

the server.

The installation package has a wizard like user interface that will guide you through the installation

process.

1. Double click on the Print Audit Embedded for Konica Minolta setup to begin the installation.

2. On the "Welcome to the Print Audit Embedded for Konica Minolta Setup Wizard", click Next.
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B] Print Audit Embedded for Konica Minolta Setup ] x|

Welcome to the Print Audit
Embedded for Konica Minolta
Setup Wizard

The Setup Wizard will install Print Audit Embedded for Konica
Minolta on your computer. Click "Mext™ to continue or
"Cancel” to exit the Setup Wizard.

B] Print Audit Embedded for Konica Minolta Setup

End-User License Agreement

Please read the following license agreement carefully

SOFTWARE LICENSE AGREEMENT ﬂ
OF PILM SOFTWARE INC. OPERATING AS PRINT AUDIT ("VENDOR")

SOFTWARE LICENSE AGREEMENT Vendor is willing to license the
accompanying Software to you only upon the condition that you accept all
of the terms contained in this License Agreement and any supplementary
license terms included herewith (" Agreement").

READ THE TERMS AND CONDITIONS OF THIS AGREEMENT CAREFULLY BEFORE
SELECTING "Continue"” AT THE BOTTOM OF THIS PAGE. YOU AGREE TO BE
BOUND BY THE TERMS AND CONDITIONS OF THIS AGREEMENT. LI

™ I accept the terms in the License Agreement

% I do not accept the termz in the License Agreement

< Back Mext =

4. Select the install location. A default location will be available to you. Click Next when finished.
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B] Print Audit Embedded for Konica Minolta Setup i =10 x|
Select Installation Folder

This is the folder where Print Audit Embedded for Konica Minalta will be
installed.

To install in this folder, dick "™ext”. To install to a different folder, enter it below or dick
"Browse”,

Folder:

Browse...

< Back I Mext = I Cancel

5. Select the Website name where the Embedded for Konica Minolta web service will be
created. It is recommended to use the Default Web Site. Click Next.

B] Print Audit Embedded for Konica Minolta Setup i El

Embedded application web site
Please select the web site to install to.

Web Site Name
SITE: "Default Web Site™ WEBAPP |

< Back

Cancel |

6. Enter the Print Audit 6 configuration details. Click Next when finished.
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B] Print Audit Embedded for Konica Minolta Setup x|

Print Audit &
Please enter your Print Audit server configuration. c

Print Audit 6

Enabled j

T PrnE Audit &
IP Address/Host Name Connection Timeout
| B
Communicator Port Response Timeout
| 17520 I 15

< Back

Cancel |

a. From the dropdown box, choose Enabled or Disabled to enable/disable the Print Audit
Embedded for Konica Minolta application for use with Print Audit 6.

b. IP address/Host Name - the IP Address or Host Name of the server running the Print
Audit 6 Database Communicator.

¢. Communicator port - the port number the Database Communicator is set to listen on.
The default is 17520.

d. Connection Timeout - the time in seconds that the Print Audit Embedded for Konica
Minolta application will wait before a connection to the Database Communicator fails.
The default is 20 seconds.

e. Response Timeout - the time in seconds that the Print Audit Embedded for Konica
Minolta application will wait before a response from the Database Communicator
before failing. The default is 15 seconds.

7. Enter the Print Audit Secure Server details. Click Next when finished.
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B] Print Audit Embedded for Konica Minolta Setup B El

Print Audit Secure .
Please enter your Print Audit Secure server configuration.

Print Audit Secure

Enabled j

i Print Audit Secure

IP Address/Host Name
|

Virtual Directory

I pasecure

Cancel |

a. From the dropdown box, choose Enable or Disabled to enable/disable the Print Audit
Embedded for Konica Minolta application for use with Print Audit Secure.

b. IP Address/Host Name - the IP Address or Host Name of the server running the Print
Audit Secure Server.

c. Virtual Directory - the name of the virtual directory configured on the Print Audit Secure
Server. The default is "pasecure”.

8. Enter the IP Address/Host Name where the installation package is being installed from and
click Next when finished.
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E] Print Audit Embedded for Konica Minolta Setup

M5I Package Address

Please enter the IP Address of the server where this installation package is
being installed.

ess/Host Name:

9. Enter the credentials used to access the Print Audit Embedded for Konica Minolta
configuration portal and click Next when finished.
E] Print Audit Embedded for Konica Minolta Setup
Please enter credentials to use to access the Konica Minolta embedded
configuration portal.

Print Audit Embedded for Print Audit 6 57



www.printaudit.com

10. Select the appropriate Geographic region and click Next.
E] Print Audit Embedded for Konica Minolta Setup
Please select in which region the application is installed.

11. Click Install to begin installing Print Audit Embedded for Konica Minolta. The installation may
take a few minutes to complete.
E] Print Audit Embedded for Konica Minolta Setup

Ready to Install

The Setup Wizard is ready to begin the Print Audit Embedded for Konica Minclta
installation

12. When the installation is complete, click Finish.
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[B] print Audit Embedded for Konica Minolta Setup ) E

Completing the Print Audit
Embedded for Konica Minolta
Setup Wizard

Click the "Finish”™ button to exit the Setup Wizard.

Zance] |

< Bach

13. (Optionally) verify that 1S settings are correct. See the |IS Configuration/Setup for Print Audit
Embedded for Konica Minolta section in this document.

Deploying the Print Audit Embedded for Konica Minolta application to MFPs.

1. On the server desktop there should be a short cut named Konica Minotla Embedded
Configuration. Open it by double clicking on it. The short cut opens a web page with the
following URL; http://localhost/KM.Embedded.App/Config

Konica Minolta
Embedded
Configuration

2. Enter the Konica Minolta Embedded Configuration Portal credentials to authenticate and click
"Login". The credentials are the same as those used to access the Konica Embedded

configuration portal.
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PRINT_AUDIT ¢
Embedded

Konica Minolta Embedded Administrator Authentication

Username: jadmin |

Password: \ |

3. Once authenticated three tabs will appear:
¢ Communicator
® PA Secure
® Registration

4, Communicator is where settings related to Print Audit 6 are set. If Copy, Scan and/or Fax
tracking are to be used select ‘Enable PA Communicator’. Configure the IP Address or
Hostname and port for the server running the Database Communicator Service. Click Update
to commit changes.

PRINT_AUDIT
Embedded

Configuration Settings

COMMUNICATOR PA SECURE REGISTRATION

Enable PA communicator: |7

Address: [192.168.0.124
Port: [17520
Connection timeout: [20

Response timeout: [15

v0.0.3.0
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5. Click on the PA Secure Tab. This is where settings related to Print Audit Secure are set. If

using the Print Audit Secure functionality select ‘Enable PA Secure’. Enter the IP address or

Hostname of the system hosting the Print Audit Secure Server. Click Update to commit

changes.
**Note: pasecure is the default virtual directory for a Print Audit Secure server.
PRINT_AUDIT
Embedded

Configuration Settings

COMMUNICATOR PA SECURE REGISTRATION
Enable PA secure: |7
Address: [192.168.0.124
Virtual directory: Ipasecure
Secure server location: http://192.168.0.124/pasecure/webservices/

v0.0.3.0

6. Click on the Registration Tab. Registration permits the administrator to perform different
tasks regarding the embedded application. These are:

® Register, deploys the application on to a device.
® Unregister, removes the deployed application from a device.
® |s Registered, checks the current status of the deployment of a device.

To register the application with the Konica Minolta device, enter the IP address and the
administrative password for the unit. Press the Register button.

PRINT_AUDIT

Embedded

Configuration Settings

COMMUNICATOR PA SECURE REGISTRATION

MFP [P address: I

MFP password: |

LOGOUT REGISTER UNREGISTER IS REGISTERED
v0.0.2.0
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® The Registration may take some time to complete.

J [3 Print Audit Embedded for x \__|

L= C | [ localhost/KM.Embedded.App/ il —

Registering application

2. Configuration - Embedded for Konica Minolta

This Embedded for Konica Minolta window in Print Audit 6 enables the configuration of all aspects
of the Embedded for Konica Minolta copier device. The different elements of the window are
described below.

Pre-configuration checklist
If you are ready to begin configuring Print Audit 6 with Embedded for Konica Minolta, you have:

® |Installed the Print Audit Database Communicator, Database and Administration tools to a
computer on the network that will be on and available at all times. The Print Audit Client
should be installed on at least one workstation, to test printing and ensure that print jobs are
being tracked correctly before continuing.

® Configured Print Audit 6 for PIN codes and validated fields to be integrated into Print Audit 6
Embedded. (Optional)

® |nstalled the <LINK FOR Konica Minolta DOWNLOAD> software on a computer that has
Internet Information Services (11S) and .Net installed, and is acting as a web server.

® Used this guide to configure Print Audit 6 Embedded on Konica Minolta Open API enabled
devices.

Overview

The Print Audit Administration tool provides the ability to configure Embedded for Konica Minolta on
all the MFDs in the environment using the Embedded Systems plug-in. Configure one copier for
every physical Konica Minolta MFD on which the Embedded Client will run.

Print Audit Embedded for Print Audit 6
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Costs, authentication methods and custom fields may be configured for each device.

Adding, Editing and Deleting Copiers in Print Audit 6

Use the Embedded Systems section of the Administration tool to add, edit and delete Embedded
for Konica Minolta copiers. A copier in the Administration tool represents a physical copier in the
network.

& Print Audit 6 Administration - 100 |
File Edit ‘iew Tool: Groups Help
E Mew - Edit ﬁ Save x [ielete @ 1 @ @ 5. | rpirt g‘ Ewport | S User Groups
b ain Embedded Systems
Use this section to add and configure embedded systems for your
walk-up copiers to work with Print Audit 6
Copier | Serial Murmber | Device Type
Printer Paper
Fritters
5
A

To add a new copier:

1. Run the Print Audit Administration program.

2. Click the Embedded Systems button on the left hand side of the Print Audit Administration
window. The list of existing copiers appears on the right side. It may be necessary to scroll
the left side down to reveal the Embedded Systems button.

Click the New button on the toolbar.
Select Embedded for Konica Minolta from the dropdown list of embedded applications.

Press OK. The Add/Edit Embedded for Konica Minolta window will appear.

o g > ©»

At minimum, a copier name and the serial number of the copier must be provided. Please
refer to the 'Embedded for Konica Minolta Configuration Window' section below for more
information filling out the Embedded for Konica Minolta window.
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PRINT_AUDIT (

Click the Save button. The Embedded for Konica Minolta window closes and the copier
appears in the Copiers list.

To edit a copier:

o a > o

Run the Print Audit Administration program.

Click the Embedded Systems button on the left side of the Print Audit Administration window.
The list of existing copiers appears on the right side. It may be necessary to scroll the left
side down to reveal the Embedded Systems button.

Select the copier to be edited from the list of copiers. It appears highlighted.
Click the Edit button on the toolbar. The Embedded for Konica Minolta window appears.
Make any needed changes to the copier.

Click the Save button. The Embedded for Konica Minolta window closes and the copier
appears in the Copiers list.

To delete a copier:

Run the Print Audit Administration program.

Click the Embedded Systems button on the left hand side of the Print Audit Administration
window. The list of existing copiers appears on the right side. It may be necessary to scroll
the left side down to reveal the Embedded Systems button.

Select the copier to be edited from the list of copiers. It appears highlighted.
Click the Delete button on the toolbar. A message appears to verify removal of the copier.

Click the Yes button to delete the copier. The list of copiers refreshes.

Configuring the Konica Minolta MFP in Print Audit 6

This Embedded for Konica Minolta window in Print Audit 6 enables the configuration of all aspects
of the Embedded for Konica Minolta copier device. The different elements of the window are
described below.

General

Copier name - The name to describe the copier. Enter a name that is descriptive enough to
distinguish the copier from others. For example "Third Floor Konica Minolta".

Serial number - The serial number of the Konica Minolta MFD. NOTE: the serial number is
case-sensitive and must match the serial number of the Konica Minolta MFP that the Embedded
Client is installed on. To obtain the serial number, you will need to log in to the Konica Minolta
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device. Typically, the serial number may be found under Device Status. The serial number may be
referred to as the Engine Serial Number. For assistance on obtaining the serial number, please
refer to your Konica Minolta documentation as the location of the serial number may vary from
model to model.

Report as printer - Use this to select an already existing Print Audit printer with which to associate
the copier. For example, if there is an MFP in the office that users print to which is already in the
Print Audit database, choose that MFP here for the copier so that all transactions are reported as
the same printer. If a printer is not selected here, Print Audit will record transactions for this copier
as the copier name.

i Add/Edit Embedded for Konica-Minolta ) |
Copier name; I A Save
Serial number; I Cloze
Fiepaort ag printer: I A
Repart az uzer; I _.'*:'u
Authentication type:; I <Mone j
Fazaword: [T Beguire additional pazsword v,
&3 Pricing |"_l, Ftestrictiuns'll_"u, Pmmpts';‘_rﬁ L'rm'rts.' Advann:adl

Function |E!.n"-.f-.rf Cost |I:|:|I|:|r Cost | Paper Size [ Track

Frint $0.100 $0.100  Letter [B5 % 11)

Copy $0.100 $0.100  Letter [B5 %11

Scan $0.100 $0.100  Letter [B5 %11

Fan $0.100 $0.100  Leter [B5 %11

Exdit |
Report as user - Use this to

select an existing Print Audit user whom to associate all jobs from this copier. Use this functionality
to still have individual user authentication, but for reporting purposes report all jobs to a single user.

Authentication type - Select how the user will authenticate to the copier before they can do
transactions. The authentication type determines how a user identifies themselves to the copier
before they can do a transaction. The following options are available:

® None - Users do not have to authenticate before using the copier. All transactions are
recorded to the generic Konica Minolta_ Embedded user.

® PIN code - Users must enter their Print Audit PIN to access the copier.

Print Audit Embedded for Print Audit 6
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® Card Reader - Users must use their proximity card or swipe card to access the copier

® Card Reader or PIN - Users must use their proximity / swipe card or enter their Print Audit

PIN to access the copier.

® Active Directory - Print Audit Embedded for Konica Minolta can authenticate directly against
an Active Directory server. When this option is selected, at least one Active Domain must be
entered in the AD Domain(s) field. Multiple domains can be used if they are separated by a
comma (,). When this authentication method is used, users will have to select the domain
from a dropdown on the Print Audit Embedded for Konica Minolta application as well as

entering their Username/Password.

Require additional password - Check this box to require the user to enter an additional (optional)
password before they can authenticate using the Authentication type selected above.

Pricing tab
This tab contains the pricing for each function on the copier.
fizm Add/Edit Embedded for Konica-Minolta N x|
Copier nanme; I Save
Sernal number: I Cloze
Report az printer:; I u’% |
Report as ugern I _.:'_
Authentication type: I <Mones j
Fazzword: [T Bequire additional pazswerd
(et — e ™\
B3 Pricing |-__| Fte:strlcmnsll'_w. Prﬂmptsli_ﬁ Ln'nrtsl Ad-.rancadl
Function |Eh"'~f-.:f Cost |E|:|I|:|r Cost |F'aper5ize [ Track
Frint £0.100 $0.700 Letter [B5211)
Copy $0.100 $0.100  Letter [B5 %11
Scan $0.100 $0.100  Letter [B5 %11
Fau $0.100 $0.100  Letter [B5 %11

To edit the pricing for a particular function:

1. Clear the "Track" column for the function to disable the tracking of transactions of that type.

2. Select from the list the function that is to change and click the Edit button. The Configure
Pricing and Paper Size Window appears.

Print Audit Embedded for Print Audit 6
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3. Set the pricing as it makes sense for this copier in the organization.

4. Click the Done button. The Configure Pricing and Paper Size Window closes.

Prompts tab (only with Print Audit 6 Recovery)
This tab is only relevant when using Print Audit 6 Recovery for the charge-back of printing.

® For each Activity the user can be required to enter values for Custom Fields. Custom Fields
are setup in the Custom Fields section of the Print Audit Administrator. On this tab, select
from any one of the Custom Fields configured and define a custom prompt for each one.
Note: The Client Custom Field(s) must be created first before they will appear under the
Prompts tab.

® Use custom fields from the user profile - Check this box to override the default custom field
choices with the custom fields set in a user's User Profile.

® Allow comments - Check this box if the user can enter general comments about the job.

® Disable Exact Match - Check this box if the user can enter the custom field directly in the
field and proceeds to the next step without selecting from the list.

® Custom fields - The custom fields list contains all custom fields that have been defined. To
use a custom field for the activity, check the Include checkbox.

Advanced tab

This tab is used for setting the summary page display.

Print Audit Embedded for Print Audit 6
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Check this box if you would like to view the summary page of all selected prompt / comment values.

fiim Add/Edit Embedded for Konica-Minolta j x|

Copier narme; I Save
Serial number: I Cloze
Repart ag printer; I El

Report az uzer; I _:_

Authentication type: I <Mones j

Paszwiord: [T Bequire additional pazswerd

Digplay Settings
|7l- Digplay Surnmary Fage

\

3. Using Embedded for Konica Minolta with Print Audit 6

The Embedded for Konica Minolta Client is very easy to use. It will first prompt for required
identification or billing information, before enabling the device for copy, scan, fax, or print
functionality. Once the desired function is complete, return to the panel and complete the session,
otherwise the MFP will timeout the session. When the session ends, the copy, scan, fax, or print
transaction is sent to the Print Audit 6 database, and the Embedded Client resets to be ready for
the next user.

The standard set of steps to using Embedded for Konica Minolta to track job information is as

follows:

1. Start the Transaction - Press the Start button on the screen. The Embedded Client retrieves
its configuration and proceeds to prompt for the required information. The Cancel button can
be used at any time to return to the Start screen.

1. Authenticate - If configured to ask for a PIN Code, the Embedded Client displays a login
screen. To login:

a. Press the PIN Code button. An input form displays.

b. Enter a PIN Code using the Konica Minolta keyboard or the touch screen.

Print Audit Embedded for Print Audit 6
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C.

d.

Press the OK button to accept the input.

Press the OK button on the Login screen to validate the PIN Code.

2. Enter Custom Field Information - If configured to ask for Custom Field information, the
Embedded Client will prompt for one or more values from the user. To enter values for a
searchable field:

a.

b.

f.

g.

Press the button on the touch screen that corresponds to the Custom Field Name.
Enter a full or partial code on the screen and click OK.

If only one match is found for the field, the Embedded Client asks for the next Custom
Field value if any is configured.

If Print Audit finds more than one match, a list of values will display. Use the touch
screen to navigate through the values.

. When the desired value is found, press the button corresponding to the value. It

appears highlighted.
Press the OK button to accept the value.

Press the OK button again to move to the next screen.

3. To enter values for a non-searchable field:

a.
b.

C.

Press the button that corresponds to the desired value. It appears highlighted.
Use the arrows on the touch screen to navigate through the choices.

Press the OK button to accept the value. The Embedded Client will request the next
Custom Field value if any is configured.

4. Enter any Comments - If configured, the Embedded Client will request any Comments for
the job. Press OK if to proceed without entering comments. To enter comments:

a.
b.
c.

d.

Press the Comments button on the touch screen. An input form appears.
Use the input form to enter comments.
Press the OK button to close the input form.

Press the OK button on the Comments screen to accept the comments.

5. Verify Selections - After all information has been input, a summary screen appears showing
the current balance if any, along with the custom values selected. Press the OK button to
accept the selections and begin the job.

6. Complete the Job - After the job is completed, press the "™ (Logout)" button on the Konica
Minolta MFP keypad. This completes the transaction, and transmits the job information to the
Print Audit database. If the "™ (Logout)" button is not used to end the session, the Konica
Minolta MFP will eventually timeout the session, return to the Start screen and transmit the
job information to the Print Audit database.

Print Audit Embedded for Print Audit 6
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4. Using Embedded for Konica Minolta with Print Audit Secure

The Print Audit Secure Embedded for Konica Minolta Client is very easy to use. It will first prompt

for required information. The prompts which appear are dependent on how the Secure Embedded
Client is configured. Once the prompted information is provided, the device will release the secure
job(s). Then the Secure Embedded Client resets to be ready for the next user. If the session is not
manually finished, the Konica Minolta MFP will timeout.

Following are the standard set of steps to using Secure Embedded for Konica Minolta to
release a print job.

1. Authenticate
1. PIN Code authentication - If configured to request a PIN Code, the Secure Embedded
Client displays a login screen. To login:
a. Click on the Pin Code Field
b. Enter a PIN Code using the Konica Minolta keyboard or the touch screen.
c¢. Press the Login button to accept the input.

2. Authenticate with a Username - If configured to ask for a Username, the Secure Embedded
Client displays a login screen. To login:

a. Click on the Username Field

b. Enter a Username

c. Click on the Password Field

d. Enter a Password

e. Press the Login button to accept the input.

3. Authenticate with a swipe card - If configured to ask for a swipe card, the Secure
Embedded Client displays a login screen. To login:

a. Swipe a card in a card reader attached to the MFP.

2. Release Print Jobs

1. To release all the compatible print jobs, click the Release All button.
2. To release only certain jobs, press the checkbox next to the jobs to be released.

3. Click the Release button. The selected job(s) will now print.

3. Delete Print Jobs

To delete print jobs, press the checkbox next to the jobs to be remove and press the Cancel button.
A confirmation dialog will appear. Press OK to delete the job or Cancel to return to the Jobs List.

Print Audit Embedded for Print Audit 6
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3. Refresh Job List

To force the MFP to reload the secured jobs list, press the Refresh button.

4. Complete the Job

When finished releasing print jobs, press the Logout button on the Konica Minolta MFP screen.
This will notify Print Audit Secure that the transaction is complete. If this step is not completed, the
Konica Minolta MFP will eventually reset back to the Start screen.

5. Troubleshooting Print Audit Embedded for Konica Minolta

Please refer to this section if issues are encountered with the operation of Embedded for Konica
Minolta. If a resolution is not found in this section, please contact Print Audit technical support.

Where can | find logging information?
The embedded application writes detailed information to the Windows event log during deployment
and in run time using three different logging levels.

® |nformation
® Warning
® Error

The log can be found by invoking eventvwr from the Windows command prompt. The Print Audit
log can be found under Applications and Services Logs -> Print Audit.

When the Konica Minolta device comes out of sleep/energy saving mode, the first card
swipe does not unlock the MFP.

This is a known issue with some Konica Minolta MFP's. Check with your Konica Minolta dealer to
see if a newer firmware version exists that addresses this issue.

6. IIS Configuration/Setup for Print Audit Embedded for Konica Minolta

® Please Note: The Print Audit Embedded for Konica Minolta Setup Wizard is designed to
configure settings in 1IS when it is run. However, depending the environment, it may be
necessary to verify or modify those settings. The examples presented in this guide are
based on the default installation options. Please contact your System Administrator for
additional details should changes to these defaults be required in your environment.

Print Audit Embedded for Print Audit 6
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Installing 1S Components for Print Audit Embedded for Konica Minolta

Depending on the version of IS and Windows operating system, the installation of the components
may vary.

Server 2008/1IS 7

.NET Framework 4 is not a recognized Feature in Server 2008 and cannot be added through the
Features Wizard. It requires that .NET Framework 4 be downloaded from Microsoft and installed
separately.

The following 1IS components should be selected when adding/modifying IS through the Roles
Wizard.

Add Roles Wizard |
ﬁg Select Role Services
Before You Begin Select the role services to install for Web Server (IIS):
Server Roles Role services: Description:
Web Server (IIS) o [0 web Server | ASP.METprovides aserver side object

oriented programming environment

Role Services = @ Co.mmon. Features for building Weh sites and Weh
s [¥] static Content applications usingmanaged code.
Sl [V] Default Document ASP.NET is not simply a new version
Progress [V] Directory Browsing of ASP. Having been entirely re-
] HTTPE architected to provide a highly
Results e productive programming experience
,:! HTTP REd'rECFO'_“ based on the .NET Framework,
[ webDaV Publishing ASP.NET provides arabust
=l [@ Application Development infrastructure for building web
v applications.
[¥] .NET Extensibility
[ asp
[ cat

[¥] 1SAPI Extensions
[] 15API Filters
[ server Side Incudes
B [@ Health and Diagnostics
IE HTTP Logging
["] Logging Toals
IE Reguest Monitor
[ Tracina LI

More about role services

< Previous | Mext = I Install Cancel

Windows 2012/11S8 and up

The following 1IS components should be selected when adding/modifying 1IS through the Roles
Wizard:
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=1 Add Roles and Features Wizard

Select server roles

Before You Begin Select one or more roles to install on the selected server,

Installation Type Roles

ection T T e BT T

4 [H] Web Server (lIS) (18 of 43 instalied)
4 IE Web Server (14 of 34 installed)
[B] Common HTTP Features (4 of 6 installed)
> [H] Health and Diagnostics (2 of 6 installed)
+ [H] Performance (1 of 2 installed)
(=] ‘Security (2 of @ installed)

A IE p Ilca‘uon Develop ment (5 of11 |n;mlled

Server Sa

DESTINATION SERVER
PILM-KONICA_printaudit.focal

Description

Application Development provides
infrastructure for developing and
hosting Web applications, Use these
features to create Web content or
extend the functionality of liS. These
technologies typically provide a way
to perform dynamic operations that
result in the creation of HTML
output, which l15 then sends to fulfill
client requests.

[] Application Initialization
[ ase
|:| ASP.NET 3.5

v| ASP.NET 4.5 (Installed)

] cal »

Cancel

< Previous | | Mext » Install

The following Features should be added/modified through the Features Wizard:

Verifying Application Pools

Application Pools in IIS allow different ASP.NET applications running on the web server to be
isolated from each other. Errors in one application pool will not affect other applications running in
other application pools. Print Audit Embedded for Konica Minolta installs a single application pool:

® KM Embedded App AppPool - runs under .NET Framework v4.0.30319

To verify the .NET Framework version for the application pool:

1. Open the Internet Information Services (IIS) Manager.

2. Under the IIS server name, select "Application Pools"

G§l Application Pools

This page lets you view and manage the list of application pools on the server. Application pools are assodated with
warker processes, contain one or more applications, and provide isolation among different applications.

Filter: L4 Go - L:‘J Show All | Group by: Mo Grouping -
Name = | status | .METFrame... | Managed Pipeli... | 1dentity
;,;E‘.ﬁ.SP.NEI' v4.0 Started w40 Integrated ApplicationPoollden. ..

Q’ASP.NEI’ w40 Classic Started v4,0 Classic ApplicationPoollden. ..
E:?Classic .MET AppPool Started v4.0 Classic ApplicationPoolIden. ..
L= DefaultAppPool Started v4.0 Integrated ApplicationPoollden. ..

Started Integrated MNetworkService

[51£KM Embedded App AppFool

3. Double click on the Application Pool Name.

Print Audit Embedded for Print Audit 6
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Mame:
IKM Embedded App AppPoal

MET Eramewark version:

|.NET Framework v4.0.30319 -]
Managed pipeline mode;

IIntegrated j

IV Start application pool immediately

Ok I Cancel

4. Use the dropdown ".NET Framework version" to select the appropriate version if it is not
already set.

Verifying Application Pools used by Print Audit Embedded for Konica Minolta

sites

The Print Audit Embedded for Konica Minolta creates one web sites under "Default Web Site" by

default;

* KM.Embedded.App - KM Embedded App AppPool uses the application pool.
To verify the Application pool used by a site:

1. Open the Internet Information Services (IIS) Manager.

™E Internet Information Services (II5) Manager & x|
@é} [3 } SERVERZ008RZ b Sites b DefaultWebSite b KM.Embedded.App * Jm @

Fle View Hep

[Commectons | s
rEETE E“.’ /KM.Embedded.App Home

L Explore
- 95 sartpage Edit Permissions...
£3-95 SERVER2008R2 (PRINTAUDITis: Filter: - (g - Gshow gl |Groupby: Area - - g
(£} Application Pools ASP.NET [Z] Basic settings...
Er(8] Sites — View Virtual Directories
; . -
Default Web Site = & 3 P > e Vsl D
= @ st s € ¢ B 9 o
[ ] aspret_dient ¥ 5 5l Manage Application A
JEIBE 4 M Embedded. App NET NET NET Error NET NETProfle  .NETTrust  Application 2
= = Authorizati...  Compilation Pages Globalization Levels Settings Browse Application

Browse *:80 (http)

.;hi ;ﬁ EW; % E“;-H Advanced Settings. ..

Comnection  MachineKey  Pagesand  Session State  SMTR E-mai ® Hep
Strings Controls
Online Help

H;E: d e

2 &

Authentication Compression Default Directory  Error Pages Handler
Document Browsing Mappings Respo...
= e - Sy o=
B = M ¥ 8 &
Logging MIME Types  Modules Output Request  SSL Settings
Caching Filtering
Management

B &

Configuration  IIS Manager
Editor Permissions

J | ) [rmmver ] cmmver

Ready &
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2. Locate the web site under "Sites" and highlight it. By default, the Print Audit Embedded for
Konica Minolta sites are under "Default Web Site".

3. Under "Actions" (located on the right hand side of the 1IS Manager), click on "Basic Settings...

Site name:  Default Web Site
Path: /

Aligs: Application pool:

KM.Embedded. App |k Embedded App AppPool Select...
Example: sales

Physical path:
IC: YProgram Files (x86)\Print Audit Inc\Print Audit Emt _l

Pass-through authentication

Connect as... Test Settings...

oK I Cancel

Verifying ASP.NET Restriction

The Print Audit Embedded for Konica Minolta requires .NET Framework and version 4.

1. Open the Internet Information Services (IIS) Manager.

Print Audit Embedded for Print Audit 6
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& Internet Information Services (II5) Manager

The Print Management Company

=17

6@} [qé » SERVER2008R2 *

e

File  View Help
8 ¢§ SERVER2008R2 Home
Filter: ~ (e - Gshow Ml |Groupby: Area ~ -
application Pools ASP.NET -
Sites
= & I’ 3
B Defauit Web Site ,=£ \\‘//> - 9 r
| aspnet_dient = = 1544 j2b]
KM.Embedded. App NET NET NET Error NET JNET Trust Application Connection
Authorizati... Compilation Pages Globalization Levels Settings Strings
= »,
* R &L =
|+ 8= v, ] 1=
Machine Key ~ Pages and Providers ~ Session State  SMTP E-mail
Controls
s
L 9 &
Authentication Compression Default Directory Error Pages Handler HTTP
Document Browsing Mappings Respo...
£ o N
] in o=
g a E o e E
I1SAPI and CGI  ISAPI Filters Logging MIME Types  Modules Output Request
Restrictions Caching Filtering
e <« )
Server Worker
Certificates Processes
Management
S F e
Fl R R & a¥f = =
4 | v |zl Features view |\~ content view
Ready

2. Click on the icon "ISAPI and CGI Restrictions"

& Internet Information Services (II5) Manager

Manage Server
Restart
Start

Stop

| el

View Application Pools
View Sites

Change .NET Framework Version

@ Heb

Online Help

==

GO

[‘3 » SERVER200BR2 »

&~ 810 -

File View Help
@) ISAPI and CGI Restrictions
@ -7 s e (i) The CGI module is ot installed.
€5 startPage V;“;‘G” 5953:“ (e i
= Use this feature to spedfy the ISAPT and CGI extensions that can run on the Web server. applications that are allowed to
5+ €] SERVER2008R2 (PRINTAUDIT st il run, but they wil not be able to
“} Application Pools Groupby: Mo Grouping & run until the CGI medule is
8] Sites i (et | instalied.
) Default Web Site o, Res Eath
gl f ey e
% K Embedded. App ASP.NET v2.0.50727 Allowed Yewindir % \Microsoft. NET\Framework v2.0, WL
ASP.NET v4.0.30319 (32-bit) Not Allowed C:\Windows \Microsoft. NET Framework\v4.
ASP.NET v4.0,30318 (32-hit) Not Allowed C:Windows \Microsoft. NET\Frameworke4iy Edit Feature Settings...
@ Help
Online Help
Bl | |
J o e v SRR

Configuration: ‘localhost applicationtost.confia

"Actions".

Print Audit Embedded for Print Audit 6

%

Highlight the .NET 4 versions that are set to "Not Allowed" and click on the "Allow" link under

/6



PRINT_AUDIT £}

www.printaudit.com The Print Mandgement Company @

Embedded for Kyocera Documentation

Print Audit® Embedded installs directly onto supported Kyocera multifunction peripherals, allowing
users to control and recover all printing, copying, faxing and scanning costs. Review the
documentation below for help with installation or configuration of Print Audit Embedded. You can
also use the Knowledge Base to find more information.

Browse Documents:

Browse Other Product Documentation:

Print Audit 6 Infinite Device Management Print Audit Secure Rapid Assessment Key Embedded for
Sharp
Embedded for Kyocera Mita Embedded for Lexmark Embedded for Xerox Embedded for HP

Copy Audit Touch Copy Audit Numeric

Embedded for Kyocera Installation and Setup Guide

Print Audit Embedded for Kyocera is used alongside Print Audit 6 to provide authenticated access
to Kyocera MFPs, for the purpose of securing device functionality, and tracking usage. Users must
authenticate at the MFP by login, PIN, or card swipe identification before they may access MFP
functions.
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When additionally used in conjunction with Print Audit Secure, users will also be able to select and
release secure print documents directly from the MFP panel.
This guide provides instructions to install and configure Embedded for Kyocera with Print Audit 6.

When used with Print Audit 6, Embedded for Kyocera will track:
* walk-up copying
® scanning
® faxing
® printing from the document server
When Print Audit Secure is added, Embedded for Kyocera can additionally provide:
® Secure release of all printing

® Follow Me printing

Components

Embedded for Kyocera consists of two main components:

1. Print Audit 6 - Embedded for Kyocera Configuration:

Embedded for Kyocera is configured using the Embedded Systems plug-in for the Print Audit 6
Administration tool. Support for Embedded for Kyocera exists in Print Audit 6.8.0 or newer.

2. Embedded Client:

This software runs on the MFP. The Embedded Client provides a user interface directly on the
panel of the Kyocera MFP to enable the tracking of copies, scans or faxes, or the printing of
documents stored in the MFP's Document Server.

In addition to tracking the number of pages in a copy, scan, fax, or print job, the Embedded Client
tracks additional information about the job. For example, the Embedded Client can request a PIN
Code from the user to identify and track who is creating the photocopy. Or, it can request a Client
Code to identify which customer or cost center should be billed for a fax transmission.

Print Audit 6

Print Audit 6 is a client application that tracks all printing directly from the desktop where the print
job was issued. Every job, along with its attributes, are collected and stored in the Print Audit
database, where it is available for reporting on printing volume and trends.

Print Audit 6 is available in 3 different modules, Analysis, Rules, and Recovery, which respectively,
enable Analysis Reporting from the collected print data, the ability to create printing rules for
rules-based printing, and the ability to allocate the cost of print jobs to a user, customer, or cost
center.

Print Audit Embedded for Print Audit 6
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When used with Embedded for Kyocera, Print Audit 6 can also track copy, scan, and fax jobs, and
jobs that are printed from the document server.

Print Audit Secure

PRINT_AWOIT [
Flease select a document balow Seéecure

J00bo

Print Audit Secure on Sharp OSA-enabled device

Print Audit Secure allows for print jobs to be held on the server until an authenticated user releases
them from the MFP panel, or from a Print Audit Secure release station. When a printer is managed
by Print Audit Secure, incoming print jobs are prevented from being automatically output, by holding
them in a secure queue on the server. When used with Embedded for Kyocera, users will
authenticate at the MFP, view their held jobs on the MFP panel, select one or more jobs and
release or delete them directly from the MFP front panel.

Authentication Devices

Print Audit Embedded for Kyocera supports Authentication Devices, such as swipe card or
proximity card readers, within an Embedded for Kyocera environment. When an Authentication
Device is configured in an environment with Embedded for Kyocera, users must authenticate at an
Authentication Device before they are allowed to access the supported Kyocera MFP controlled by
the device.

Licensing
To enable the Print Audit Embedded for Kyocera the following is required:
1. One Print Audit Embedded for Kyocera license per controlled Kyocera MFP - Print Audit
Embedded for Kyocera is licensed on a per-MFP basis. To install Embedded for Kyocera on

15 MFPs, licenses must be purchased for each of the 15 MFPs. MFP licenses can be
purchased as part of any Print Audit license, and are additional to the Print Audit 6 client

Print Audit Embedded for Print Audit 6
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licenses needed to track print jobs originating from Microsoft Windows and Apple Macintosh
workstations. In the event that there are insufficient licenses, Print Audit will stop tracking
some or all of the MFPs—MFPs will continue to function as normal, but no information will be
tracked.

Kyocera MFPs - Print Audit Embedded for Kyocera is only supported on Kyocera HyPAS
MFPs which support the HyPAS API version 2.0

Print Audit 6.8.0 or higher - Print Audit Embedded for Kyocera requires Print Audit 6 to
configure the MFPs. Consult the Print Audit 6 Installation Guide for more information.

Optional

1.

a. Print Audit Secure 1.1 or higher - Consult the Print Audit Secure Installation
instructions for more information

b. One Authentication Device per Kyocera MFP - Print Audit Embedded for Kyocera
supports HID proximity and contactless smart cards for authentication. Users can enter
validation data by presenting the card at the card reader. If any authentication devices
are to be used in the environment, one authentication device is required per MFP.
NOTE: The Kyocera Card Authentication Kit is required for use with most card readers.
Please contact your Kyocera dealer for additional information on obtaining and
installing the Card Authentication Kit.

Limitations

Print Audit Embedded would ideally function identically across all makes and models. However,
due to differences among the proprietary platforms, it is sometimes not possible to implement all
features and functionality of the product. The following are a list of known limitations, when using
Print Audit Embedded for Kyocera Mita.

1.

Interrupt Button limitations: The Interrupt Button does not provide information to Print Audit
Embedded. Therefore, if a user logs into the device via Print Audit Embedded, and a second
user hits the interrupt button to initiate interruption of the current job, all job activity will be
attributed attribute to the currently logged in user.

Ability to Return to Print Audit Embedded: Once a user has logged in and Print Audit
Embedded unlocks the device, allowing a user to choose a task on the panel, there is no
method to return to the Print Audit Embedded application. Therefore, it is not possible for a
user to attribute jobs to more than one custom field per logged on session, as is possible with
other versions of Print Audit Embedded.

Limitations with Account Limits: There is no method available to display account limit
messages to the user when the limits are reached. User-based configuration of limits is not
possible. Print Audit Embedded controls page-type limits at the embedded configuration level

Print Audit Embedded for Print Audit 6
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4. Cost Allowances: There is no method to preventing a user from exceeding their account
limit, if there was available credit in their account when they logged in. If they exceed their
limit, they could go beyond their minimum balance. However, if the user attempts to login with
no available balance, they will be denied from using the device.

5. Swipe Card Registration: Currently, this feature is not available under Hypas 2.0 due to
limitations.

Print Audit Embedded for Print Audit 6
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1. Installation - Embedded for Kyocera

System Requirements
® Windows 2000 or newer

® MS-SQL Server 2005 Express or better - running embedded applications on with an
Access database is not recommended.

Before you Install

® Print Audit Embedded for Kyocera will run on Kyocera HYPAS MFPs which support the
HyPAS API version 2.0.

® The target MFPs must be completely started before the installation can proceed.

Steps to install

1. Obtain a Print Audit Embedded License for each MFP you need to install on.
2. Install and configure Print Audit 6 with the appropriate licensing.

3. Deploy the Print Audit Embedded for Kyocera to the device using NetViewer or from flash
drive as per below.

4. Download the Kyocera Embedded Application from the Print Audit web site.

5. Download and install the Kyocera NetViewer if deploying from NetViewer — instructions below

6. Create the record for the MFP in the Print Audit Administrator Embedded section.
7. Install the Embedded Application using NetViewer and configure.

8. Verify operation and tracking of the MFP.

Deploying the Print Audit Embedded for Kyocera application Installation to
MFP

There are two methods of deploying the Print Audit Kyocera Embedded Client to a Kyocera device:

1. Deployment via the Kyocera NetViewer application.

2. Deployment via a flash drive (USB port).

Deployment via Kyocera Net Viewer

Print Audit Embedded for Print Audit 6
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1. Download the latest version of Kyocera NetViewer from the Kyocera website. Be sure you
save the file to a location you can find it in later.

2. You will need to download the latest version of Kyocera NetViewer from the Kyocera website
and save it to a location where you can find it later.

a.

http://www.printaudit.com/software-updates.asp

3. Run the NetViewer5xx.exe file:

a.
b.

C.

Choose where to extract the files to
Choose the option to run Setup when the files are extracted

Follow the prompts to complete the NetViewer installation for Device management

4. Run the NetViewer application

a.

b.

If this is the first time it is run, choose the location for your Workspace
Add Devices Wizard
® Select Express or Custom to begin search for devices on the network
i. Express will use the default IP range available to the workstation

ii. Custom will allow you to configure specific IP address(s) and other
settings to discover devices

When device discovery has completed, you will be taken to the General view and your
device(s) will be shown

. Right click on the Kyocera device you wish to install to

. Select 'Communication Settings'

In the 'Login’ section, enter the user name and password of an Kyocera device-level
administrator user and set 'Authenticate mode switch' to 'Use local authentication'

Select 'OK' to close Communication Settings window

. Right click on the Kyocera device again and select "Advanced"
. Select "Manage Applications"

. Select "Install application"

Check the box for "Activate application after installation" and click "Next"

. Use the Browse button to go to the location where the Kyocera Embedded Application

was saved.
Select the "PAE_Kyocera Embedded_x.x.x.pkg" file and click Open.

Click "Next" and a confirmation window will be shown that lists the information about
the package you are installing and the device it is being installed to.
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o. Click "Finish" and you will be taken to a screen that displays the installation window
and the application will be installed — you should see a "Success" notice when it
completes

p. Click on "Close" and you will be taken back to the main NetViewer window.

g. Repeat as necessary for all of the other MFPs where you need to install the application

Deployment via Flash Drive

Please note that the USB Flash Drive containing the Print Audit Embedded for Kyocera application
package must be formatted to FAT32 prior to copying the package to it.. Other file system formats
will not be recognized by the MFP.

1.

10.
11.
12

13.

© ©o N 2

Insert the USB Flash Drive containing the Print Audit Kyocera Embedded application to be
installed into the USB Port (A1)

If prompted "Removable Memory was recognized. Displaying files. Are you sure?", press [No
]

Press the System Menu key on the Operation Panel or the System Menu icon on the
Kyocera's LCD console

Navigate to the [Application] key and press it.

When the user authentication screen appears, enter the administrator username and
password for the Kyocera.

Press [Add]

Select the Print Audit Embedded for Kyocera application and press [Install]
When the confirmation screen appears, press [Yes]

Press [Close] to return to application list

Select the Print Audit Embedded for Kyocera application in the application list
Press [Activate]

Confirm activation, press [Yes]

Once the activation is complete, the Print Audit Embedded for Kyocera START screen will
appear within a few seconds

Configuring the Kyocera Embedded Application

The Kyocera Embedded application can be configured through the Kyocera Operation Panel or
through the Print Audit Administrator.

To access the the Kyocera configuration from the Operation Panel on a machine with the
Embedded for Kyocera package installed:

Print Audit Embedded for Print Audit 6
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1. Press the "Gear" icon in the upper right hand corner below the Print Audit logo.
2. When the user authentication screen appears, enter the administrator user name and
password for the Kyocera. This will take you to the Kyocera Embedded configuration pages

To add a new Kyocera Embedded Application device from the Print Audit Administrator:

1. Open the Print Audit Administrator

Click on the icon "Embedded Systems" on the left

Double click on a blank line, or click on New in the top left of the window.
Select “Embedded for Kyocera” from the drop-down list and click on OK.

Enter the “Copier name”, this is a text field for you to enter the name of your device.

o o > 0D

Enter the “Serial number”, this must correspond to the device you are entering, the field is
case sensitive.

7. Click on the Advanced tab

To configure the Kyocera Embedded Application from the Print Audit Administrator:

=

. Open the Print Audit Administrator

2. Click on the icon "Embedded Systems" on the left

3. Double click on the Kyocera device you wish to configure or select it and click on Edit
4

. Click on the Advanced tab:

Advanced Tab

Logging Information

O 3ot dit Embedded for Kyecera o
[ e e T
Clata
= Ao
4 Mo -
Ve [pecands]
T, fwatrctons I Lrl Prospts | o Limis Abwanoed
Loggng Infoemaiion Dierace Confipa sbon
Liog bevedt :L"’\Cﬂ oy '-': [harvice P
Lag P 132718801 Pst: 70N
Log Port: 3333 E il Ciorgueston

Log Level is an optional setting and only needs to be set when troubleshooting with the assistance
of Print Audit Support.
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1. Log Level - sets the logging level of the Kyocera Client for the device.
a. Errors only
b. Simple
c. Full

d. No Logging

1. Log IP - IP Address of the logging
2. Log Port - Port of the logging

Device Configuration

B 4T Ermbedded for Kyooers e

Ilfm-ﬂw-t
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e st B | < Mored:

Patiwzid

Irusstoaty brreont 1) imeorads]
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Loy fricavustion Drevice Corfigrusbon

Lizg ket :E-m'l s '-: Dierwice 1P

Log® 19276001 Pot 7000

Log Post 5303 E i Configpaston

These fields are required; you must enter the correct IP address and Port.

1. Device IP - the IP address or Hostname of the device that the Print Audit Kyocera Client has
been installed on

2. Port - the port used to communicate with the Kyocera device. This setting defaults to port "
7001"

Edit Configuration
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IMPORTANT: You must click on this button to enter the Edit Device Configuration window. Inside
this window you will find the Apply to Device button, you must click on this to submit any changes to
the embedded installation.

Communicator Settings
This tab enables the settings that allow the Kyocera device to communicate with Print Audit
Administrator.
1. Enable PA Communicator - enable the Kyocera to work with Print Audit 6 (Copy/Scan/Fax
tracking) on the Kyocera device
2. Address - the IP address of the computer running the Print Audit Database Communicator

3. Port - port that the Print Audit Database Communicator is listening on. This setting defaults to
17520

4. Timeout - the Inactivity Timeout the Kyocera will wait before returning to the Print Audit
screen. This setting is in milliseconds and defaults to 5000 (5 seconds)
Display Settings
This tab controls the display settings for use with Print Audit 6. They have no effect if Print Audit 6
is not enabled.
1. Display Summary Page - shows summary page that displaying the details of the job
2. Number of Grid Columns - adjusts the number of columns displayed on a custom field search
. Valid entries are 1 or 2
PA Secure Settings

This tab enables the settings for the Print Audit Secure software. Enable these settings only if you
are using the Print Audit Secure software on this device.
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1. Enable PA Secure - enable the Kyocera to work with Print Audit Secure

2. PA Secure Server - the URL of the Print Audit Secure server web site

Apply to Device - send the configuration settings to the device

Edet Device Configuration ECOSYS MES2Eckdn

Communicotor Sefings | Display Sefings | PA Secure S sting: |
_Cmd |
Ersables PA Secue [T
PA Secure Server Location: bt/ fvmnbrenace
1 tepply Ta Devoe

This button sends the configuration settings to the device
WARNING: You must click on this button to submit your changes to the device before clicking on
Save.

Authentication Types

The authentication type determines how a user identifies themselves to the copier before they can
do a transaction. The following options are available:

None - Users do not have to authenticate before using the copier. All transactions are recorded to a
generic user.

PIN code - Users must enter their PIN code that has been set up in the Users section of the Print
Audit Administrator.

Card reader - Users must use a proximity card to use the copier.
Card reader or PIN - Users can use a proximity card, or enter a PIN.

NOTE: Check the Require additional password box on the Embedded for Kyocera Window to
require an additional password before users can authenticate.

Using the Embedded for Kyocera Client

The Embedded for Kyocera Client is very easy to use. First, it prompts you for the required
information. What appears in the prompts will depend on how the Embedded Client was configured.
After you enter the prompted information, the MFP is enabled for copying, scanning, fax, or printing
a document server print job. When you are finished using the device, it is advised to return to the
Embedded Client and indicate that you are finished, and end your logged in session. At this point,
the information is tracked to the database, and the Embedded Client resets to be ready for the next
user.
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If you forget to return to the Embedded Client after finishing up, an Inactivity Timeout ensures that,
after a period of inactivity, your logged in session ends, the information is tracked, and the panel
interface is ready for the next user.

Detailed Panel Walkthrough

"None" Type of Authentication

First, press the Start button on the screen. The Embedded Client retrieves its configuration, and
proceeds to prompt for the required information as discussed below.

At any time during the prompts, press the Cancel button to cancel all of your input and return to the
start screen.

PIN or Card Reader Authentication

In many cases, the panel is configured to ask for authentication as the first prompt. The panel will
prompt you to enter a PIN code, swipe your proximity card, or will allow either type of authentication

Enter your PIN code using the numeric keypad, or press the Show Keyboard button to access a full
alpha- numeric keyboard on the touch screen. Once you have entered your PIN code, press the OK
button. You can also use the # key on the keypad for OK.

To use a proximity card, hold the card near the sensor. The light will turn green and the sensor will
beep when your card has been read.

Custom Fields

If the panel is configured to prompt for custom fields, these are the next prompts. Select one of the
presented options and then press the OK button. If there are more choices than will fit on one
screen, use the Prev and Next buttons to page through the choices.

If the Custom Field is either the Searchable or Searchable Dropdown type, there will also be a
Search button displayed. Press the Search button to bring up a keyboard, and enter in the text you
wish to search for. Press OK to perform the search and hide the keyboard. Once you have
searched, only options that match your search text will be shown, and you can page through them
as usual. If you do not find the option you are looking for, you can perform another search.

Comments

If the panel is configured to allow the user to enter a comment, this will always be the last prompt.
Enter a comment using the numeric keypad on the MFP, or press the Show Keyboard button to
enter the Comment using a full alpha-numeric keyboard on the touch screen. When you have
finished, press the OK button. The comment may be left blank.
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Once you have finished entering all of the information, a screen with a large Done button appears.
This screen also has instructions on how to return to the Embedded for Kyocera Client. At this point
(before pressing the Done button), use the MFP function keys to switch to Copy, Fax, Document
Server, Scan, or Print mode as appropriate, and proceed to use the MFP normally.

Declining Balances

If declining balances are enabled for the current user each copy/fax/scan operation will debit the
account balance in real-time. Once the balance of the current user reaches zero all MFP copy/fax/
scan functions will be locked until such time that the user logs in again with a positive balance.

When you have finished using the MFP, return to the Embedded for Kyocera, and press the Done
button. At this point, all of the information is tracked to the database, and the panel interface resets
to the first screen.
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2. Configuration - Embedded for Kyocera

The following are instructions to configure Print Audit 6 with Embedded for Kyocera.

Pre-configuration checklist
If you are ready to begin configuring Print Audit 6 with Embedded for Kyocera, you have:

® |Installed the Print Audit Database Communicator, Database and Administration tools to a
computer on the network that will be on and available at all times. The Print Audit Client
should be installed on at least one workstation, to test printing and ensure that print jobs are
being tracked correctly before continuing.

® Configured Print Audit 6 for user quotas, PIN codes and validated fields to be be integrated
into Print Audit 6 Embedded.

® Used this guide to configure Print Audit 6 Embedded on the Kyocera HyPAS devices.

Overview

The Print Audit Administration tool provides the ability to configure Embedded for Kyocera on all the
MFDs in the environment using the Embedded Systems plug-in. Configure one copier for every
physical Kyocera MFD on which the Embedded Client will run.

Costs, restrictions, limits, authentication methods and custom fields may be configured for each
device.

Adding, Editing and Deleting Copiers in Print Audit 6

Use the Embedded Systems section of the Administration tool to add, edit and delete Embedded
for Kyocera copiers. A copier in the Administration tool represents a physical copier in the network.

Fie Edit View Took Groups Help

B2 New ~ [ Edit Save Delete 53 Import Expoit | &3 User Groups

Main Embedded Systems

P
[ 4| | use this section to add and configure embedded systems for your L/ o
=g walk-up copiers to work with Print Audit & E

Printer Profiles '

B Copier Serial Number Device Type

(i

<
Piinter Paper Sizes ‘

B Y

Embedded Systems
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To add a new copier:

1. Run the Print Audit Administration program.

2. Click the Embedded Systems button on the left hand side of the Print Audit Administration
window. The list of existing copiers appears on the right side. It may be necessary to scroll
the left side down to reveal the Embedded Systems button.

Click the New button on the toolbar.
Select Embedded for Kyocera from the dropdown list of devices

Press OK. The Add/Edit Embedded for Kyocera window will appear

o g > o

At minimum, a copier name and the serial number of the copier must be provided. Please
refer to the 'Embedded for Kyocera Configuration Window' section below for more
information filling out the Embedded for Kyocera window.

7. Click the Save button. The Embedded for Kyocera window closes and the copier appears in
the Copiers list.
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To edit a copier:

™= Add/Edit Embedded for Kyocl

Copier name: Il
Serial number:
Riepott as printer: =
Fepott as user: _:u
Authentication type: | <Mones v]
Pazsword Fiequire additional password
Inactivity timeout 180 [seconds)
@ l ™ Restrictions | L1 Prumpts] I Limrts} w Advanced I
Function BMw Cost | Color Cost | Paper Size Track
Frint $0.100 $0100 Letter (851 11] [}
Copy $0.100 $0100 Letter[8.5%11) &
Scan $0.100 $0.100 Letter (3.5 11) [}
Fax $0.100 $0100 Letter [8.5111] [Ei]

Edit

1. Run the Print Audit Administration program.

2. Click the Embedded Systems button on the left side of the Print Audit Administration window.
The list of existing copiers appears on the right side. It may be necessary to scroll the left
side down to reveal the Embedded Systems button.

Select the copier to be edited from the list of copiers. It appears highlighted.
Click the Edit button on the toolbar. The Embedded for Kyocera window appears.

Make any needed changes to the copier.

o g > o

Click the Save button. The Embedded for Kyocera window closes and the copier appears in
the Copiers list.

To delete a copier:

1. Run the Print Audit Administration program.

2. Click the Embedded Systems button on the left hand side of the Print Audit Administration
window. The list of existing copiers appears on the right side. It may be necessary to scroll
the left side down to reveal the Embedded Systems button.

3. Select the copier to be edited from the list of copiers. It appears highlighted.
4. Click the Delete button on the toolbar. A message appears to verify removal of the copier.

5. Click the Yes button to delete the copier. The list of copiers refreshes.
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Configuring the Kyocera MFP in Print Audit 6

This Embedded for Kyocera window in Print Audit 6 enables the configuration of all aspects of the
Embedded for Kyocera copier device. The different elements of the window are described below.

General
3 Add/Edit Embedded for K_ il
—__———————
Copier name: [
Serial number
Report az printer: E -
Repart as user: g
-

I

Authertication type: | <(Moned

Password: Require additiohal password

|nactivity timeout; 180 [seconds)

v
8 Pricing 1 Y Restrictions | L1 Prumptsl'_ﬂ leﬂs} \ Advanced 1

Function BAY Cost | Color Cost | Paper Size Track
Frint 40100 $0100 Letter [RA & 11] i)
Copy 40100 $0100 Letter [RA & 11] @
Scan $0.100 $0.100 Letter [8.5x11] [
Fax $0.100 30100 Letter[8.5x11) ]

Edit

Copier name - The name to describe the copier. Enter a name that is descriptive enough to
distinguish the copier from others. For example "Third Floor Kyocera TA3050".

Serial number - The serial number of the Kyocera MFD. NOTE: the serial number is case-sensitive
and must match the serial number of the Kyocera MFD that the Embedded Client is installed on.

Report as printer - Use this to select an already existing Print Audit printer with which to associate
the copier. For example, if there is an MFD in the office that users print to which is already in the
Print Audit database, choose that MFD here for the copier so that all transactions are reported as
the same printer. If a printer is not selected here, Print Audit will record transactions for this copier
as the copier name.

Report as user - Use this to select an existing Print Audit user whom to associate all jobs from this
copier. Use this functionality to still have individual user authentication, but for reporting purposes
report all jobs to a single user.

Authentication type - Select how the user will authenticate to the copier before they can do
transactions. The authentication type determines how a user identifies themselves to the copier
before they can do a transaction. The following options are available:

® None - Users do not have to authenticate before using the copier. All transactions are
recorded to the generic Kyocera_Embedded user.

® PIN code - Users must enter their Print Audit PIN to access the copier.
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® Card Reader - Users must use their proximity card or swipe card to access the copier

® Card Reader or PIN - Users must use their proximity / swipe card or enter their Print Audit
PIN to access the copier.

Require additional password - Check this box to require the user to enter an additional (optional)
password before they can authenticate using the Authentication type selected above.

Pricing tab
e
S
|| Copier name: l
Serial number:
Repott as printer: =
Fepoit as user ...Q..

Authentication type: | <Monez v]

Password Fiequire additional password

Inactivity imeout: 180 [seconds]

£l

'1 Restric‘tiuns] |L|ylr Prumpis] l_ﬁ Limrts} Advanced I

Function B Cost | Color Cost | Paper Size Track
Frint $0.100 $0100 Letter [3.5111)
Copy $0.100 30100 Letter[3.6111)
Scan $0.100 30100 Letter [8.5x11)
Fax $0.100 $0100 Letter [3.5411)

Edit

This tab contains the pricing for each function on the copier.

To edit the pricing for a particular function:

1. Clear the "Track" column for the function to disable the tracking of transactions of that type.

2. Select from the list the function that is to change and click the Edit button. The Configure
Pricing and Paper Size Window appears.

3. Set the pricing as it makes sense for this copier in the organization.

4. Click the Done button. The Configure Pricing and Paper Size Window closes.
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Copier hame:

Serial number:

Fiepoit as printer:

Fepoit as user

=

Authentication type: [ <Mone

Password [ Require additional password

Inactivity imeout: 180 [seconds]

Function Type
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Restrictions tab (only with Print Audit 6 Rules)
Choose to restrict access to the copier based on which user group a user belongs to.

Add button - Click this button to add a new restriction. The Configure Restriction Group window
appears.

Remove button - Click this button to remove a restriction.

Prompts tab (only with Print Audit 6 Recovery)
(== A Edit Embedded for K_

Serial number:
Report as printer: g
Apply
Report as user: &
5

Authentication ype: | <Mone

Paszword, Require additional password

Inactivity timeaut: 180 [geconds)

E Pricing 1 -‘1 Restrictions "-ﬂr

s}fﬁ lertsw W Arh'ancedl

[] Use custom figlds from the wser profile if present [ &l comments

Include | Cugtom Field

oEEEE]

This tab is only relevant when using Print Audit 6 Recovery for the charge-back of printing.

® For each Activity the user can be required to enter values for Custom Fields. Custom Fields
are setup in the Custom Fields section of the Print Audit Administrator. On this tab, select
from any one of the Custom Fields configured and define a custom prompt for each one.

® Use custom fields from the user profile - Check this box to override the default custom field
choices with the custom fields set in a user's User Profile.

¢ Allow comments - Check this box if the user can enter general comments about the job.

® Custom fields - The custom fields list contains all custom fields that have been defined. To
use a custom field for the activity, check the Include checkbox.
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Limits tab (only with Print Audit 6 Rules)

| P Add/Edit Embedded for Kyocera

Copier hame: | Save I

Serial number: Close

Repott as printer: =3 |
—

Fepoit as user & |

Authentication type: [ <Mone v]

Password [ Require additional password

Inactivity imeout: 180 [seconds]

Pricmgl a Restric‘tiunsl L4l Prompts ﬁa

Usze limits from the user profile i present

Function Type | Limit Type tessage Title

[ Add ] | Edit | | Remove

This tab is only relevant when using Print Audit 6 Rules to enforce rules-based printing.

Use limits from the user profile - Check this to use limits defined in a user's profile instead of the
limits defined here.

Add - Click this to add a new printing limit.
Edit - Click this to edit an existing limit.

Remove - Click this to remove an existing limit.

Advanced tab
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= Add/Edit Embedded for Kyocl
Copier hame: |
Serial number:
Fiepoit as printer: E
Fepoit as user i

Authentication type: | <Monez

Password Fiequire additional password

Inactivity imeout: 180 [seconds]

3 Pricing 1 5] Restrictiuns] gl Prumpls] ['fy Limits

Logaing Information Device Configuration

LogIP: 192.168.0.1 | Port: 7001
Log Port: 9993 Edit Configuration

Apply To Device

Logging Information

Log Level - Use this drop down box to change amount of information the Embedded Client will log.
Unless instructed to change this setting by technical support, leave this set to Errors Only.

Log IP - Enter the IP address where the logger application is located. The device will direct logging
information to this address.

Log Port - Enter the port number the device will use to transmit logging information.
Device Configuration
Device IP- Enter the IP Address of the device being set up and configured.

Port - Enter the port number that will be used to receive the configuration information when it is
pushed to the device. Must be set to 7001. Ensure the port is open and enabled if a firewall has
been activated on computer.

Edit Configuration - Click this to edit the configuration information.

Apply To Device - Click this to send the configuration information to the IP address and port
specified above.

Edit Configuration
Use this feature to remotely configure a device for use with Print Audit 6 and Print Audit Secure.
Save - Click this to save data and return to Add/Edit Embedded for Kyocera window

Cancel - Click this to cancel any changes made and return to Add/Edit Embedded for Kyocera
window

Apply To Device - Click this box to send configuration information to the device
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Communicator Settings

Enable PAG:

Address:

Fort:

Timeaut [millizeconds):
Use 55L:

Use GZip:

PABServer
17520

5000 [milliz=conds)

PRINT AUDIT (

The Print Management Company

Edit Device Confi E

Communicator Settings I Display Settings } PA Secure Semn;s]

Save
Cancel

Apply To Device

Ready

Enable PAG6 - Check this box to enable device to use Print Audit 6

Address - Enter the hostname or IP address of the server hosting the Print Audit 6 Database

Communicator

Port - Enter the port number used to send and receive data with the Database Communicator

Timeout - Enter the time, in milliseconds, to wait while communicating with the Database

Communicator.

Number of Grid Columns: - 2

Display Surmary Page:  []

1 PA Secure Seﬂings]

Edit Device Confi E

Communicator Settings | Display Settings :

Save
Cancel

Apply To Device

Ready

Display Settings

Display Summary Page - Check this box to enable Print Audit Embedded to display a summary of
user selected custom fields and user balances (if features are enabled)

Number of Grid Columns - Enter the number of columns to use when displaying values in a table.
Print Audit Secure Settings
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Erocerss )

Communicator Settings ] Display Settings F‘ ecureSettlngs1
Enable P& Secure:  [7]
P& Secure Server Location:  hitp:// fwebservices!
Apply To Device

Ready

Enable PA Secure - Check this box to enable device to use Print Audit Secure

PA Secure Server Location - Enter the location of the Print Audit Secure server

Repeat the above steps for each Kyocera MFP on which Embedded for Kyocera will be used. The
Troubleshooting section of this document should be consulted if there are issues running the panel.
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3. Using Card Readers - Embedded for Kyocera

Embedded for Kyocera allows the use of proximity cards for user authentication. Please note there
is some additional configuration required in order to support proximity cards. To configure the
Kyocera Embedded to use Swipe Cards, the Authentication type must be set to "Card Reader" or "
Card Reader or PIN Code" as indicated in the "Adding, Editing and Deleting Copiers in Print Audit 6
" section of previous Configuration module.

NOTE: The Kyocera Card Authentication Kit is required. This component is purchased separately
from your Kyocera dealer to use . Please contact them for additional information on obtaining a
License Key for the Card Authentication Kit and the installation procedure for your Kyocera device.

Configuring Card IDs in the Print Audit Administrator

Before proximity cards will be recognized as valid, they must be configured in the Print Audit
Administrator.

® Launch the Print Audit Administrator.

® Click on the Users icon on the left hand side of the screen.

® Double-click on the user you want to assign a proximity card ID to.
¢ Enter their proximity card ID number into the PIN code field.

® If you did not enable Facility (FAC) codes when you provisioned the card readers, enter the
card ID number only. In many cases this number is 5 digits or less, although it may be longer
in some installations.

® If you enabled Facility (FAC) codes when you provisioned the card reader, enter in the
Facility (FAC) code, followed by a -, and then the card ID number. For example, if the Facility
(FAC) code is 176 and the ID number is 12345, you would enter 176-12345.

® |f a user's ID number or the Facility (FAC) code starts with one or more zeroes, do not enter
the leading zeroes when you are entering the numbers into the PIN Code field. For example,
if a card ID number is 00793, enter 793.

® Click the Save button to save the user.

® You may also import a large number of IDs at once from a CSV file using the import
functionality in the Administrator. See the help in the Administrator for more information on
assigning PIN codes (card IDs) to users.
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4. Using Embedded for Kyocera with Print Audit 6

The Embedded for Kyocera Client is very easy to use. It will first prompt for required identification
or billing information, before enabling the device for copy, scan, fax, or print functionality. Once the
desired function is complete, return to the panel and complete the session, otherwise the MFP will
timeout the session. When the session ends, the copy, scan, fax, or print transaction is sent to the
Print Audit 6 database, and the Embedded Client resets to be ready for the next user.

The standard set of steps to using Embedded for Kyocera to track job information is as follows:
1. Start the Transaction - Press the Start button on the screen. The Embedded Client retrieves

its configuration and proceeds to prompt for the required information. The Cancel button can
be used at any time to return to the Start screen.

2. Authenticate - If configured to ask for a PIN Code, the Embedded Client displays a login
screen. To login:

a. Press the PIN Code button. An input form displays.

b. Enter a PIN Code using the Kyocera keyboard or the touch screen.
c. Press the OK button to accept the input.

d. Press the OK button on the Login screen to validate the PIN Code.

3. Enter Custom Field Information - If configured to ask for Custom Field information, the
Embedded Client will prompt for on or more values from the user. To enter values for a
searchable field:

a. Press the button on the touch screen that corresponds to the Custom Field Name.
b. Enter a full or partial code on the screen and click OK.

c. If only one match is found for the field, the Embedded Client asks for the next Custom
Field value if any is configured.

d. If Print Audit finds more than one match, a list of values will display. Use the touch
screen to navigate through the values.

e. When the desired value is found, press the button corresponding to the value. It
appears highlighted.

f. Press the OK button to accept the value.
g. Press the OK button again to move to the next screen.
4. To enter values for a non-searchable field:
a. Press the button that corresponds to the desired value. It appears highlighted.

b. Use the arrows on the touch screen to navigate through the choices.
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c¢. Press the OK button to accept the value. The Embedded Client will request the next
Custom Field value if any is configured.

5. Enter any Comments - If configured, the Embedded Client will request any Comments for
the job. Press OK if to proceed without entering comments. To enter comments:

a. Press the Comments button on the touch screen. An input form appears.
b. Use the input form to enter comments.

c. Press the OK button to close the input form.

d. Press the OK button on the Comments screen to accept the comments.

6. Verify Selections - After all information has been input, a summary screen appears showing
the current balance if any, along with the custom values selected. Press the OK button to
accept the selections and begin the job.

7. Complete the Job - After the job is completed, press the " (Logout)" button on the Kyocera
MFP keypad. This completes the transaction, and transmits the job information to the Print
Audit database. If the " (Logout)" button is not used to end the session, the Kyocera MFP
will eventually timeout the session, return to the Start screen and transmit the job information
to the Print Audit database.

® Note: Declining balances

If declining balances are enabled for the current user, each MFP operation (copy/fax/scan)
will debit the account balance in real-time, however it is not possible to restrict that user
from exceeding their account balance in real time.

If the user logs in with an active balance, they are authorized to use all device functions,
even if the transactions exceed their minimum allowable balance. However, if a user logs
in with an account at or below the minimum allowable balance, they will be restricted from
performing any MFP functions until such a time that the user logs in again with a positive
account balance.
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5. Using Embedded for Kyocera with Print Audit Secure

The Print Audit Secure Embedded for Kyocera Client is very easy to use. It will first prompt for
required information. The prompts which appear are dependent on how the Secure Embedded
Client is configured. Once the prompted information is provided, the device will release the secure
job(s). Then the Secure Embedded Client resets to be ready for the next user. If the session is not
manually finished, the Kyocera MFP will timeout.

Following are the standard set of steps to using Secure Embedded for Kyocera to release a
print job.

1. Authenticate
1. PIN Code authentication - If configured to request a PIN Code, the Secure Embedded
Client displays a login screen. To login:
a. Click on the Pin Code Field
b. Enter a PIN Code using the Kyocera keyboard or the touch screen.
c. Press the Login button to accept the input.

2. Authenticate with a Username - If configured to ask for a Username, the Secure Embedded
Client displays a login screen. To login:

a. Click on the Username Field

b. Enter a Username

c. Click on the Password Field

d. Enter a Password

e. Press the Login button to accept the input.

3. Authenticate with a swipe card - If configured to ask for a swipe card, the Secure
Embedded Client displays a login screen. To login:

a. Swipe a card in a card reader attached to the MFP.

2. Release Print Jobs

1. To release all the compatible print jobs, click the Release All button.
2. To release only certain jobs, press the checkbox next to the jobs to be released.

3. Click the Release button. The selected job(s) will now print.
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3. Delete Print Jobs

To delete print jobs, press the checkbox next to the jobs to be remove and press the Cancel button.
A confirmation dialog will appear. Press OK to delete the job or Cancel to return to the Jobs List.

4. Refresh Job List

To force the MFP to reload the secured jobs list, press the Refresh Jobs List button.

5. Complete the Job

When finished releasing print jobs, press the Logout button on the Kyocera MFP screen. This will
notify Print Audit Secure that the transaction is complete. If this step is not completed, the Kyocera
MFP will eventually reset back to the Start screen.
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6. Troubleshooting - Embedded for Kyocera

Please refer to this section if issues are encountered with the operation of Embedded for Kyocera.
If a resolution is not found in this section, please contact Print Audit technical support.

Embedded for Kyocera application goes straight to the Copy Screen after pressing the
START button.

Possible causes of this issue are:
®* The Embedded for Kyocera application has been installed but not properly configured

® The Embedded for Kyocera application is unable to connect to the Database Communicator
component

®* The Embedded for Kyocera license is not valid
1. The Embedded for Kyocera application has been installed but not properly configured.
Please check the following:

a. an entry exists in the Print Audit Administrator Embedded Systems for the Kyocera
device

b. the Serial Number for the Kyocera device has been entered incorrectly. The serial
number must match the Kyocera device's and is case-sensitive

c. the IP address or port entered for the Kyocera device are correct

d. the Print Audit 6 and\or Print Audit Secure settings have been entered correctly and
applied to the device successfully

2. The Embedded for Kyocera application is unable to connect to the Database Communicator
component. Please check the following:

a. the Database Communicator service is running

b. the IP address and port of the Database Communicator those configured in the
Embedded for Kyocera settings in the Print Audit Administrator

3. The Embedded for Kyocera license is not valid. Please check the following:

a. there is one Kyocera Embedded (HyPAS) license for each device running Embedded
for Kyocera present in the "Connectors and Addons" tab in the Print Audit
Administrator licensing

b. the Database Communicator service has been restarted since the Print Audit License
Key was activated

c. the Print Audit License Key includes the appropriate number of Embedded for Kyocera
licenses
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The card reader beeps and the LED light turns green but Embedded for Kyocera does not
authenticate:

1. check to see that the Kyocera Card Authentication Kit has been successfully configured and
licensed
2. check to see that the Kyocera device has been configured to use "Card Reader" or "Card
Reader or PIN"
A Kyocera device that previous showed in Kyocera Net Viewer is no longer visible.

If you delete a device in the Kyocera Net Viewer device list, Net Viewer automatically adds it to the
Excluded Devices list. In order to display the device again, go to Device --> Discovery — Show
excluded devices. Click on "Include device" to re-add it to list of discovered devices.

The Kyocera device can't see the Embedded for Kyocera installation package or displays an
error message.

The flash drive (thumb drive) must be formatted for "FAT32" for the Kyocera to recognize it. If the
drive is not formatted as FAT32, the Kyocera may emit a warning beep or display an error "The
removable memory is not formatted - Cannot recognize the removable memory".

The images and text are out of alignment when running Embedded for Kyocera on a small
screen Kyocera device.

Issue: When running the Embedded for Kyocera on a small screen device, the images and text are
out of alignment.

Solution: Make sure that you are running Print Audit Embedded for Kyocera 1.1.0 or better. Print
Audit Embedded for Kyocera 1.0.0 supported large screen (8.5 in.) devices.

Print Audit Embedded for Print Audit 6
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Embedded for Lexmark Documentation

Print Audit Embedded installs directly onto supported Lexmark multifunction peripherals, allowing
users to control and recover all printing, copying, faxing and scanning costs. Review the
documentation below for help installing and configuring Print Audit Embedded.

You can also use our Knowledge Base to find more information.

Browse Documents:

Browse Other Product Documentation:

Print Audit 6 Infinite Device Management Print Audit Secure Rapid Assessment Key Embedded for
Sharp
Embedded for Kyocera Mita Embedded for Lexmark Embedded for Xerox Embedded for HP

Copy Audit Touch Copy Audit Numeric

Embedded for Lexmark-Install and Setup

Print Audit Embedded for Lexmark is used alongside Print Audit 6 to provide authenticated access
to Lexmark MFPs, for the purpose of securing device functionality, and tracking usage. Users must
authenticate at the MFP by login, PIN, or card swipe identification, before they may access MFP
functions.

When additionally used in conjunction with Print Audit Secure, users will also be able to select and
release secure print documents directly from the MFP panel.
This guide provides instructions to install and configure Embedded for Lexmark with Print Audit 6.

When used with Print Audit 6, Embedded for Lexmark will track:

Print Audit Embedded for Print Audit 6 109
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® walk-up copying
® scanning
® faxing
When Print Audit Secure is added, Embedded for Lexmark can additionally provide:
® secure release of all printing

® Follow Me printing

Components

Embedded for Lexmark consists of two main components:

1. Print Audit 6 - Embedded for Lexmark Configuration:

Embedded for Lexmark is configured using the Embedded Systems plug-in for the Print Audit 6
Administration tool. Support for Embedded for Lexmark exists in Print Audit 6.9.0 or newer.

2. Embedded Client:

This software runs on the MFP. The Embedded Client provides a user interface directly on the
panel of the Lexmark MFP to enable the tracking of copies, scans or faxes.

In addition to tracking the number of pages in a copy, scan, fax, or print job, the Embedded Client
tracks additional information about the job. For example, the Embedded Client can request a PIN
Code from the user to identify and track who is creating the photocopy. Or, it can request a Client
Code to identify which customer or cost center should be billed for a fax transmission.

Print Audit 6

Print Audit 6 is a client application that tracks all printing directly from the desktop where the print
job was issued. Every job, along with its attributes, are collected and stored in the Print Audit
database, where it is available for reporting on printing volume and trends.

Print Audit 6 is available in 3 different modules, Analysis, Rules, and Recovery, which respectively,
enable Analysis Reporting from the collected print data, the ability to create printing rules for
rules-based printing, and the ability to allocate the cost of print jobs to a user, customer, or cost
center.

When used with Embedded for Lexmark, Print Audit 6 can also track copy, scan, and fax jobs.

Print Audit Embedded for Print Audit 6
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Print Audit Secure on Sharp OSA-enabled device

Print Audit Secure allows for print jobs to be held on the server until an authenticated user releases
them from the MFP panel, or from a Print Audit Secure release station. When a printer is managed
by Print Audit Secure, incoming print jobs are prevented from being automatically output, by holding
them in a secure queue on the server. When used with Embedded for Lexmark, users will
authenticate at the MFP, view their held jobs on the MFP panel, select one or more jobs and
release or delete them directly from the MFP front panel.

Authentication Devices

Print Audit Embedded for Lexmark supports Authentication Devices, such as swipe card or
proximity card readers, within an Embedded for Lexmark environment. When an Authentication
Device is configured in an environment with Embedded for Lexmark, users must authenticate at an
Authentication Device before they are allowed to access the supported Lexmark MFP controlled by
the device.

Licensing

To enable the Print Audit Embedded for Lexmark the following is required:

1. One Print Audit Embedded for Lexmark license per controlled Lexmark MFP - Print
Audit, Embedded for Lexmark is licensed on a per-MFP basis. To install Embedded for
Lexmark on 15 MFPs, licenses must be purchased for each of the 15 MFPs. MFP licenses
can be purchased as part of any Print Audit license, and are additional to the Print Audit 6
client licenses needed to track print jobs originating from Microsoft Windows and Apple
Macintosh workstations. In the event that there are insufficient licenses, Print Audit will stop
tracking some or all of the MFPs—MFPs will continue to function as normal, but no
information will be tracked.
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2. Print Audit 6.9.0 or higher - Print Audit Embedded for Lexmark requires Print Audit 6 to
configure the MFPs. Consult the Print Audit 6 Installation Guide for more information.

Optional

1. Print Audit Secure 1.1 or higher - Consult the Print Audit Secure Installation instructions for
more information.

2. One Authentication Device per Lexmark MFP- Print Audit Embedded for Lexmark
supports optional proximity and contactless smart cards for authentication via a USB Reader.
Users can enter validation data by presenting the card at the card reader. If an authentication
devices are to be used in the environment, one authentication device is required per MFP.
Note: Please contact your Lexmark representative for additional assistance when setting up
the card reader.

Limitations

Print Audit Embedded would ideally function identically across all makes and models. However,
due to differences among the proprietary platforms, it is sometimes not possible to implement all
features and functionality of the product. The following are a list of known limitations, when using
Print Audit Embedded for Lexmark:

1. Assigning Limits - Assigning Limits in the Embedded for Lexmark plugin based on the
Function type is not supported. However, limits from a User profile can be applied if the
check box is selected.

2. Cost Allowances: There is no method to preventing a user from exceeding their account
limit, if there was available credit in their account when they logged in. If they exceed their
limit, they could go beyond their minimum balance. However, if the user attempts to login with
no available balance, they will be denied from using the device.

1. Installation - Lexmark

This section only addresses the installation requirements and configuration of Print Audit 6 for use
with Embedded for Lexmark. For complete instructions on installing and configuring Print Audit 6,
please refer to the Print Audit 6 Installation information found online. Refer to that documentation to
perform the following steps to install Print Audit 6 in conjunction with Print Audit Embedded for
Lexmark.

Print Audit Embedded for Print Audit 6
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Before you Install

System Requirements
®* Lexmark embedded Solutions Framework (eSF) 2.0, 3.0 or 4.0

® MS-SQL Server 2005 Express or better - running embedded applications on with an
Access database is not recommended.

® Print Audit 6.9 or newer* - The Print Audit 6 Database Communicator, Database, and
Administrative tools must be installed on a Windows 2000 or newer computer

® Optional - Print Audit Secure 1.1 or better is required to use the Print Audit Embedded for
Lexmark with Secure Server options

The latest versions of the Print Audit 6 and Print Audit Secure software are available from the Print
Audit website.

Pre-Installation Steps

1. Obtain a Print Audit Embedded for Lexmark license for each MFP you need to install on
2. Install and configure Print Audit 6 with the appropriate licensing
3. Download the Print Audit Embedded for Lexmark from the Print Audit web site

4. Create the record for the MFP in the Print Audit Administrator Embedded section

Steps to install

1. Install the Embedded Solution to MFP
2. Create the Security Template
3. Set the Access Controls

4. Configure Print Audit 6 and Print Audit Secure Server Settings

Install the Embedded Solution to MFP
Using a web browser, open the Lexmark MFP web interface

Select Settings from the menu of the left

Print Audit Embedded for Print Audit 6


http://www.printaudit.com/software-updates.asp
http://www.printaudit.com/software-updates.asp

www.printaudit.com

LEXMARK

Settings

PRINT_AUDIT

The Print Management Company

Power Saver

Black Cartridge
Low

Refresh

Lexmark X734de
Address: 192.168.0.70
Contact Name:
Location:

Settings
Default Settings

General Settings
Bookmark Setup
Gopy Settings

Fax Settings
E-mail/FTP Settings
Print Settings

Paper WMenu

Other Settings

MNetwork/Ports

Update Firmware
Security

E-mail Alert Setup
Manage Shortcuts
Intervention Management
Import/Export

Color Samples
Embedded Solutions

Select Embedded Solutions under Other Settings

Settings

Installed Solutions State License
)] S BETA - Debug Application Running None Required
o g Remote Operator Panel Running None Required
(] a USB My MFP Application Running MNone Required

Click the Install button
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J Solutions H System || Network License ‘
Install A New Solution

Solution Install File

Choose File | Mo file chosen
Start Install

Status

Settings

@)
=
QL
=
=3
®
0
=
o
o
7
®
I
o
o
=
=
o
=

chense|

| solutions || System ||
Install A New Solution

Solution Install File

Choose File | No file chosen
Com

X

 Star nstall | Retum |

() [ = LocalDisk () + LES-sdieESSA3041 » target » jors » lexmarkembedded ~ [ 43 |[ Search lexmarkembedded |
Organize = New folder =~ 0 @
=
Cl Recent Places = Name Date modified Type Size
Deskt
: DS Tp o [Eiemerkembedded 6/6/201411:20 AM  FLS File 2335K8
i DWT oace , 2] lexmarkembedded 6/6/20141119 AM  Executable Jar File 587 KB
it
evelopment (2] [ lexmarkembedded_desc 6/6/201411:19 AM XML Document TKB
~ . PermissionReport 6/6/201411:19 AM  Text Document 1KB
ibraries
[Z) Documents
&' Music £
|E=] Pictures
Subversion
B8 Videos

1% Computer
&, Local Disk ()
¢ departmentDocs

o

File name:

- | [AllFiles -

R ————

From the Open dialog, select the lexmarkembedded.fls file and click the Open button

Settings

J Solutions H System H Network License |
Install A New Solution

Solution Install File

Choose File | lexmarkembedded fls
Start Install

Status

Click the Start Install button
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The install may take up to a minute. When the installation is done, you will see the message:
The following solutions were successfully installed.

Print Audit Lexmark Embedded

Create the Security Template
Go to the Lexmark MFP panel

192.168.0.70 10:29 AM 08-06-20

 |Power Saver. Remote Operator Panel Activat...

ouch any button to begin.

Go to Menus
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Menus

Supplies Menu

Paper Menu

=
=
Reports
Network/Ports H
Security H
Settings H E

Select Security

Menus —> Security

Edit Security Setups

Miscellaneous Security Settings

Confidential Print

Disk Wiping

Security Audit Log

Set Date and Time

Select Edit Security Setups

Print Audit Embedded for Print Audit 6 1 17
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Menus —> Security —> Edit Security Setups

Edit Backup Password

Edit Building Blocks

Edit Security Templates

Edit Access Controls

Select Edit Security Templates

Menus —> ... —> Edit Security Setups —> Edit Security Templates

. Displaying 0-0/0

Click the Add Entry button

Print Audit Embedded for Print Audit 6 1 18
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Name

PrintAudit_

Create a name for the PrintAudit Security Template (use PrintAudit), and click the Next button

Authentication Setup

Internal_Accounts_Building_Block

PAM Example - AuthMN and AuthZ E

PAM Example - AuthMN Only

PAM Example - Group AuthZ E

PrintAudit Authorization Service

Displaying 1-5/5

Select PrintAudit Authorization Service , and click the Next button

Print Audit Embedded for Print Audit 6 1 19
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Authorization Setup

MNone

PAM Example - AuthN and AuthZ

PAM Example - Group AuthZ

PrintAudit Authorization Service

Blic lo o

Displaying 1-4 /4

Select PA Group and click the Next button

Set Groups

P& Group

Displaying 1-1/1

The PrintAudit Security Template is now created

Print Audit Embedded for Print Audit 6 120



PRINT_AUDIT £}

www.printaudit.com The Print Mandgement Company ot

Menus —> ... —> Edit Security Setups —> Edit Security Templates

PrintAudit

Displaying 1-1 /1

Set the Access Controls

Using a web browser, open the Lexmark MFP web interface

Print Audit Embedded for Print Audit 6
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Eariae S Lexmark X734de
LEXM ARK  [s1ack caztriace Address: 192.168.0.70
’ i Low Contact Name:
Refresh Location:
Settings
Default Settings Other Settings
General Settings Metwork/Ports
Bookmark Setup Update Firmware
Gopy Settings Security
Settings Fax S_emngs E-mail Alert Setup
E-mail/FTP Settings Manage Shortcuts
Print Settings Intervention Management
Paper WMenu Import/Export

Color Samples
Embedded Solutions

Select "Settings" from the menu on the left

Select Security under Other Settings

LEXM\RK

Power S5aver

Black Cartridge

Lexmark X734de
Address: 192.168.0.70

Settings

Low Contact Name:
Refresh Location:
Settings
Security
Security Setup

Miscellaneous Security Settings
Schedule USB Devices
Confidential Print Setup
Disk Wiping

Certificate Management
Security Audit Log

Set Date and Time
802.1x

TCPIP Port Access
IPSec

SNMP

View Security Summary

Select Security Setup under Security
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B

Security Setup

Device Status
—Basic Security Setup

Scan Profile Use the Basic Security Setup to limit access to the configuration menus via the operator panel and the embedded web server.

Applying this setup may overwrite a previous configuration.
Copy Printer Settings Ry .0y p ¢

ﬁ Authentication Type Password =

= ———— Password Range: 8 - 128 characters
Hopos Re-enter password
Links & Index Apply |

Applications
—Advanced Security Setup Additional Security Setup Options-
@rder Siinatice Step 1: Configure & Secunty Building Block: The Backup Password provides access to the Security Menus
ga "Building Blocks" are the various methods for getting user credentials. regardless of the assigned protection method or the availability of that
PIN LDAP NTLM method {such as an LDAP server or a network being down)
Password LDAP+GSSAPI Kerberos 5 Backup Password

Internal Accounts
Guided Security Setup
Step 2: Sef up a Security Template.

Security Templates are used to restrict access, and are made from 1 or more Building Blocks .

one or more Access Control
Choose from available Security Templates to't® Qaiitil #fiCtions or menus, or to disable

Step 3: Apply your Securify Template
functions entirely.

Select Access Controls

EEEr BEE Lexmark X734de
LEXM‘\RK HlzE frrEriiee Address: 192.168.0.70
= Low Contact Name:
Refresh Location:
Settings Menu Remaotely Mo Security ¥
Device Status Metwork/Ports Menu at the Device Mo Security ¥
MNetwork/Ports Menu Remotely Mo Security ¥
Scan Profile Manage Shortcuts at the Device Mo Security ¥
Copy Printer Settings Manage Shortcuts Remotely Mo Security ¥
Flash Drive Print Mo Security ¥
Settings Flash Drive Color Printing Mo Security ¥
Reports Flash Drive Scan Mo Security ¥
Flash Drive Firmware Updates Mo Security ¥
Links & Index Web Import/Export Settings Mo Security ¥
Applications Copy Function Mo Security ¥
Copy Color Printing
Order Supplies Color Dropout | PrintAudit
E-mail Function Mo Security ¥
Fax Function Disabled v
Release Held Faxes Mo Security ¥
FTP Function Mo Security ¥
Held Jobs Access Mo Security ¥
Use Profiles Mo Security ¥
Create Bookmarks at the Device Mo Security ¥
PictBridge Printing Mo Security ¥
eSF Configuration Mo Security ¥
Remote Management Mo Security ¥

From the Edit Access Controls page, you can set MFP functions to use the PrintAudit security
template, by selecting PrintAudit from a functions drop down control. The following functions should
be set for the Lexmark PrintAudit embedded to work properly.
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- Flash Drive Print
- Flash Drive Scan
- Copy Function

- Email Function

- Fax Function

- FTP Function

When you have completed setting the PrintAudit security template for the access controls, click the
Submit button.

Configure the Print Audit and Print Audit Secure Settings

Basic Print Audit and Print Audit Secure settings can be applied through the Lexmark MFP
Embedded webpage. These settings can also be applied through the Lexmark Embedded plugin in
the Print Audit Administrator in addition to Advanced settings. Please see the <> below for further
details.

Using a browser, open the Lexmark MFP Embedded web page
Select Settings from the menu of the left

Select Embedded Solutions under Other Settings

Click on the link "Print Audit Lexmark Embedded"”

Click on the "Configure" tab

| solutions || System || Network License |
Device Status Print Audit Lexmark Embedded

Scan Profile ﬁ’

Information Configure License

Copy Printer Settings

Communicator Settings [
Settings

- — Enable PAG D e
Reports Communicator IP (7]
Links & Index Communicator Port 17520 (2]
AvDicalions Communicator Timeout 5000 Q
Secure Server Settings 2]
Order Supplies Enable Secure Server r @
Secure IP [ (2]

Test r 7 Import | VExporl | Restore Defaults i Reset i [ Apply I

Communicator Settings

® Enable PAG - Enable tracking through Print Audit 6. Disabling this option removes the Print
Audit 6 icon from the Lexmark MFP panel.

¢ Communicator IP - IP Address of the computer running the Database Communicator.
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® Communicator Port - the port used to communicate with the Database Communicator. The
default port is 17520.

¢ Communicator Timeout - the timeout value in milliseconds that the Embedded application
will wait to communicate with the Database Communicator before a timeout occurs.

Secure Server Settings
® Enable Secure Server - Check this box to enable device to use Print Audit Secure Server.

® Secure IP - Print Audit Secure Server Web Site Location. The format is <
SECURESERVERNAME>/pasecure/ where <SECURESERVERNAME?> is either the
Hostname or IP address of the computer running the Print Audit Secure Server application.
For example, if the Secure Server name is "10.10.10.10." , the Secure IP set up would be
10.10.10.10\pasecure. Please note that "http://" is not required and if pre-populated should
be removed.

When finished the configuration, click on "Apply" to save changes.

2. Configuration - Embedded for Lexmark

The following are instructions to configure Print Audit 6 with Lexmark Embedded.

Pre-configuration checklist
If you are ready to begin configuring Print Audit 6 with Embedded for Lexmark, you have:

¢ Installed the Print Audit Database Communicator, Database and Administration tools to a
computer on the network that will be on and available at all times. The Print Audit Client
should be installed on at least one workstation, to test printing and ensure that print jobs are
being tracked correctly before continuing.

® Configured Print Audit 6 for user quotas, PIN codes and validated fields to be be integrated
into Print Audit 6 Embedded.

® Used this guide to configure Print Audit 6 Embedded on the Lexmark eSF-enabled devices.

Overview

The Print Audit Administration tool provides the ability to configure Embedded for Lexmark on all
the MFDs in the environment using the Embedded Systems plug-in. Configure one copier for every
physical Lexmark MFD on which the Embedded Client will run.

Costs, restrictions, limits, authentication methods and custom fields may be configured for each
device.

Print Audit Embedded for Print Audit 6
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Adding, Editing and Deleting Copiers in Print Audit 6

Use the Embedded Systems section of the Administration tool to add, edit and delete Embedded
for Lexmark copiers. A copier in the Administration tool represents a physical copier in the network.

£J Print Audit 6 Administration |E’@

File Edit “iew Took Groups Help

I_Z_E Mew - 75 Edt V Save M Delete @1 ) (4 Import 2 Export | &3 User Groups
Wain Embedded Systems

._‘_'_‘J. :j Use this section to add and configure embedded systems for your
walk-up copiers to work with Print Audit 6

Frinters

Copier | Serial Number Device Type

2

User Profiles

é -~
m

Copy Audit

g

Copy fudit Touch

Embedded Systems

Advanced >

To add a new copier:

1. Run the Print Audit Administration program.

2. Click the Embedded Systems button on the left hand side of the Print Audit Administration
window. It may be necessary to scroll the left side down to reveal the Embedded Systems
button.

3. Click the New button on the toolbar. The "Select Device Type" Window appears. From the
drop down menu, select "Embedded for Lexmark".

4. At minimum, a copier name and the serial number of the copier must be provided. Please
refer to the 'Embedded for Lexmark Configuration Window' section below for more
information filling out the Embedded for Lexmark window.

5. Click the Save button. The Embedded for Lexmark Window closes and the copier appears in
the Copiers list.

To edit a copier:

1. Run the Print Audit Administration program.

Print Audit Embedded for Print Audit 6
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2. Click the Embedded Systems button on the left hand side of the Print Audit Administration
window. It may be necessary to scroll the left side down to reveal the Embedded Systems
button.

Select the copier to be edited from the list of copiers. It appears highlighted.
Click the Edit button on the toolbar. The Embedded for Lexmark Window appears.

Make any needed changes to the copier.

o g > »

Click the Save button. The Embedded for Lexmark Window closes and the copier appears in
the Copiers list.

To delete a copier:

1. Run the Print Audit Administration program.

2. Click the Embedded Systems button on the left hand side of the Print Audit Administration
window. It may be necessary to scroll the left side down to reveal the Embedded Systems
button.

3. Select the copier to be edited from the list of copiers. It appears highlighted.
4. Click the Delete button on the toolbar. A message appears to verify removal of the copier.

5. Click the Yes button to delete the copier. The list of copiers refreshes.

Configuring the Lexmark MFP in Print Audit 6

This Embedded for Lexmark window in Print Audit 6 enables the configuration of all aspects of the
Embedded for Lexmark copier device. The different elements of the window are described below.
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General

™= Add/Edit Embedded for Lexmark
Y

Copier hame: | Save |

Senial number: Cloge |

Report as printer; = S

| Apply |

Report ag uger: _?_'

Authentication type: I<N0ne> - |

Paszzword: Require additional password

\ v

B3 Fricing l J F‘.estrictiunsl R Prumpts] I:I Lim'rts1 Advancedl

Furiction B Cost | Color Cost | Paper Size

Print $0.100 $0100 Letter (8.5 % 11)
Copy $0.100 30100 Letter (8.5 %11
Scan $0.100 30100 Letter (8.5 % 11)
Fax $0.100 40100 Letter [8.5%11)

Copier name - The name to describe the
copier. Enter a name that is descriptive enough to distinguish the copier from others. For example "
Third Floor Lexmark MX-7000N".

Serial number - The serial number of the Lexmark MFD.

Report as printer - Use this to select an already existing Print Audit printer with which to associate
the copier. For example, if there is an MFD in the office that users print to which is already in the
Print Audit database, choose that MFD here for the copier so that all transactions are reported as
the same printer. If a printer is not selected here, Print Audit will record transactions for this copier
as the copier name.

Report as user - Use this to select an existing Print Audit user whom to associate all jobs from this
copier. Use this functionality to still have individual user authentication, but for reporting purposes
report all jobs to a single user.

Authentication type - Select how the user will authenticate to the copier before they can do
transactions.The authentication type determines how a user identifies themselves to the copier
before they can do a transaction. The following options are available:

® None - Users do not have to authenticate before using the copier. All transactions are
recorded to a generic user.

® PIN code - Users must enter their Print Audit PIN.
® Card Reader - Users must use their proximity card or swipe card to access the copier

® Card Reader or PIN - Users must use their proximity / swipe card or enter their Print Audit
PIN to access the copier.
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Require additional password - Check this box to require the user to enter an additional password
before they can authenticate using the Authentication type selected above.

Pricing tab
== Add/Edit Embedded for Lexmark
Copier name: Save
Serial number:
Repart az printer: é:s e
| Apply
Feport as user: _‘:L
Authentication ype: [<N0ne> vI
Fazzword: Require additional pazzward
(@ Prizing l ) Restrictinns] Lyl Prnmpts] j Lim'rt51 Amrancedl i
Function |BAw Cost | Colar Cost | Paper Size | Track
Print $0100  $0100 Lebter (355 11) 2]
Copy $0100 30100 Lebter (254 11) "
Scan $0.100 30100 Letter (25 11) &
Fax $0.100 $0.100 Letter (8.5 % 11) [~
~
Edit

This tab contains the pricing for each
function on the copier.

To edit the pricing for a particular function:

1. Clear the "Track" column for the function to disable the tracking of transactions of that type.

2. Select from the list the function that is to change and click the Edit button. The Configure
Pricing and Paper Size Window appears.

3. Set the pricing as it makes sense for this copier in the organization.

4. Click the Done button. The Configure Pricing and Paper Size Window closes.
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Restrictions tab (only with Print Audit 6 Rules)

Copier narne: Save
Serial number: Cloge
Feport as printer: @ |
Apply
Report ag uger: & |
Authentication type: [<None>- v]
Pazzword: ["] Require additional password
\
Pricng 'y Restictons |, Prompts | [ Lims | Advanced |
Functian Type | Group Name | etion | """""" . ] I
Color prints < Al users > Allowy 2
Mono prints < &l users » Allowve ﬁ |

Choose to restrict access to the copier based on which user group a user belongs to.

Add button - Click this button to add a new restriction. The Configure Restriction Group window
appears.

Remove button - Click this button to remove a restriction.
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P rompts tab (only with Print Audit 6 Recovery)

= Add/Edit Embedded for Lexmark

Copier narne: Save

Serial number:

Report as printer; = S
| Apply

Report ag uger: _‘:L

Authentication type: [<N0ne> vI

Pazsward: Require additional password

(H Pricingl % Restrictions ﬂ Lim'rts1 A:rvancedl

[ Uz custom fields from the user prafile if present [7] &llow comments

[ Dizable Exact Matching

This tab is only relevant when using Print Audit 6 Recovery for the charge-back of printing.

® For each Activity the user can be required to enter values for Custom Fields. Custom Fields
are setup in the Custom Fields section of the Print Audit Administrator. On this tab, select
from any one of the Custom Fields configured and define a custom prompt for each one.

® Use custom fields from the user profile - Check this box to override the default custom field
choices with the custom fields set in a user's User Profile.

® Allow comments - Check this box if the user can enter general comments about the job.

® Custom fields - The custom fields list contains all custom fields that have been defined. To
use a custom field for the activity, check the Include check box.
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Limits tab (only with Print Audit 6 Rules)

Add/Edit Embedded for Lexmark
Copier name:
Serial number:
Feport as printer: %
=
Report ag uger: “:3‘_ ]
Authentication type: [<N0ne> v]
Pazzword: Require additional password
- : — ~\
B4, Pricing ] r_f, Restrictions ] Ll prompts [ Limits ]Aﬁvanceﬁ ]

[ Uz limits Framm the uzer profile i present

Furction Type | Limit Type  [Limit [ Message Title |StopJob

Copy Totalpages 10 Color Page Linnit [

Add Edit Remove

o =

This tab is only relevant when using Print Audit 6 Rules to enforce rules-based printing.

Use limits from the user profile - Check this to use limits defined in a user's profile instead of the
limits defined here.

Add - Click this to add a new printing limit.
Edit - Click this to edit an existing limit.

Remove - Click this to remove an existing limit.
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Advanced tab

™= Add/Edit Embedded for Lexmark
Copier name:
Serial number:
Report as printer; = S
| Apply
Report ag uger: _‘:L
Authentication type: [<N0ne> vI
Pazzword: Require additional password
i = = o
H Pricing l ’J'_ F‘.estrictiuns] "—Ne Prumpts] [ g Limits
Digplay Settings Device Configuration
[ Dizplay Summary Page Device IF:
Part: 7001
Edit Configuration |
.\ A

This tab is used for pushing Print Audit and Print Audit Secure configuration out to the Lexmark
device remotely as well as configuring advance features for the device.

Display Summary Page - check this box to display a summary of the transaction after the job is
completed.

Device IP - IP address of the Lexmark device. Note: this field is required before you can edit the
configuration for the device.

Port - port used to communicate with the Lexmark device. Note: the Print Audit Embedded for
Lexmark software uses port 7001.
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Edit Configuration

Communicator Settings

Edit Device Configuration
{ Eammunicaiar Setlings | PA Secure Settings
Cancel
Enable PAE: [ e
Address:
Apply Ta Device
Port: 17520
Timeout [miliseconds]: | 5000 [millizeconds)
Ready

Enable PAG6 - Check this box to enable the Print Audit Embedded (for Print/Scan/Fax) on the
device.

Address - This is the IP address or the Hostname of the machine hosting the Database
Communicator.

Port - This is the port that the Database Communicator is configured to listen on.

Timeout (milliseconds) - Configured this to set the amount of time that the Lexmark device will
wait for a connection to the Database Communicator before it generates a timeout error. The time
is set in milliseconds.

PA Secure Settings

Edit Device Configuration
Communicator Settings | PA Secure Sattings |
Cancel
Enable PA Secure: [T e
Pé Secue Server Location:  http /7 fwebservices/
Apply Ta Device

Ready

Enable PA Secure - Check this box to enable the Print Audit Secure on the device.
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PA Secure Server Location - Print Audit Secure Server web site location . The format is <
SECURESERVERNAME>/pasecure/ where <SECURESERVERNAME> is either the Hostname or
the IP address of the computer running the Print Audit Secure Server application.

Repeat the above steps for each Lexmark MFP on which Embedded for
Lexmark will be used.

3. Using Lexmark Embedded with Print Audit 6

The Embedded for Lexmark Client is very easy to use. It will first prompt for required identification

or billing information, before enabling the device for copy, scan, fax, or print functionality. Once the
desired function is complete, return to the panel and complete the session, otherwise the MFP will
timeout the session. When the session ends, the copy, scan, fax, or print transaction is sent to the
Print Audit 6 database, and the Embedded Client resets to be ready for the next user.

The standard set of steps to using Embedded for Lexmark to track job information is as follows:
1. Start the Transaction - Press the Start button on the screen. The Embedded Client retrieves

its configuration and proceeds to prompt for the required information. The Cancel button can
be used at any time to return to the Start screen.

1. Authenticate - If configured to ask for a PIN Code, the Embedded Client displays a login
screen. To login:
a. Press the PIN Code button. An input form displays.
b. Enter a PIN Code using the Lexmark keyboard or the touch screen.
c. Press the OK button to accept the input.
d. Press the OK button on the Login screen to validate the PIN Code.

2. Enter Custom Field Information - If configured to ask for Custom Field information, the
Embedded Client will prompt for on or more values from the user. To enter values for a
searchable field:

a. Press the button on the touch screen that corresponds to the Custom Field Name.
b. Enter a full or partial code on the screen and click OK.

c. If only one match is found for the field, the Embedded Client asks for the next Custom
Field value if any is configured.

d. If Print Audit finds more than one match, a list of values will display. Use the touch
screen to navigate through the values.
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e. When the desired value is found, press the button corresponding to the value. It
appears highlighted.

f. Press the OK button to accept the value.
g. Press the OK button again to move to the next screen.
3. To enter values for a non-searchable field:
a. Press the button that corresponds to the desired value. It appears highlighted.
b. Use the arrows on the touch screen to navigate through the choices.

c. Press the OK button to accept the value. The Embedded Client will request the next
Custom Field value if any is configured.

4. Enter any Comments - If configured, the Embedded Client will request any Comments for
the job. Press OK if to proceed without entering comments. To enter comments:

a. Press the Comments button on the touch screen. An input form appears.
b. Use the input form to enter comments.

c. Press the OK button to close the input form.

d. Press the OK button on the Comments screen to accept the comments.

5. Verify Selections - After all information has been input, a summary screen appears showing
the current balance if any, along with the custom values selected. Press the OK button to
accept the selections and begin the job.

6. Complete the Job - After the job is completed, press the " (Logout)" button on the
Lexmark MFP keypad. This completes the transaction, and transmits the job
information to the Print Audit database. If the "" (Logout)" button is not used to end the
session, the Lexmark MFP will eventually timeout the session, return to the Start screen and
transmit the job information to the Print Audit database.

@ Note

If declining balances are enabled for the current user each copy/fax/scan operation will debit the account
balance in real-time. Once the balance of the current user reaches zero all MFP copy/fax/scan functions will

be locked for that user until such time that the user logs in again with a positive balance.
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4. Using Lexmark Embedded with Print Audit Secure

The Print Audit Secure Embedded for Lexmark Client is very easy to use. It will first prompt for
required information. The prompts which appear are dependent on how the Secure Embedded
Client is configured. Once the prompted information is provided, the device will release the secure
job(s). Then the Secure Embedded Client resets to be ready for the next user. If the session is not
manually finished, the Lexmark MFP will timeout.

Following, are the standard set of steps to using Secure Embedded for Lexmark to release a
print job.

1. Authenticate
1. PIN Code authentication - If configured to request a PIN Code, the Secure Embedded
Client displays a login screen. To login:
a. Click on the Pin Code Field
b. Enter a PIN Code using the Lexmark keyboard or the touch screen.
c. Press the Login button to accept the input.

2. Authenticate with a Username - If configured to ask for a Username, the Secure Embedded
Client displays a login screen. To login:

a. Click on the Username Field

b. Enter a Username

c. Click on the Password Field

d. Enter a Password

e. Press the Login button to accept the input.

3. Authenticate with a swipe card - If configured to ask for a swipe card, the Secure
Embedded Client displays a login screen. To login:

a. Swipe a card in a card reader attached to the MFP.

2. Release Print Jobs

1. To release all the compatible print jobs, click the Release All button.
2. To release only certain jobs, press the checkbox next to the jobs to be released.

3. Click the Release button. The selected job(s) will now print.

3. Delete Print Jobs

To delete print jobs, press the checkbox next to the jobs to be remove and press the Delete button.
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4. Complete the Job

When finished releasing print jobs, press the Logout button on the Lexmark MFP screen. This will
notify Print Audit Secure that the transaction is complete. If this step is not completed, the Lexmark
MFP will eventually reset back to the Start screen.

5. Troubleshooting - Embedded for Lexmark

Please refer to this section if issues are encountered with the operation of Embedded for Lexmark.
If a resolution is not found in this section, please contact Print Audit technical support.

Receiving error "Error launching Print Audit Secure - Print Audit Secure could not be
launched. Please contact your administrator".

This error occurs when the Lexmark device cannot contact the PA Secure Server Location.
1. Verify that the web service URL (contained in the Print Audit Embedded for Lexmark plugin
or in the Secure Server Settings section of the Configure embedded page) is correct.

2. Verify that the Secure Server is correctly installed and is accessible.

Receiving error "User ID not authorized for access”

This message will appear when there is a restriction set up in the Print Audit Administrator Lexmark
plugin that restricts the user from accessing the MFP function.

When | select a a function on the Lexmark device, | don't receive a prompt for any code.
1. Verify that the Database Communicator settings are correct and that the Database
Communicator Service is running.

a. Verify that the Database Communicator settings are correct in the Print Audit
Embedded for Lexmark plugin or in the Secure Server Settings section of the
Configure embedded page.

b. Open the Communicator Configuration and verify that the Database Communicator is
running.

2. Verify that there is a valid license for Lexmark Embedded (eSF).
a. Open the Print Audit Administrator.
b. Go to "Tools --> View/Change License".
c. Click on the "Connectors and Addons" tab.

d. Verify that there are sufficient licenses for "Lexmark Embedded (eSF)" in the
Connector/Addon list.
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3. Verify that the Lexmark has been configured in the Print Audit Administrator.
a. The serial number for the device is correct.

b. An Authentication type or a custom field prompt has been set up for the device.
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Embedded For Sharp Documentation

Print Audit Embedded installs directly onto supported Sharp OSA® -enabled multifunction
peripherals, allowing users to control and recover all printing, copying, faxing and scanning costs.
Review the documentation below for help installing and configuring Print Audit Embedded. You can
also use the Knowledge Base to find more information.

Browse Documents:

Browse Other Product Documentation:

Print Audit 6 Infinite Device Management Print Audit Secure Rapid Assessment Key Embedded for
Sharp

Embedded for Kyocera Mita Embedded for Lexmark Embedded for Xerox Embedded for HP.

Copy Audit Touch Copy Audit Numeric

Embedded for Sharp-Install and Setup

Print Audit Embedded for Sharp is used alongside Print Audit 6 to provide authenticated access to
Sharp MFPs, for the purpose of securing device functionality, and tracking usage. Users must
authenticate at the MFP, by login, PIN, or card swipe identification, before they may access MFP
functions.

When additionally used in conjunction with Print Audit Secure, users will also be able to select and
release secure print documents directly from the MFP panel.
This guide provides instructions to install and configure Embedded for Sharp with Print Audit 6.

When used with Print Audit 6, Embedded for Sharp will track:
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® walk-up copying
® scanning
® faxing
® printing from the document server
When Print Audit Secure is added, Embedded for Sharp can additionally provide:
® secure release of all printing

® Follow Me printing

Components

Embedded for Sharp consists of two main components:

1. Print Audit 6 - Embedded for Sharp Configuration:

Embedded for Sharp is configured using the Embedded Systems plug-in for the Print Audit 6
Administration tool. Support for Embedded for Sharp exists in Print Audit 6.1.0 or newer.

2. Embedded Client:

This software runs on the MFP. The Embedded Client provides a user interface directly on the
panel of the Sharp MFP to enable the tracking of copies, scans or faxes, or the printing of
documents stored in the MFP's Document Server.

In addition to tracking the number of pages in a copy, scan, fax, or print job, the Embedded Client
tracks additional information about the job. For example, the Embedded Client can request a PIN
Code from the user to identify and track who is creating the photocopy. Or, it can request a Client
Code to identify which customer or cost center should be billed for a fax transmission.

Print Audit 6

Print Audit 6 is a client application that tracks all printing directly from the desktop where the print
job was issued. Every job, along with its attributes, are collected and stored in the Print Audit
database, where it is available for reporting on printing volume and trends.

Print Audit 6 is available in 3 different modules, Analysis, Rules, and Recovery, which respectively,
enable Analysis Reporting from the collected print data, the ability to create printing rules for
rules-based printing, and the ability to allocate the cost of print jobs to a user, customer, or cost
center.

When used with Embedded for Sharp, Print Audit 6 can also track copy, scan, and fax jobs, and
jobs that are printed from the document server.
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Print Audit Secure
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Print Audit Secure on Sharp OSA-enabled device

Print Audit Secure allows for print jobs to be held on the server until an authenticated user releases
them from the MFP panel, or from a Print Audit Secure release station. When a printer is managed
by Print Audit Secure, incoming print jobs are prevented from being automatically output, by holding
them in a secure queue on the server. When used with Embedded for Sharp, users will
authenticate at the MFP, view their held jobs on the MFP panel, select one or more jobs and
release or delete them directly from the MFP front panel.

Authentication Devices

Print Audit Embedded for Sharp OSA supports Authentication Devices, such as swipe card or
proximity card readers, within an Embedded for Sharp environment. When an Authentication
Device is configured in an environment with Embedded for Sharp, users must authenticate at an
Authentication Device before they are allowed to access the supported Sharp MFP controlled by
the device.

Licensing
To enable the Print Audit Embedded for Sharp OSA the following is required:

1. One Print Audit Embedded for Sharp OSA license per controlled Sharp MFP - Print
Audit, Embedded for Sharp is licensed on a per-MFP basis. To install Embedded for Sharp
on 15 MFPs, licenses must be purchased for each of the 15 MFPs. MFP licenses can be
purchased as part of any Print Audit license, and are additional to the Print Audit 6 client
licenses needed to track print jobs originating from Microsoft Windows and Apple Macintosh
workstations. In the event that there are insufficient licenses, Print Audit will stop tracking
some or all of the MFPs—MFPs will continue to function as normal, but no information will be
tracked.
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2. OSA—enabled Sharp MFPs - Print Audit Embedded for Sharp OSA is only supported on
OSA-enabled MFPs.

3. Print Audit 6.6 or higher - Print Audit Embedded for Sharp requires Print Audit 6 to
configure the MFPs. Consult the Print Audit 6 Installation Guide for more information.

Optional
1. Print Audit Secure 1.1 or higher - Consult the Print Audit Secure Installation instructions for

more information

2. One Authentication Device per Sharp MFP- Print Audit Embedded for Sharp OSA supports
HID proximity and contactless smart cards for authentication. Users can enter validation data
by presenting the card at the card reader. If an authentication devices are to be used in the
environment, one authentication device is required per MFP.

1. Installation

This section only addresses the installation requirements and configuration of Print Audit 6 for use
with Embedded for Sharp. For complete instructions on installing and configuring Print Audit 6,
please refer to the Print Audit 6 Installation information found online. Refer to that documentation to
perform the following steps to install Print Audit 6 in conjunction with Print Audit Embedded for
Sharp.

System Requirements
® Windows 2000 or newer

® MS-SQL Server 2005 Express or better - running embedded applications on with an
Access database is not recommended.

® Print Audit 6.8.0 or newer*
¢ download the latest version from www.printaudit.com.

® The Print Audit 6 Database Communicator, Database, and Administrative tools must
be installed on a Windows 2000 or newer computer with Internet Explorer version 4.0
or newer.

® Internet Information Services (IIS)
® 1IS must be installed before .Net4

® If running IIS 7, other IS subcomponents will need to be installed such as Web
Management Tools and .NET Extensibility, ASP.NET, ISAPI Extensions & filters.
These features can be turned on by using Window Features in the Programs and
Features on the Windows Control Panel.
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® IS js included in Windows 2000 or newer and can be installed with Windows or
through the Windows Components of Add/Remove Programs application in the
Control Panel. IIS 7.0 (Included in Windows 2008 and Windows Vista) requires that
the 1S 6 Management Compatibility component is installed as well.

®* Net4.0

* |f the .Net framework was installed before IS, then the framework must be reinstalled
to ensure the .NET components are registered properly with 11S. IS cannot be
configured correctly if .NET is installed first.

® For more information or to download .Net, go Microsoft's website (www.microsoft.com
) and perform a search for .Net4.0. The download file is 'dotnetfx.exe".

® Sharp OSA2,0SA3, or OSA4 enabled device with an External Accounting Module (
MX-AMX3)

Optional
® Print Audit Secure 1.1 is supported with Embedded for Sharp

Installation Walkthrough

@ Before you install!

Before you begin the installation, check to make sure that both IIS and .Net have been
installed (as per the Requirements section above).

I1S must be installed before .Net, otherwise .Net will need to be reinstalled to ensure the .
NET components are registered properly with IIS. 1IS cannot be configured correctly if .
NET is installed first.

1. Double click on the pa6sharpsetup.exe file to begin the installation.
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2. On the "Welcome to Print Audit Secure Client Setup Wizard" window click Next.

[ 5] Print Audit & Embedded - Sharp (5.3.0F) - Installation ]
Welcome to the InstalShield Wizard for Print
Audit 6 Embedded - Sharp

The IrestalShieid{R) Wizard will install Print Audt § Embedded -
Sharp on your computer, To conBnue, dick et

WARMNIMNG: This program is protected by copyright L and
ntermational reabes,

Back I et = L Cancel

3. Read the End User License Agreement and select the checkbox if you accept. Click Next.

[ ) Print Audit 6 Embedded - Sharp (6.3.08) - Installation e
License Agreement
Fleass read the following loerse agreement carefully,
SOFTWARE LICENSE AGREEMENT =
OF PILM SOFTWARE INC. OPERATING AS PRINT AUDIT
(“VENDOR™)

SOFTWARE LICENSE AGREEMENT

Vendor is willing to license the accompanving Software to vou oaly
wpon the condition that vou accept all of the terms contaimed in this
License Agreement and anv supplementary icense terms incloded -

1 accept the temms in She bcense agreement Prnt
2 | do not scrept the terms in the cerse agresment

InstallShisld

T R ==

4. Select the component(s) with which the Sharp Embedded installation will interface. The Print
Audit 6 component is a required component for device registration. Embedded for Sharp will
not operate without it. Print Audit Secure is optional. When selected, the installer will ask for
the location of the PA Secure web services.
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1 Pring Audit 6 Embedded - Tharp (5.3.0) - InstallShield Wizard -
Print Audit & Embedded - Sharp - Component Sele

Select one or mone components

Print Audit 6

HNOTE: Adding support for Print Audit & requres nstallabion of the Print Sudit &
Database Commuricator

| Print Audit Secure

NOTE: Mdding suppart for Print Audit Secure requires the irstalation of the
Print Audit Secure sarver an the local netvwark.

InstallShisld

| <Back | et Cancel

5. Select the Website name where the Embedded for Sharp web service will be created. It is
recommended to use the Default Web Site. Click Next.

[ 8 Print Audit 6 Embedded - Sharp (6.3.08) - InstaliShield Wizard ot

Sehect a Web Site
Please select the sibe where you want the Sharp Embedded web service:

Select site: [mwﬁm -

[nstaliShield

i [ <o hexts ) [ cones
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6. Enter the location where the Print Audit 6 Database Communicator resides.
[ 1) Drint Auclit 6 Ermbedded - Sharp (B.3.08] - InstallShield Wizard [

Database Communicator Location
Please enter the location of the Database Commuricator

Location: [PILM-DEV 12

Park: (17520

Irnestalishisld

[ cma o> ) [ o

7. Enter the location of the Print Audit Secure web services. This location defaults to the server

where the embedded software is being installed and to the default Print Audit Secure site.
[ 89 Print Audit 6 Embedded - Sharp (6.3.0) - InstallShisld Wizard |

Print Audit Secure Location
Please enter location of the Print Audit Secure webservices

Please enter the location of the Print Audit Secure web services
[ie. localhostPASecure )

PA Searre Webservice Location: Fl”w‘lmﬁ&m

[nstalSheeid

[ <Badk | met> || ocans |

8. Select Install to begin installing Embedded for Sharp.
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—

1) Print Audit 6 Embedded - Sharp (6.3.0R) - Installation

Ready to Install the Program
The wirard & ready to begin instalation.

Chick Ireetall ko begin the irstallation.

If you want to review or change any of your installation setbngs, dick Badk, Cick Cancel to
exil the wizard.

[nstalShisld

9. When the installation is complete, click Finish.

r# PﬁntAmilﬁEnMdad-Shup(E.iﬂR}—bu- o T g
- e, e—

Instalishield Wizard Completed

The InstallShisld Wizard has successfuly instaled Print Audit &
Embedded - Sharp, Cidk Finish to ext the wizard,

10. After installation ensure the Application Pool is set to ASP.NET v4.0.

2. Configuration

The following are instructions to configure Print Audit 6 with Sharp Embedded.

Pre-configuration checklist
If you are ready to begin configuring Print Audit 6 with Embedded for Sharp, you have:
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¢ Installed the Print Audit Database Communicator, Database and Administration tools to a
computer on the network that will be on and available at all times. The Print Audit Client
should be installed on at least one workstation, to test printing and ensure that print jobs are
being tracked correctly before continuing.

® Configured Print Audit 6 for user quotas, PIN codes and validated fields to be be integrated
into Print Audit 6 Embedded.

® |nstalled the Print Audit 6 for Sharp Embedded software on a computer that has Internet
Information Services (IIS) and .Net installed, and is acting as a web server.

® Used this guide to configure Print Audit 6 Embedded on the Sharp OSA-enabled devices.

Overview

The Print Audit Administration tool provides the ability to configure Embedded for Sharp on all the
MFDs in the environment using the Embedded Systems plug-in. Configure one copier for every
physical Sharp MFD on which the Embedded Client will run.

Costs, restrictions, limits, authentication methods and custom fields may be configured for each
device.

Adding, Editing and Deleting Copiers

Use the Embedded Systems section of the Administration tool to add, edit and delete Embedded
for Sharp copiers. A copier in the Administration tool represents a physical copier in the network.

#* Primt Audil & Administration
Fie Ed View ook Gieags Help
PR Hew "
| Man Ermbedded Systems

s this sechon o add and configure ermbedded systers for
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Coper Siprial Mumbes Device Type -
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o

To add a new copier:
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1. Run the Print Audit Administration program.

2. Click the Embedded Systems button on the left hand side of the Print Audit Administration
window. The list of existing copiers appears on the right side. It may be necessary to scroll
the left side down to reveal the Embedded Systems button.

3. Click the New button on the toolbar. The Embedded for Sharp Window appears.

4. At minimum, a copier name and the serial number of the copier must be provided. Please
refer to the 'Embedded for Sharp Configuration Window' section below for more information
filling out the Embedded for Sharp window.

5. Click the Save button. The Embedded for Sharp Window closes and the copier appears in
the Copiers list.

To edit a copier:

1. Run the Print Audit Administration program.

2. Click the Embedded Systems button on the left side of the Print Audit Administration window.
The list of existing copiers appears on the right side. It may be necessary to scroll the left
side down to reveal the Embedded Systems button.

Select the copier to be edited from the list of copiers. It appears highlighted.
Click the Edit button on the toolbar. The Embedded for Sharp Window appears.

Make any needed changes to the copier.

o g > »

Click the Save button. The Embedded for Sharp Window closes and the copier appears in
the Copiers list.

To delete a copier:

1. Run the Print Audit Administration program.

2. Click the Embedded Systems button on the left hand side of the Print Audit Administration
window. The list of existing copiers appears on the right side. It may be necessary to scroll
the left side down to reveal the Embedded Systems button.

3. Select the copier to be edited from the list of copiers. It appears highlighted.
4. Click the Delete button on the toolbar. A message appears to verify removal of the copier.

5. Click the Yes button to delete the copier. The list of copiers refreshes.

Configuring the Sharp MFP in Print Audit 6

This Embedded for Sharp window in Print Audit 6 enables the configuration of all aspects of the
Embedded for Sharp copier device. The different elements of the window are described below.
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General

Copier name - The name to describe the copier. Enter a name that is descriptive enough to
distinguish the copier from others. For example "Third Floor Sharp MX-7000N".

Serial number - The serial number of the Sharp MFD.

Report as printer - Use this to select an already existing Print Audit printer with which to associate
the copier. For example, if there is an MFD in the office that users print to which is already in the
Print Audit database, choose that MFD here for the copier so that all transactions are reported as
the same printer. If a printer is not selected here, Print Audit will record transactions for this copier
as the copier name.

i Add/Edit Embedded for Sharp

Senial number:
Report az printer E

Report as user: __':'_

Aukhenbcabon bwpe:  <None: L

Passwond:

&3 Piicing | £ Restrictions | L1} Prompts | 'y Limts |, Advanced |

Function BAw Cost | Color Cost  Papes Size Track
Fuini 40100 $07100 Leites(B5x11) =
Copy 30,100 $0.100 Letber (B85 x11) [+]
Sean 30,100 £0.100 Lether (2.5x11)
Fax $0.100 $0.100 Lethes (8.5 % 11)

Report as user - Use this to select an existing Print Audit user whom to associate all jobs from this
copier. Use this functionality to still have individual user authentication, but for reporting purposes
report all jobs to a single user.

Authentication type - Select how the user will authenticate to the copier before they can do
transactions.The authentication type determines how a user identifies themselves to the copier
before they can do a transaction. The following options are available:

® None - Users do not have to authenticate before using the copier. All transactions are
recorded to a generic user.

® PIN code - Users must enter their Print Audit PIN.

NOTE: Check the 'Require additional password' box on the Embedded for Sharp Window to require
an additional password before users can authenticate.

Require additional password - Check this box to require the user to enter an additional password
before they can authenticate using the Authentication type selected above.
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Pricing tab

This tab contains the pricing for each function on the copier.

To edit the pricing for a particular function:

1. Clear the "Track" column for the function to disable the tracking of transactions of that type.

i@ AddiEdit Embedded for Sharp X
Copeer name |
Serial rumger [ Ciose |
Repor as prnter: | | & |

Repottssuser | | &

Autherdication lype: | <None> v

Password

8 Pricing | Restichions |} prompts | “ Limts | () Aevanced |

2. Select from the list the function that is to change and click the Edit button. The Configure
Pricing and Paper Size Window appears.

3. Set the pricing as it makes sense for this copier in the organization.

4. Click the Done button. The Configure Pricing and Paper Size Window closes.

Restrictions tab (only with Print Audit 6 Rules)
Choose to restrict access to the copier based on which user group a user belongs to.

Add button - Click this button to add a new restriction. The Configure Restriction Group window
appears.

Remove button - Click this button to remove a restriction.

Print Audit Embedded for Print Audit 6
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i Add/Edit Embedded for Sharp
Copier name:

[
.
Serial nusmber: _

Report &z pontes: . EJ

Rapart &z wer o
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Prompts tab (only with Print Audit 6 Recovery)
This tab is only relevant when using Print Audit 6 Recovery for the charge-back of printing.

® For each Activity the user can be required to enter values for Custom Fields. Custom Fields
are setup in the Custom Fields section of the Print Audit Administrator. On this tab, select
from any one of the Custom Fields configured and define a custom prompt for each one.

® Use custom fields from the user profile - Check this box to override the default custom field
choices with the custom fields set in a user's User Profile.

® Allow comments - Check this box if the user can enter general comments about the job.

® Custom fields - The custom fields list contains all custom fields that have been defined. To
use a custom field for the activity, check the Include checkbox.

Advanced tab

Log Level - Use this drop down box to change amount of information the Embedded Client will log.
Unless instructed to change this setting by technical support, leave this set to Errors Only.

Print Audit Embedded for Print Audit 6 1 53



PRINT_AUDIT {5

www.printaudit.com The Print Mandgement Company |

i Add/Edit Embedded for Sharp

(X
Copies name
Serial rumber: DClos=
Fleport a3 prinbar
Fiepoit &5 user
Auttertcation pps | Mo hd
Pagsuannd

48 Pricing | 7y Restictions | L Promets | [ 4 Limks | dutvanced

Ll'.l'gl el Ereqits orip w

Extended Configuration Settings

Described below are a small number of configuration settings which are only available by making
modifications to the following file:

C:\Program Files (x86)\Print Audit Inc\Print Audit 6\Sharp Embedded\webservicel
PrintAuditEmbedded.config

Database Communicator Location:

When Print Audit Embedded for Sharp is first installed, it prompts for the residing location of the
Print Audit Database Communicator. To modify this location after installation, open
PrintAuditEmbedded.config, and modify the COMMUNICATOR_HOST value with the new
computer name where the Database Communicator will reside:

<add key="COMMUNICATOR_HOST" value="HOSTNAME" />

In this example, HOSTNAME is the name of the computer where the Database Communicator will
reside.

Database Communicator Port:

To modify the port number of the Database Communicator, modify the COMMUNICATOR_PORT
value:

<add key="COMMUNICATOR_PORT" value="17520" />

Database Communicator Timeouts:

To modify the number of seconds to allow the embedded application to query the Database
Communicator before timing out, modify the COMMUNICATOR_QUERYTIMEOUT value:
<add key="COMMUNICATOR_QUERYTIMEOUT" value="30" />

To modify the number of seconds that the embedded application will wait for a response from the
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Database Communicator whenever there is an attempt to establish communication with the
Database Communicator over TCP/IP, modify the COMMUNICATOR_CONNECTTIMEOUT value:
<add key="COMMUNICATOR_CONNECTIMEOUT" value="5" />

Appearance of searchable field results:

To adjust the number of columns that will display the results of custom field search, modify the the
GRID_NUM_OF_COLUMNS value. The maximum number of columns to display is 3.

<add key="GRID_NUM_OF_COLUMNS" value="2" />

Enablement of welcome screen:

When a user logs into Sharp Embedded on an MFP, a welcome screen appears by default. To
disable the appearance of this screen and allow the user to immediate access to the MFP functions
, modify the SKIP_LOGOUT_PAGE value.

<add key="SKIP_LOGOUT_PAGE" value="0" />

A value of "0" will display the welcome screen.

A value of "1" will disable the appearance of the welcome screen.

5. Configuring Sharp MFPs with the Embedded Client for Sharp

O3 Login - ME-2 300N - Mecile Firefan
e (W wwm  Hgley faReadd  Jedk  Hep

¢ = i A il IR 158 DA T g b

E,l'.-um.m El’.ﬁlm\.ﬂ ircioest Mabaipiace E WA M E WA

SHARP
MX-2300M Login

Lagin Hame | g 1 255
characiere)
Pasgaord [1-3F gigti]

Lag-m wx Hes yrerwac kae the shardy 1o depley The poge el rsgures tre sdmrariesar
Fqeily

| Logn [

Dearm

Installing the Panel Interface
Embedded for Sharp must be configured on the devices to run as an External Authority application.
Follow the steps below to configure a Sharp MFP to use Embedded for Sharp:

1. Open a web browser.

2. Browse to the IP address of the Sharp MFP. The login page for the Sharp MFP will appear.

3. Enter a login name and password, then click the Login button. If the login name and
password is unknown, please contact the network administrator.

4. On the main page, navigate to Application Settings->External Application Settings.

5. Set External Account Control to "Enable".
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6. Set Application Name to "Print Audit 6 - Embedded - Sharp".

7. Set Address for Application Ul to http://xoocxxxc . xxx.xxx/paésharp/pages/Start.aspx, where
XXX.XXX.XXX. XXX corresponds to the IP address of the computer where Embedded for Sharp is
installed.

8. Set Address for Web Service to hitp://xxx.xxx.xxx.xxx/pa6sharp/pages/Service.asmx where
XXX.XXX.XXX.XXX corresponds to the IP address of the computer where Embedded for Sharp is
installed.

9. Set the Timeout to 20 seconds.
10. Click the Submit button.

Repeat the above steps for each Sharp MFP on which Embedded for Sharp will be used. The
Troubleshooting section of this document should be consulted if there are issues running the panel.

3. Using Sharp Embedded with Print Audit 6

The Embedded for Sharp Client is very easy to use. It will first prompt for required identification or
billing information, before enabling the device for copy, scan, fax, or print functionality. Once the
desired function is complete, return to the panel and complete the session, otherwise the MFP will
timeout the session. When the session ends, the copy, scan, fax, or print transaction is sent to the
Print Audit 6 database, and the Embedded Client resets to be ready for the next user.

The standard set of steps to using Embedded for Sharp to track job information is as follows:
1. Start the Transaction - Press the Start button on the screen. The Embedded Client retrieves

its configuration and proceeds to prompt for the required information. The Cancel button can
be used at any time to return to the Start screen.

2. Authenticate - If configured to ask for a PIN Code, the Embedded Client displays a login
screen. To login:

a. Press the PIN Code button. An input form displays.

b. Enter a PIN Code using the Sharp keyboard or the touch screen.
c. Press the OK button to accept the input.

d. Press the OK button on the Login screen to validate the PIN Code.

3. Enter Custom Field Information - If configured to ask for Custom Field information, the
Embedded Client will prompt for on or more values from the user. To enter values for a
searchable field:

a. Press the button on the touch screen that corresponds to the Custom Field Name.
b. Enter a full or partial code on the screen and click OK.

c. If only one match is found for the field, the Embedded Client asks for the next Custom
Field value if any is configured.
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d. If Print Audit finds more than one match, a list of values will display. Use the touch
screen to navigate through the values.

e. When the desired value is found, press the button corresponding to the value. It
appears highlighted.

f. Press the OK button to accept the value.
g. Press the OK button again to move to the next screen.
4. To enter values for a non-searchable field:
a. Press the button that corresponds to the desired value. It appears highlighted.
b. Use the arrows on the touch screen to navigate through the choices.

c. Press the OK button to accept the value. The Embedded Client will request the next
Custom Field value if any is configured.

5. Enter any Comments - If configured, the Embedded Client will request any Comments for
the job. Press OK if to proceed without entering comments. To enter comments:

a. Press the Comments button on the touch screen. An input form appears.
b. Use the input form to enter comments.

c. Press the OK button to close the input form.

d. Press the OK button on the Comments screen to accept the comments.

6. Verify Selections - After all information has been input, a summary screen appears showing
the current balance if any, along with the custom values selected. Press the OK button to
accept the selections and begin the job.

7. Complete the Job - After the job is completed, press the " (Logout)" button on the Sharp
MFP keypad. This completes the transaction, and transmits the job information to the
Print Audit database. If the "" (Logout)" button is not used to end the session, the Sharp
MFP will eventually timeout the session, return to the Start screen and transmit the job
information to the Print Audit database.

@ Note

If declining balances are enabled for the current user each copy/fax/scan operation will
debit the account balance in real-time. Once the balance of the current user reaches zero
all MFP copy/fax/scan functions will be locked for that user until such time that the user
logs in again with a positive balance.
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4. Using Sharp Embedded with Print Audit Secure

The Print Audit Secure Embedded for Sharp Client is very easy to use. It will first prompt for
required information. The prompts which appear are dependent on how the Secure Embedded
Client is configured. Once the prompted information is provided, the device will release the secure
job(s). Then the Secure Embedded Client resets to be ready for the next user. If the session is not
manually finished, the Sharp MFP will timeout.

Following, are the standard set of steps to using Secure Embedded for Sharp to release a
print job.

1. Authenticate
1. PIN Code authentication - If configured to request a PIN Code, the Secure Embedded
Client displays a login screen. To login:
a. Click on the Pin Code Field
b. Enter a PIN Code using the Sharp keyboard or the touch screen.
c. Press the Login button to accept the input.

2. Authenticate with a Username - If configured to ask for a Username, the Secure Embedded
Client displays a login screen. To login:

a. Click on the Username Field

b. Enter a Username

c. Click on the Password Field

d. Enter a Password

e. Press the Login button to accept the input.

3. Authenticate with a swipe card - If configured to ask for a swipe card, the Secure
Embedded Client displays a login screen. To login:

a. Swipe a card in a card reader attached to the MFP.

2. Release Print Jobs

1. To release all the compatible print jobs, click the Release All button.
2. To release only certain jobs, press the checkbox next to the jobs to be released.

3. Click the Release button. The selected job(s) will now print.

3. Delete Print Jobs

To delete print jobs, press the checkbox next to the jobs to be remove and press the Delete button.

Print Audit Embedded for Print Audit 6



PRINT_AUDIT {5

www.printaudit.com The Print Mandgement Company |

4. Complete the Job

When finished releasing print jobs, press the Logout button on the Sharp MFP screen. This will
notify Print Audit Secure that the transaction is complete. If this step is not completed, the Sharp
MFP will eventually reset back to the Start screen.

5. Troubleshooting

Please refer to this section if issues are encountered with the operation of Embedded for Sharp. If a
resolution is not found in this section, please contact Print Audit technical support.

Error: Could not access the accounting server. Contact your Admin

This could indicate that the ASP.NET runtime in the 1IS configuration is set to the wrong version.
Embedded for Sharp requires the .NET 4.0 runtime or newer to be configured in 1IS. When installed
, Embedded for Sharp defaults to the overall .NET setting for the website, which may not be correct

1. To change IIS to use a different .NET runtime:
2. Open the Windows Internet Information Services interface.
3. Expand the website where Embedded for Sharp is installed.
4. Go to the Properties page for the pa6sharp virtual directory.
5. Click the ASP.NET tab.
6. Select 4.0.30319 in the ASP.NET version drop-down.
7. Click the Apply button.
NOTE: In IIS 6.0 (Windows 2003) and IIS 7.0 (Windows 2008 and Vista) a separate Application

Pool for Embedded for Sharp may need to be created if .NET 1.0 or 1.1 apps are running in the
DefaultAppPool.

This error could also indicate that the web server that Embedded for Sharp is installed turned off or
otherwise not available through the network.

Error: The device has not been configured
The MFP has not been configured in the Administrator. Please run the Administration tool, go to the
"Embedded Systems" plug-in and setup the MFP.

Error: Unable to connect to Database Communicator
This error occurs if the MFP cannot connect to the Database Communicator. Please check the
following:

1. The Database Communicator is running.
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2. The correct host name and port are set for the Database Communicator. To change the host
and port, edit the PrintAuditEmbedded.config file installed with the Sharp Embedded for PA6
package.

Error: Print Audit License is not Valid

If for some reason the Sharp MFP cannot validate the Print Audit license, or if there are not enough
Embedded for Sharp licenses for the MFPs, this error displays. Please contact Print Audit or an
authorized dealer to purchase or update the Print Audit license.

Error: Unable to save file: C:\\Windows\Downloaded Installations\PrintAudit 6 Embedded —
Sharp.msi

Access is denied

The installer must be executed with administrator privileges. Right-click PA6Sharp6xxR.exe and
select 'Run as Administrator'. Enter username & password if necessary.

6. IIS Configuration/Setup for Print Audit Embedded for Sharp

® Please note that this document is meant as an aid to installing and configuring 1IS /.
NET 4 for use with Print Audit Embedded for Sharp rather than a step by step guide.
The actual sequence of steps will depend on the components installed on the
server and the order in which they have been installed. Modifications to an existing
IIS installation should be done by a qualified administrator.

Installing .NET version 4

Print Audit 6 Embedded for Sharp requires .NET Framework version 4. Please note that .NET
should be installed prior to installing 1IS. If it is not installed first, it may be necessary to use the
aspnet_regiis -ir" registration utility.

lIS 6 (Server 2008)

.NET version 4 isn't included by default with Server 2008. It can be downloaded from Microsoft's
web site.

IIS 7 or higher (Server 2012 and higher)

.NET version 4 is added as a Feature using the "Add Roles and Features Wizard".
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Installing 11S Components

Print Audit 6 Embedded for Sharp requires that IIS version 6 or higher be installed first. The
following components are required above the base IIS installation:

Application Development

DESTINATION SERVER

Select server roles pim-2012R2 primaudiciocal

Before You Begin Select one or more roles to install on the selected server.

Installation Typs Roles Description
Server Selection | Volume Activation Senvices A Security provides infrastructure for
4 [H] Web Server (IS) (18 of 43 installed) securing the Web server from users
» and requests. |15 supports multiple
Features 4 [H] Web Server (13 of 34 installed] authentication methods, Pick an
b [®] Common HTTP Features (4 of 6 installed) appropriate authentication scheme
b [H] Health and Diagnostics (1 of 6 installed) based upon the role of the server.
b [H] Performance {1 of 2 installed) | ::::;23! ;";‘i;';gg’ig::;i’a‘fmg
p [m ' match user defined values, or restrict
4 [ Application Development (6 of 11 installed;._ requests based on ariginating
[ .NET Extensibility 3.5 (installed) S
[v] .NET Extensibility 4.5 {Installed)
[] Application Initialization -
[ asp
ASPMET 3.5 (Installed)
[¥] ASP.NET 4.5 {Installed)
[ cal L
[¥] ISAPI Extensions (Installed)
[¥] ISAPI Filters (Installed)
[] Server Side Includes
[] WebSacket Protacal
< n
[ <Previous | [ Newt> | | install | [ Cancel

IIS 6 Management Compatibility Tools
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DESTINATION SERVER

Select server roles AR A

Before You Begin Select one or more roles to install on the selected server.

Installation Type Roles Description
Server Selection | ) ~| 1156 Management Compatibility
4 [H] Web Server (lI5) (14 of 43 installed) provides forward compatibility for
[ [E] Web Server (13 of 24 installed) our applications and scripts that
¥ PPl P
Features b [] FTP Server use the two IS APls, Admin Base
Confirmation ) Object (ABO) and Active Directory
4 [H] Management Tools (1 0f 7 installed) Service Interface (ADSI). You can use
115 Management Conscle (Instalied) existing 115 6 scripts to manage the
IS 7 Web server.
lI5 & Metabase Compatibility
1I5 & Management Console —
115 & Scripting Tools
1S & WhI Compatibility
[] 1IS Management Scripts and Tools "
[] Management Service =
[] Windows Deployment Services
[] Windows Server Essentials Experience
[] Windows Server Update Services 5
<£revi6us- | | Mext » | | Install | ‘ Cancel

Allowing the ASP.NET Version 4 Extension

The ASP.NET version 4 extension needs to be allowed before it can be used. This is done using
the Internet Information Services (1I1S) Manager under "ISAP and CGI Restrictions".

€2 » PILM-2012RZ »

Eile  Wiew Help

ISAPl and CGI Restrictions
(i) The CGl madule is nat
installed, You can specify
: % Start Page Use this feature to specify the ISAP1 and CGl extensions that can run on the Web serser, Gl applications that are
Fl q PILM-2012R2 (PRINTALDIT s
) allowwed to run, but they will
Application Poals Group by: Mo Grouping = ot be able to run until the
Sites Descripfion Restriction Path CGl module is installed.
2@ Default Web Site ASPNETV205.. Allowed Swindid\Micrasoft NETrameworko2050727:: | |
b aspnet client ASP.MET 2,05, Allowed Sanindir\Micrasaft, NETVFrameworkw2.0.5072 T\ast
b pabshary ASP.MET w403, Allowed YwindirMicrasaft, NETYFrameworkwd.0.3031Bast Add..
iASPNETvﬂD.Em Allowved e dirZeihicrosoft, MET W Fram ewwork 6444, 0,303 104 Deny
Edit..
x Rermowe
Edit Feature Settings...
@ Help
[<] m [>]
| w T ] Features Wiew || Content View
Configuration: 'localhost’ applicationHost.config q:;
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Creating Application Pools in IIS for Print Audit Embedded

Print Audit 6 for Sharp Embedded installs under the "DefaultAppPool" in 1IS. It is recommended that
you give Print Audit 6 for Sharp it's own Application Pool especially if there are other web sites
running on the 1IS server.

To create an Application Pool for Print Audit Embedded:

1. Open the Internet Information Services (IIS) Manager.
2. Highlight the server name under "Connections" and expand it. Click on "Application Pools".

3. Under "Actions", click on "Add Application Pool..."

Add Application Pool E |

Mame:

MET CLR wersion:
| NET CLR Version v4.0.30319 v|

Managed pipeline mode:

| Integrated Ly

start application pool immmediately

Cancel

4. Give the Application Pool a meaningful name. Set the .NET version to 4.0.30319. The "
Managed pipeline mode" should be set to "Integrated”.

5. Click OK.

6. Expand "Sites" to locate the web ite that the Embedded application has been installed under.
The default is "Default Web Site". Expand the web site and locate the site named "pa6sharp".

7. Highlight the site. Under "Actions", click on "Basic Settings..."

8. Click on "Select..." by "Application Pool..." Change the Application pool to the one created
above. Click OK
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Site narme:  Default MiYebh Site
Path: /!

Alias: Application poal:
|paﬁsharp | |F'.&ESharp Select...

Example: sales

Physical path:
|Ci\Pragram Files (BE\Print Audit Inc\Print Audit 6\Shar | | .

Pass-through authentication

| Connect as.., | | Test Settings...

[ ] Enable Preload
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Embedded for Xerox Documentation

Print Audit Embedded installs directly onto supported Xerox EIP® -enabled multifunction
peripherals, allowing users to control and recover all printing, copying, faxing and scanning costs.
Review the documentation below for help installing and configuring Print Audit Embedded. You can
also use the Knowledge Base to find more information.

Browse Documents:

Collapse allExpand all Collapse all

Browse Other Product Documentation:

Print Audit 6 Infinite Device Management Print Audit Secure Rapid Assessment Key Embedded for
Sharp
Embedded for Kyocera Mita Embedded for Lexmark Embedded for Xerox Embedded for HP

Copy Audit Touch Copy Audit Numeric

Embedded for Xerox Installation and Setup Guide

Print Audit Embedded for Xerox is used alongside Print Audit 6 to provide authenticated access to
Xerox MFPs, for the purpose of securing device functionality, and tracking usage. Users must
authenticate at the MFP by login, PIN, or card swipe identification before they may access MFP
functions. When used in conjunction with Print Audit Secure, users will also be able to select and
release secure print documents directly from the MFP panel.

This guide provides instructions to install and configure Embedded for Xerox with Print Audit 6.

When used with Print Audit 6, Embedded for Xerox will track:
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® walk-up copying
® scanning
® faxing
® Print From
When Print Audit Secure is added, Embedded for Xerox can additionally provide:
® Secure release of all printing

® "Follow Me" printing

Components

Embedded for Xerox consists of two main components:

1. Print Audit 6 - Embedded for Xerox Configuration:

Embedded for Xerox is configured using the Embedded Systems plug-in for the Print Audit 6
Administration tool. Support for Embedded for Xerox exists in Print Audit 6.10.0 or newer.

2. Embedded Client:

This software runs on the MFP. The Embedded Client provides a user interface directly on the
panel of the Xerox MFP to enable the tracking of copies, scans or faxes, or the printing of
documents stored in the MFP's Document Server.In addition to tracking the number of pages in a
copy, scan, fax, or print job, the Embedded Client tracks additional information about the job. For
example, the Embedded Client can request a PIN Code from the user to identify and track who is
creating the photocopy. Or, it can request a Client Code to identify which customer or cost center
should be billed for a fax transmission.

Print Audit 6

Print Audit 6 is a client application that tracks all printing directly from the desktop where the print
job was issued. Every job, along with its attributes, are collected and stored in the Print Audit
database, where it is available for reporting on printing volume and trends.

Print Audit 6 is available in 3 different modules (Analysis, Rules, and Recovery) which respectively,
enable Analysis Reporting from the collected print data, the ability to create printing rules for
rules-based printing, and the ability to allocate the cost of print jobs to a user, customer, or cost
center.

When used with Embedded for Xerox, Print Audit 6 can also track copy, scan, and fax jobs, and
jobs that are printed from the document server.
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Print Audit Secure

Print Audit Secure allows for print jobs to be held on the server until an authenticated user releases
them from the MFP panel, or from a Print Audit Secure release station. When a printer is managed
by Print Audit Secure, incoming print jobs are prevented from being automatically output, by holding
them in a secure queue on the server. When used with Embedded for Xerox, users will
authenticate at the MFP, view their held jobs on the MFP panel, select one or more jobs and
release or delete them directly from the MFP front panel.

Secure Embedded PRINT_QUDIT [ 5

Please select the secure jobs you would like to release. sec ure
Document Hame Submit On Compatibility
Duke and Duke - Stock Portfolio.txt - Notepad 2M4-11-06 6 @
Billy Ray Valentine - Quarterly Earnings.txt - Not... 2014-11-06 @ @
¥YZ Company Financials.txt - Notepad 2014-10-02 6 @
This 15 an incredibly long name that i use for tes... 2M4-10-02 6 @
This is an incredibly long name that i use for tes... 2M4-10-02 6 @

1 |

v 1.0.0.0

Authentication Devices

Print Audit Embedded for Xerox supports Authentication Devices, such as swipe card or proximity
card readers, within an Embedded for Xerox environment. When an Authentication Device is
configured in an environment with Embedded for Xerox, users must authenticate at an
Authentication Device before they are allowed to access the supported Xerox MFP controlled by
the device.

Licensing
To enable the Print Audit Embedded for Xerox the following is required:

1. One Print Audit Embedded for Xerox license per controlled Xerox MFP - Print Audit,
Embedded for Xerox is licensed on a per-MFP basis. To install Embedded for Xerox on 15
MFPs, licenses must be purchased for each of the 15 MFPs. MFP licenses can be
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purchased as part of any Print Audit license, and are additional to the Print Audit 6 client
licenses needed to track print jobs originating from Microsoft Windows and Apple Macintosh
workstations. In the event that there are insufficient licenses, Print Audit will stop tracking
some or all of the MFPs—MFPs will continue to function as normal, but no information will be
tracked.

2. EIP—enabled Xerox MFPs - Print Audit Embedded for Xerox is only supported on Xerox EIP
(version 2.5 and up).

3. Print Audit 6.10 or higher - Print Audit Embedded for Xerox requires Print Audit 6 to
configure the MFPs. Consult the Print Audit 6 Installation Guide for more information.

Optional

1. Print Audit Secure 1.3 or higher - Consult the Print Audit Secure Installation instructions for
more information

2. One Authentication Device per Xerox MFP - Print Audit Embedded for Xerox supports HID
proximity and contactless smart cards for authentication. Users can enter validation data by
presenting the card at the card reader. If an authentication device is to be used in the
environment, one authentication device is required per MFP.

Limitations

Print Audit Embedded would ideally function identically across all makes and models. However,
due to differences among the proprietary platforms, it is sometimes not possible to implement all
features and functionality of the product. The following are a list of known limitations, when using
Print Audit Embedded for Xerox:

1. Ability to Return to Print Audit Embedded: Once a user has logged in and Print Audit
Embedded unlocks the device, allowing a user to choose a task on the panel, there is no
method to return to the Print Audit Embedded application. Therefore, it is not possible for a
user to attribute jobs to more than one custom field per logged on session, as is possible with
other versions of Print Audit Embedded.

2. Limitation of color or monochrome output: There is no method available to control
user-based color or monochrome output limitations.

3. Cost Allowances: There is no method to preventing a user from exceeding their account
limit, if there was available credit in their account when they logged in. If they exceed their
limit, they could go beyond their minimum balance. However, if the user attempts to login with
no available balance, they will be denied from using the device.

4, Swipe Card Registration: Currently, this feature is not available due to limitations.
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1. Installation - Embedded for Xerox

This section only addresses the installation requirements and configuration of Print Audit 6 for use
with Print Audit Embedded for Xerox. For complete instructions on installing and configuring Print
Audit 6, please refer to the Print Audit 6 Installation information found online. Refer to that
documentation to perform the following steps to install Print Audit 6 in conjunction with Print Audit
Embedded for Xerox.

Before you Install

0)

Important!

Once Print Audit Embedded for Xerox is installed, the user will be required to authenticate
to this application before being able to access any applications on the MFP. If the user
attempts to open any application without first authenticating to Print Audit Embedded for
Xerox, an error message will be generated.

System Requirements

Print Audit Embedded for Xerox is only supported on Xerox EIP (version 2.5 and up).
Windows 2008 or newer - requires Internet Information Services 6 or better.

MS-SQL Server 2005 Express or better - running embedded applications on with an
Access database is not recommended.

Print Audit 6.10.0 or newer
® Download the latest version from the www.printaudit.com/software-updates.asp.

® The Print Audit 6 Database Communicator, Database, and Administrative tools must
be installed on a Windows 2008 or newer computer.

Internet Information Services (lIS)
IIS must be installed before .Net4

If running IIS 7, other IIS subcomponents will need to be installed such as Web Management
Tools and .NET Extensibility, ASP.NET, ISAPI Extensions & filters. These features can be
turned on by using Window Features in the Programs and Features on the Windows Control
Panel.

IIS is included in Windows 2008 or newer and can be installed with Windows or through the
Windows Components of Add/Remove Programs application in the Control Panel. IS 7.0 (
Included in Windows 2008 and Windows Vista) requires that the IIS 6 Management
Compatibility component is installed as well.
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.Net 2.0

®* The .Net 2.0 frame work is required for the Authentication application which works
alongside the main Xerox Embedded application.

.Net 4.5

® |f the .Net framework was installed before IS, then the framework must be reinstalled to
ensure the .NET components are registered properly with 1IS. 1IS cannot be configured
correctly if .NET is installed first.

® For more information or to download .Net, go Microsoft's website (www.microsoft.com) and
perform a search for '.Net4.0. The download file is 'dotnetfx.exe’.

Optional
Print Audit Secure 1.3 is supported with Embedded for Xerox

Installation Walkthrough

Before you begin the installation, check to make sure that both IIS and .Net have been installed as
per the Requirements section above. IS must be installed before .Net, otherwise .Net will need to
be reinstalled to ensure the .NET components are registered properly with IIS. 1IS cannot be
configured correctly if .NET is installed first.

1. Double click on the paxeSetup.exe file to begin the installation.
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2. On the "Welcome to the Xerox Embedded 1.0.0 Setup Wizard" window click Next.

i Print Audit Embedded for Xerox 1.0.0 Setup N ]

Welcome to the Print Audit Embedded
for Xerox 1.0.0 Setup Wizard

The Setup Wizard will install Print Audit Embedded for Xerox
1.0.0 on your computer, Click Mext to continue or Cancel to
exit the Setup Wizard.

PRINT_AUDIT

cmpeaaed

Back Mext Cancel

3. Read the End User License Agreement and select the checkbox if you accept. Click Next.

i Print Audit Embedded for Xerox 1.0.0 Setup o ]

End-User License Agreement MHWHT -
Please read the following license agreement carefully Embedded
SOFTWARE LICENSE AGREEMENT ﬂ
OF PILM SOFTWARE INC. OPERATING AS PRINT AUDIT ("VENDOR™)

SOFTWARE LICENSE AGREEMENT Vendor is willing to license the
accompanying Software to you only upon the condition that you accept
all of the terms contained in this License Agreement and any
supplementary license terms included herewith ("Agreement™).

READ THE TERMS AND CONDITIONS OF THIS AGREEMENT CAREFULLY
BEFORE SELECTING "Continue” AT THE BOTTOM OF THIS PAGE. YOU AGREE
TO BE BOUND BY THE TERMS AND CONDITIONS OF THIS AGREEMENT.

IF YOU ARE NOT WILLING TO BE BOUND BY THIS AGREEMENT, SELECT "Go LI

[™ Iaccept the terms in the License Agreement

Print Back I Mexk I Cancel
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4. Select the install location. A default location will be available to you. Click Next.

i'-.a Print Audit Embedded for Xerox 1.0.0 Setup - 0] x|
Destination Folder MHWHT

Click Mext to install or dick Change to choose another folder. Embedded

Install Print Audit Embedded for Xerox 1.0.0 to:

IC:\Prngram Files (x86)"\Print Audit Inc\Print Audit Embedded for Xeroxh,

Change... |

Back Mext Cancel

5. Enter the Print Audit 6 configuration details. Click Next when finished.

{i# Print Audit Embedded for Xerox 1.0.0 Setup |
Print Audit 6 Pﬂlﬂwn'"'
Please enter your Print Audit 6 settings Embedded
Print Audit &

IEnabIed j

- Prink Audit &
IP Address/Host Name Connection Timeout
|192. 168.0.130 |zu
Communicator Port Response Timeout
|1?5_10| |15
Back Mext Cancel
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a. From the dropdown box, choose Enabled or Disabled to enable/disable the Print Audit
Embedded for Xerox application for use with Print Audit 6.

b. IP Address/Host Name - the IP Address or Host Name of the server running the Print
Audit 6 Database Communicator.

¢. Communicator Port - the port number the Database Communicator is set to listen on.
The default is 17520.

d. Connection Timeout - the time in seconds that the Print Audit Embedded for Xerox
application will wait before a connection to the Database Communicator fails. The
default is 20 seconds.

e. Response Timeout - the time in seconds that the Print Audit Embedded for Xerox
application will wait before a response from the Database Communicator before failing.
The default is 15 seconds.

6. Enter the Print Audit Secure Server details. Click Next when finished.

i& Print Audit Embedded for Xerox 1.0.0 Setup x|
Secure Server m“wb."- ()

Please enter your Secure Server settings Embedded

IEnaI:uIEu:I j

FSecure Server sekkings

IF Address/Host Mame

|192. 163.0.130|

Virtual Directory

IDEISEL'LIFE

Back I Mext I Cancel

a. From the dropdown box, choose Enabled or Disabled to enable/disable the Print Audit
Embedded for Xerox application for use with Print Audit Secure.

b. IP Address/Host Name - the IP Address or Host Name of the server running the Print
Audit Secure Server.

c¢. Virtual Directory - the name of the virtual directory configured on the Print Audit Secure
Server. The default is "pasecure”.
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7. Select the Website name where the Embedded for Xerox web service will be created. It is
recommended to use the Default Web Site. Click Next.

i Print Audit Em or Xerox 1.0.0 Setup - P
x dit Embedded f m]

Print Audit Embedded for Xerox 1.0.0 m"wn“-

Please select the website to install to Embedded

Web site name:

Default Web Site |

Back Mext Cancel

8. Click Install to begin installing Embedded for Xerox.

i Print Audit Embedded for Xerox 1.1.0 Setup o ]
Ready to install m“wn"l

cmocaacda

Click Install to begin the installation. Clid: Back to review or change any of your
installation settings. Clidk Cancel to exit the wizard.

P Install Cancel |
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9. When the installation is complete, click Finish.

i& Print Audit Embedded for Xerox 1.0.0 Setup - 0] x|

Completed the Print Audit Embedded for
Xerox 1.0.0 Setup Wizard

Click the Finish button to exit the Setup Wizard.

PRINT_AUDIT

cmbedaed

Back: I Finish I Zancel

10. (Optional) Verify that 11S settings are correct. See the |IS Configuration/Setup for Print Audit
Embedded for Xerox section in this document.

Notes on Print Audit Embedded for Xerox Logging

The Print Audit Embedded for Xerox can create some very large log files by when set to Debug
logging. By default, the Print Audit Embedded for Xerox installer sets the logging level to "Info". We
recommend that logging only be set to "Debug" on the advice of a qualified support technician.

Using Administrator credentials, open the file:

C:\Program Files (x86)\Print Audit Inc\Print Audit Embedded for Xerox\Main\NLog.config
At the bottom of the NLog.config file you will see this:

<logger name="service" minlevel="Debug" writeTo="service.file" />

<logger name="webapp" minlevel="Debug" writeTo="webapp.file" />

<logger name="authentication" minlevel="Debug" writeTo="authentication.file" />
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By default, the logger will only keep a maximum of 10 log files at a time. The log files roll over once
per day. If needed for troubleshooting purposes, the maximum number of logs can be increase by
changing the maxArchiveFiles value. For example, maxArchiveFiles="10" will tell the logger to only
keep 10 archived log files at a time.

Please note that any change to the NLog.config file will require a restart of the 1IS service to take
effect.

2. Configuration Embedded for Xerox

This Embedded for Xerox window in Print Audit 6 enables the configuration of all aspects of the
Embedded for Xerox copier device. The different elements of the window are described below.

Pre-configuration checklist
If you are ready to begin configuring Print Audit 6 with Embedded for Xerox, you have:

® Installed the Print Audit Database Communicator, Database and Administration tools to a
computer on the network that will be on and available at all times. The Print Audit Client
should be installed on at least one workstation, to test printing and ensure that print jobs are
being tracked correctly before continuing.

® Configured Print Audit 6 for user quotas, PIN codes and validated fields to be integrated into
Print Audit 6 Embedded.

® |nstalled the Print Audit 6 for Xerox Embedded software on a computer that has Internet
Information Services (IIS) and .Net installed, and is acting as a web server.

® Used this guide to configure Print Audit 6 Embedded on the Xerox EIP-enabled devices.

Overview

The Print Audit Administration tool provides the ability to configure Embedded for Xerox on all the
MFP's in the environment using the Embedded Systems plug-in. Configure one copier for every
physical Xerox MFP on which the Embedded Client will run.

Costs, limits, authentication methods and custom fields may be configured for each device.

Adding, Editing and Deleting Copiers in Print Audit 6

Use the Embedded Systems section of the Administration tool to add, edit and delete Embedded
for Xerox copiers. A copier in the Administration tool represents a physical copier in the network.
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To add a new copier:
& Print Audit 6 Administration =100 x|

File Edit %iew Tools Groups Help
Mew - E dit ﬁ Save x [ielete @ @ @ 5 |mpaort ‘g‘ Export | &k User Groups
Main Embedded Systems

Use this section to add and configure embedded systems for your
walk-up copiers to work with Print Audit 6

Copier |Serial Murnber |Device Type

1. Run the Print Audit Administration program.

2. Click the Embedded Systems button on the left hand side of the Print Audit Administration
window. It may be necessary to scroll the left side down to reveal the Embedded Systems
button.

Click the New button on the toolbar.
Select Embedded for Xerox from the dropdown list of embedded applications.

Press OK. The Add/Edit Embedded for Xerox window will appear.

o o >

At minimum, a copier name and the serial number of the copier must be provided. Please
refer to the 'Embedded for Xerox Configuration Window' section below for more information
about filling out the Embedded for Xerox window.

7. Click the Save button. The Embedded for Xerox Window closes and the copier appears in
the Copiers list.

To edit a copier:

1. Run the Print Audit Administration program.

2. Click the Embedded Systems button on the left side of the Print Audit Administration window.
The list of existing copiers appears on the right side. It may be necessary to scroll the left
side down to reveal the Embedded Systems button.
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Select the copier to be edited from the list of copiers. It appears highlighted.
Click the Edit button on the toolbar. The Embedded for Xerox Window appears.

Make any needed changes to the copier.

o g > ©

Click the Save button. The Embedded for Xerox Window closes and the copier appears in
the Copiers list.

To delete a copier:

1. Run the Print Audit Administration program.

2. Click the Embedded Systems button on the left hand side of the Print Audit Administration
window. The list of existing copiers appears on the right side. It may be necessary to scroll
the left side down to reveal the Embedded Systems button.

3. Select the copier to be edited from the list of copiers. It appears highlighted.
4. Click the Delete button on the toolbar. A message appears to verify removal of the copier.

5. Click the Yes button to delete the copier. The list of copiers refreshes.

Configuring Print Audit 6 with the Xerox MFP

This Embedded for Xerox window in Print Audit 6 enables the configuration of all aspects of the
Embedded for Xerox copier device. The different elements of the window are described below.

General

Copier name - The name to describe the copier. Enter a name that is descriptive enough to
distinguish the copier from others. For example "Third Floor Xerox WorkCentre 7835".

Serial number - The serial number of the Xerox MFP.

Report as printer - Use this to select an already existing Print Audit printer with which to associate
the copier. For example, if there is an MFP in the office that users print to which is already in the
Print Audit database, choose that MFP here for the copier so that all transactions are reported as
the same printer. If a printer is not selected here, Print Audit will record transactions for this copier
as the copier name.

Report as user - Use this to select an existing Print Audit user whom to associate all jobs from this
copier. Use this functionality to still have individual user authentication, but for reporting purposes
report all jobs to a single user.

Authentication type - Select how the user will authenticate to the copier before they can do
transactions. The authentication type determines how a user identifies themselves to the copier
before they can do a transaction. The following options are available:

® None - Users do not have to authenticate before using the copier. All transactions are
recorded to a generic user.
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PIN code - Users must enter their Print Audit PIN.

Card Reader

Card Reader or PIN

® Active Directory - Print Audit Embedded for Xerox can authenticate directly against an Active
Directory server. When this option is selected, at least one Active Domain must be entered
in the AD Domain(s) field. Multiple domains can be used if they are separated by a comma (,
). When this authentication method is used, users will have to select the domain from a
dropdown on the Print Audit Embedded for Xerox application as well as entering their
Username/Password.

Require additional password - Check this box to require the user to enter an additional password
before they can authenticate using the Authentication type selected above.

Pricing tab

This tab contains the pricing for each function on the copier.

To edit the pricing for a particular function:

1. Clear the "Track" column for the function to disable the tracking of transactions of that type.

2. Select from the list the function that is to change and click the Edit button. The Configure
Pricing and Paper Size Window appears.

3. Set the pricing as it makes sense for this copier in the organization.

4. Click the Done button. The Configure Pricing and Paper Size Window closes.
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P rompts tab (only with Print Audit 6 Recovery)

i Add/Edit Embedded for Xerox |
Copier narme; Save
Senal nurmber: Cloze

Report az printer:;

Report az uzer:

Authentication type: I <Mone:

Fazzword: [T Bequire additional pazswend

&4 Pricing L4 Prompts |Ad'.rann:ed|

[T Use custom fields from the user profile if present [ &llow comments

[ Dizable Exact Matching

Include |Eust|:|m Field
i Customer

(]
(]
(]
Ll

using Print Audit 6 Recovery for the charge-back of printing.

This tab is only relevant when

® For each Activity the user can be required to enter values for Custom Fields. Custom Fields
are setup in the Custom Fields section of the Print Audit Administrator. On this tab, select
from any one of the Custom Fields configured and define a custom prompt for each one.

® Use custom fields from the user profile - Check this box to override the default custom field

choices with the custom fields set in a user's User Profile.

® Allow comments - Check this box if the user can enter general comments about the job.

® Disable Exact Match - Check this box if the user can enter the custom field directly in the
field and proceeds to the next step without selecting from the list.

® Custom fields - The custom fields list contains all custom fields that have been defined. To

use a custom field for the activity, check the Include check box.

Advanced tab

This tab is relevant for display options.
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¢ Display Summary Page - check this box if you would like to view the summary page of all
selected prompt / comment values.

i Add/Edit Embedded for Xerox x|

Copier narmne: Save

Serial number; Cloze

|
|

Report a2 printer: I EI
!

Feport as user: _:'_
Authentication type: I <Mones j
FPazsward: [T Beguire additional pazswend
Digplay Settings — &dmin Credentialz
[~ Display Summary Page |zername:
Pazgword: |5

¢ Admin Credentials - enter the login credentials for the MFP admin. This is used to lock and
unlock the device services.

Extended configuration settings

Described below are a small number of configuration settings which are only available by making
modifications to the following file:
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C:\Program Files (x86)\Print Audit Inc\Xerox Embedded\Main\App_DatalAppSettings.config

Enabling Print Audit 6 Job Tracking:

To modify Print Audit 6 Job Tracking support, open AppSettings.config, and modify the
ENABLE_PA EMBEDDED value with ‘True’ or ‘False’:

<add key="ENABLE_PA_EMBEDDED " value="True" />
In this example, job tracking is enabled.
Database Communicator Location:

To modify Print Audit Database Communicator location after installation, open AppSettings.config,
and modify the COMMUNICATOR_HOST value with the new computer name where the Database
Communicator will reside:

<add key="COMMUNICATOR_HOST" value="HOSTNAME" />

In this example, HOSTNAME is the name of the computer where the Database Communicator will
reside.

Database Communicator Port:

To modify the port number of the Database Communicator, modify the COMMUNICATOR_PORT
value:

<add key="COMMUNICATOR_PORT" value="17520" />
Database Communicator Timeouts:

To modify the number of seconds to allow the embedded application to query the Database
Communicator before timing out, modify the COMMUNICATOR_QUERYTIMEOQOUT value:

<add key="COMMUNICATOR_QUERYTIMEOUT" value="30" />

To modify the number of seconds that the embedded application will wait for a response from the
Database Communicator whenever there is an attempt to establish communication with the
Database Communicator over TCP/IP, modify the COMMUNICATOR_CONNECTTIMEOUT value:

<add key="COMMUNICATOR_CONNECTIMEOUT" value="5" />
Enabling support for Print Audit Secure:

To modify Print Audit 6 Job Tracking support, open AppSettings.config, and modify the
ENABLE_PASECURE_EMBEDDED value with ‘True’ or ‘False’

<add key=" ENABLE_PASECURE_EMBEDDED " value="False" />
In this example, support for Print Audit Secure is disabled.

Print Audit Secure Location:
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To modify the Print Audit Secure IP Address after installation, open AppSettings.config, and modify
the SECUREIPADDRESS value with the IP Address/host name where the Print Audit Secure
server will reside:

<add key=" SECUREIPADDRESS " value="10.121.56.111" />
In this example, 10.121.56.111 is IP Address where the Print Audit Secure Server will reside.
Print Audit Secure Virtual Directory:

SECUREVIRTUALDIRECTORY value with the new computer name where the Print Audit Secure
web application will reside:

<add key=" SECUREVIRTUALDIRECTORY " value="PASecure" />

In this example, PASecure is the name of the computer where the Database Communicator will
reside.

Print Audit Xerox Server IP Address:

ServerlpAddress value of the computer hosting the IIS server for Print Audit Embedded for Xerox.
Please Note: this entry is required for using Print Audit Embedded for Xerox with a Swipe/Prox card
reader. See the entry "Configuring a Card Reader for Print Audit Embedded for Xerox".

<add key="ServerlpAddress" value="192.168.0.15"/>

In this example,192.168.0.15 is the IP Address of the 1IS server hosting the Print Audit Embedded
for Xerox application.

Configuring the Xerox MFPs with the Embedded Client for Xerox

Registering Xerox Embedded on the Xerox MFPs Device

Print Audit Embedded for Print Audit 6
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EIP Registration Client

— Device Connection

DNSor IP: | ~| [ UseSSL
Device Certification
User Mame: Iadmin M Trust N
Password: | M Trust Auth
Service Ud: | ¥ Trust Expired

Connect |

Webservice Version: 0.0.0
— Registrations

List Registrations

Mame | Checksum

Crezte Mew

Register Multiple

Creste New VWeblst

Total Registrations

Wiew pdate Delete

Client Version: 25.1.0 ﬂl

1. Obtain a copy of the Registration Client tool by clicking here if you do not have a copy.
2. Open the Registration Client tool.

3. Enter Xerox MFP's connection information which includes:
- IP Address or DNS name (Fully Qualified Domain Name)
- Admin User Name
- Admin Password

4. Click "Connect" to gain access to the list of device services.

5. Click "Create New" to register new application
(Note: If the application is already registered but you would like to make edits to the
configuration or delete it. Click the "List " button and select the application from the list
provided to you. The registration options will be provided to you on the right hand side which
include: View, Update and Delete )

Print Audit Embedded for Print Audit 6
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6. When the Registration Detail Form is presented. Please fill out the following information:
x|

— Registration Data
Registration Name: |Print Audit Embedded for Xerox

™| Native Service

¥ Enabled

Service Un: |http:f,-“152.1EE.E.1E'I}EF'HXemEmbedded
Description Ur: Ii.ﬂ'.1SﬂfP.ﬁXemembeddedfContentfdescription xml
Admin Description:  |Print Audit Embedded for Xerox

Small lcon Urd: I]'.'ISﬂx’F'.ﬁ.XeroxEmbeddedfCorﬂerﬂﬁmagesf‘lcon.png
Tools lcon Ud: I]'.'IBﬂfP.ﬁ.XeroxEmbeddedmnmemﬁmagesﬁmn.png
Vendor- |Print Audit

Service Capabilties
v x=SERVICE [T xeAUTHENTICATION
[T xeACCOUNTING [T xeAUTHORIZATION
Save | Load |
Create Cancel |

(Note: The IP address provided "192.168.0.130" is an example of the install location. Please
replace this with the IP address of where your Xerox Embedded hosted solution was installed

)

Registration Name: Print Audit Embedded for Xerox

Select: Enabled

Service URL: http://192.168.0.130/PAXeroxEmbedded

Description URL: http://192.168.0.130/PAXeroxEmbedded/Content/description.xml
Admin Description: Print Audit Embedded for Xerox

Small Ilcon URL: http://192.168.0.130/PAXeroxEmbedded/Content/images/icon.png
Tools Icon URL: http://192.168.0.130/PAXeroxEmbedded/Content/images/icon.png
Vendor: Print Audit

7. Click "Create" to register the application.

Print Audit Embedded for Print Audit 6
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Configuring the Panel Interface

Please Note: These instructions are modeled after the XEROX WorkCenter 7835 and may be
slightly different depending on the device in question.

Centreware” £l Login | Home | Index | Site Map | Help...
Internet Services XEROX WorkCentre 7835

m‘ Jobs Print Scan Address Book Properties Support

Stafus Welcome!

Description & Alerts
Billing Information
Usage Counters
Configuration Report For additional information, documentation, the latest print drivers, and much more visit: http://www.xerox.com
Supplies

Trays

Welcome to your new WorkCentre. You will have received several packages of documentation materials, which are designed to ensure a fault free installation of the
WorkCentre. Please take a moment to review the provided materials before proceeding with the device installation.

I Have A Cloning File... | Configure Device... |  Install Later... |

Information Pages
SMart eSolutions

Assistance Links

Software Installation

Install Print/Scan Drivers

Don't Show Welcome Page Again

MNote 1:
All Saved Jobs are stored as encrypted files if encryption of user data is enabled.
Encryption ensures that third parties cannot read, print, or scan and email these files.

Note 2:

This device features automatic supplies replenishment, automatic meter read and diagnostics. For more details about these automated services, please visit
www.xerox.com/smartesolutions. Refer alse to your Xerox sales and maintenance agreements. To discontinue automatic transmissions to Xerox, please click here. To see
current status click here.

Mote 3:
Third party and open source software disclosure notices and the terms and conditions related to the third party and open source software included with this product can be
found on the Support - Drivers & Downloads page for this product at https//www.support.cerox. com/support/.

Xerox @)

©2013 Xerox Corporation. All Rights Reserved.
Xerox® and XEROX and Design®@ are trademarks of
Xerox Corporation in the United States and / or other countries.

Selecting Entry Screen Defaults

1. Navigate to "Properties” from the top menu, then expand “General Setup” on the menu to the left
and select “Entry Screen Defaults”

(Note: You may be prompted to enter admin credential)

Print Audit Embedded for Print Audit 6
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Centreware”
Internet Services

Status

Properties
Configuration Overview
Description
~General Setup
Configuration Report
Cloning
Paper Management
Date and Time
Internationalization
Extensible Service Setup
SMart eSolutions Setup
Display Device Information
Configure Driver Links
Energy Saver
Network Logs
Supplies Plan Activation Code
Feature Installation
Billing Impression Mode
FAlert Notification
Software Upgrade
} Connectivity

*Login/ Permissions/ Accounting|
Login Methods
User Permissions
Accounting Methods
Device User Database
FServices

TSecurity
*Password Policies
Installation Policies
McAfee Embedded Control
Secure Print
Authentication (Login)
» Encryption
vCertificates
Security Certificates
Certificate Key Length
IP Filtering
Audit Log
IPsec
Timeout & Resume
USB Port Security
Image Overwrite Security
PostScript ® Passwords

Entry Screen

XEROX WorkCentre 7835

Defaults

PRINT_AUDIT

The Print Management Company

é"\s )
e

#y admin - Logout | Home | Index | Site Map | Help

Screen Selection

Hide 'User Name'

Machine's Control Panel

The following features allow you to control what screens
are displayed after selecting one of the following buttons
on the machine's hard panel: Services, Job Status, and
Machine Status.

Services

Print Audit Embedded for Xerox ¥

L3

Print Audit Embedded for
Xerox

Job Status

Active Jobs Tab

Information Tab

Machine Status

2. On the section labeled "Services", Select "Print Audit Embedded for Xerox" from the drop down

list.

Print Audit Embedded for Print Audit 6
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#y admin - Logout | Home | Index | Site Map | Help.

XEROX WorkCentre 7835

| Status | Jobs

Properties
Configuration Overview
Description

~General Setup

Configuration Report
Cloning
Paper Management
Date and Time

Internationalization
Extensible Service Setup
SMart eSolutions Setup
Display Device Information
Configure Driver Links
Energy Saver
Metwork Logs
Supplies Plan Activation Code
Feature Installation
Billing Impression Mode

¥ Alert Notification
Software Upgrade

* Connectivity

~Login/ Permissions/ Accounting|
Login Methads
User Permissions
Accounting Methods
Device User Database
¥ Services

TSecurity
}Password Policies
Installation Policies
McAfee Embedded Control
Secure Print
Authentication (Login)
FEncryption
~Certificates
Security Certificates
Certificate Key Length
1P Filtering
Audit Log
IPsec
Timeout & Resume
USB Port Security
Image Overwrite Security
PostScript ® Passwords
Hide 'User Name'
Software Verification Test

TR rroveries |

Information Tab

Default Walkup Screen

The selected screen will be the default screen displayed when the user walks up to the machine.

Print Audit Embedded for
Xerox

Machine Status
Information Tab

Job Status
Active Jobs Tab

® Services
Print Audit Embedded for Xerox

Default Screen when Originals are Detected

The selected screen will be automatically displayed when originals are loaded into the document feeder or placed on the document glass. (only when the machine is
in a default state)

Copy M

Apply |

Graphic Key

=0 mm
Authentication Required Accounting Required
When these icons are present, the selected screen will not be initially displayed to the walkup user.

Users will need to complete an authentication and/or accounting procedure before gaining access to the selected screen.

Xerox g,

©2013 Xerox Corporation. All Rights Reserved.

Configuring the authentication server details

1. Navigate to "Properties” from the top menu, expand "Login / Permissions / Accounting”
section on the left hand side menu and select "Login Methods".

Print Audit Embedded for Print Audit 6
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£y 3dmin - Logout | Home | Index | Site Map | Help...

Centreware
Internet Services XEROX WorkCentre 7835
| Status Jobs Print Address Book Properties |
Properties Login / Permissions / Accounting
Configuration Overview — .
Description | & | Login Methods
~General Setup
Configuration Repart
Cloning Touch and Web User Interfaces MJ Edit...

Entry Screen Defaults

Paper Management

Da:a and -nrgﬁg (Wl 8] Touch UT Method

Internationalization | =M == [III0| xerox Secure Access
™. [IINI=8| unified ID System

Extensible Service Setup
SMart eSolutions Setup
Display Device Information
Configure Driver Links Personalize Touch UT
Energy Saver M Disabled
Network Logs
Supplies Plan Activation Code
Feature Installation Configuration Settings User Interface I Status
Billing Impression Mode

¥ Alert Notification Xerox Secure Access Setup Touch UT W Required; Configured
Software Upgrade
* Connectivity Web Service Enablement Touch UI

Web UI Method

User Mame / Password
Validate on the Device

@ Required; Configured
~Login/ Permissions/ Accounting|

Login Methods Import Customer Logo Touch UL (? Optional; Configured
User Permissions

Accounting Methods Device User Database Web UI @ Required; Configured
Device User Database

*Services

~Security
}Password Policies Graphic Key
Installation Policies
McAfee Embedded Control nRequirEd configuration to enable the feature. 42 Minimum configuration using factory defaults.
Secure Print
Authentication (Login) *Dmmnal configuration expanding feature offering. @Ful\y configured.
*Encryption
vCertificates
Security Certificates
Certificate Key Length

1P Filtering Xerox "

)

Audit Log >
IPsec

Timeout & Resume ©2013 Xerox Corporation. All Rights Resarved.
USB Port Security Xerox@ and XEROX and Design@® are trademarks of

Image Overwrite Security Xerox Corporation in the United States and / or other countries,

PostScript ® Passwords
Hide 'User Name'
Software Verification Test

2. Click the Edit icon in the "Touch and Web User Interfaces" section. o
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Centreware” #y admin - Logout | Home | Index | Site Map | Help...
Internet Services XEROX WorkCentre 7835

Status Jobs Print Scan Address Book Properties Supporl§

Properties Login / Permissions / Accounting > Login Methods
Configuration Qverview —_—
Description |&| Edit Login Methods

~General Setup
Configuration Report
Cloning
Entry Screen Defaults

Paper Management [l G| Touch UI Method
Date and Time == (78] |Xerox Secure Access - Unified ID System v
Internationalization (Imm=a|

Extensible Service Setup
SMart eSolutions Setup
Display Device Information
Configure Driver Links
Energy Saver

Network Logs

Supplies Plan Activation Code
Feature Installation

Billing Impression Mode

*Alert Notification Personalize Touch UI
Software Upgrade M Automatically retrieve the following information for the authenticated user from LDAP:

FConnectivity Home directory for the 'Scan to Home' service.
= P— = E-mail address for the 'E-mail' and 'Internet Fax' services.
~Logi Permissions/ Accounting|
Login Methods
User Permissions
Accounting Methods

Device User Database Cancel l Save '

}Services

~Security
FPassword Policies -
Installation Policies Xerox r ‘
McAfee Embedded Contral ')
Secure Print

Touch and Web User Interfaces

Web UI Method
User Name / Password - Validate on the Device ¥

Authentication (Login) ©2013 Xerox Corporation. All Rights Reserved.
YEncryption Xerox® and XEROX and Design® are trademarks of
wCertificates Xerox Corporation in the United States and / or other countries.

Security Certificates
Certificate Key Length
1P Filtering

Audit Log

IPsec

Timeout & Resume

USB Port Security

Image Overwrite Security

PostScript ® Passwords

Hide 'User Name'

Software Verification Test

In the "Touch Ul Method" dropdown select "Xerox Secure Access - Unified ID System".

. In the "Web Ul Method" dropdown select "User Name / Password - Validate on the Device”.
. Save and return to the previous screen.

Click the "Edit" button in the "Xerox Secure Access Setup" configuration settings section.

N o o1 b~ W

. Click the "Manually Override Settings" button.

8. When presented with the "Manual Override" page, enter the following information.

Print Audit Embedded for Print Audit 6
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Centreware &y admin - Logout | Home | Index | Site Map | Help...

Internet Services XEROX WorkCentre 7835

LT rorerie: [RITTI

| Status | Jobs | Print | Scan

Properties

Configuration Overview
Description
~General Setup
Configuration Report
Cloning
Entry Screen Defaults
Paper Management
Date and Time
Internationalization
Extensible Service Setup
SMart eSolutions Setup
Display Device Information
Configure Driver Links
Energy Saver
Network Logs
Supplies Plan Activation Code
Feature Installation
Billing Impression Mode
»Alert Notification
Software Upgrade
} Connectivity

~Login/ Permissions/ Accounting
Login Methods
User Permissions
Accounting Methods
Device User Database
*Services

Security
YPassword Policies
Installation Policies
McAfee Embedded Contral
Secure Print
Authentication (Login)
YEncryption
vCertificates
Security Certificates
Certificate Key Length
1P Filtering
Audit Log
IPsec
Timeout & Resume
USB Port Security
Image Overwrite Security
PostScript ® Passwords
Hide 'User Name'

Software Verification Test

Xerox Secure Access Setup

Manual Override

Server Communication

® 1pv4 Address IP Address: Port

Host Name 192 -[168 .0 - [130 : 1443

Path

/PAXeroxAuthentic ation/Server.asmx

Embedded
Enabled

Version: usbreader Version 1.0.15

Device Log In Methods

® xerox Secure Access Device Only (e.g., Swipe Cards)

Xerox Secure Access Device + alternate on-screen authentication methﬂdw

Accounting Infermation (Requires Network Accounting)

® automatically apply Accounting Codes from the server
User must manually enter accounting codes at the device

Device Instructional Blocking Window

Window Title (Reference 1)

Authentication Required

Instructional Text (Reference 2)

Please sign in with the Xerox Embedded
application te continue.

Instructional Blocking Window

Close I Undo I Save

Xerox @)

©2013 Xerox Corporation. All Rights Reserved.
Xerox® and XEROX and Design@ are trademarks of
Xerox Corporation in the United States and / or other countries.

® |n the Server Communication section select "IPv4 Address" radio button.

® Enter the "IP Address: Port". The IP will be the location of the Xerox Embedded hosted
installation. Enter 443 for the port number as the authentication server uses SSL.

® Enter "/PAXeroxAuthentication/Server.asmx" as the Path.

® Uncheck the "Embedded" check box, as this might disable some proxy cards.

® From the "Device Log In Methods" section select "Xerox Secure Access Device Only (e.g.,
Swipe Cards)”.

® Under the "Accounting Information (Requires Network Accounting)” section select "
Automatically apply Accounting Codes from the server".

9. Click "Save" to continue. Navigate to "Login / Permissions / Accounting" and then "Accounting
Methods". Click Edit next to Touch and Web User Interface.

Print Audit Embedded for Print Audit 6
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Centreware” 4 2dmin - Logout | Home | Index | Site Map | Help...
Internet Services XEROX WorkCentre 7835

| Status | Jobs = Print Scan | Address Book : Properties | Support |

Properties Login / Permissions / Accounting
Configuration Overview
Description

*General Setup

Accounting Methods

Configuration Report —
Cloning Touch and Web User Interfaces & Edit...
Entry Screen Defaults

Paper Management N

Date and Time i Accounting Method

Internationalization m Nane

Extensible Service Setup

SMart eSolutions Setup

Display Device Information Configuration Settings Status Action
Configure Driver Links

Energy Saver None (Disabled)

Network Logs

Supplies Plan Activation Code
Feature Installation
Billing Impression Mode
» Alert Notification Xerox i
Software Upgrade
¥ Connectivity

&4

. - " ©2013 Xerox Corporation. All Rights Reserved.
~Login/ Permissions/ Accounting| Xerox@ and XEROX and Design® are trademarks of
Login Methods Xerox Corporation in the United States and / or other countries.

User Permissions
Device User Database
b Services
TSecurity
*Password Policies
Installation Policies
McAfee Embedded Control
Secure Print
Authentication (Login)
*Encryption
~Certificates
Security Certificates
Certificate Key Length
1P Filtering
Audit Log
IPsec
Timeout & Resume
USBE Port Security
Image Overwrite Security
PostScript ® Passwords
Hide 'User Name'

Software Verification Test

10. Set the Accounting Method to “Network Accounting”. Click on ‘Save’ to return to previous
screen. (Select Accounting Methods)
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Centreware
Internet Services XEROX WorkCentre 7835
T [}

Jy 2dmin - Logout | Home | Index | Site Map | Help...

Status = Jobs

: : . v
Print | Scan = Address Book | Properties  Support

Properties Login / Permissions / Accounting > Accounting

Configuration Overview
Description
*General Setup
Configuration Report
Cloning
Entry Screen Defaults
Paper Management

Current Accounting Method

| None
Date and Time
Internationalization L Network Accounting
G e 5
EREacBeRE SR Xerox Standard Accounting
SMart eSolutions Setup

Cancel | _Save |

Display Device Information Auxiliary Access Device
Configure Driver Links
Energy Saver
Network Logs

Supplies Plan Activation Code Xerox "

Feature Installation

Billing Impression Mode

©2013 Xerox Corporation. All Rights Reserved.
¥ Alert Notification Xerow® and XEROX and Design® are trademarks of
Software Upgrade Xerox Corporation in the United States and / or other countries.

*Connectivity

~Login/ Permissions/ Accounting
Login Methods
User Permissions
Device User Database
FServices
~Security
YPassword Policies
Installation Policies
McAfee Embedded Control
Secure Print
Authentication {Login)
FEncryption
~Certificates
Security Certificates
Certificate Key Length
1P Filtering
Audit Log
IPsec
Timeout & Resume
USB Port Security
Image Overwrite Security
PostScript ® Passwords
Hide "User Name’
Software Verification Test

11. Click Edit next to the ‘Accounting Workflow’. All Job Types must be set to ‘Capture Usage’.
Click Save.

Print Audit Embedded for Print Audit 6
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Centreware” 4 =dmin - Logout | Home | Index | Site Map | Help...
Internet Services XEROX WorkCentre 7835

Status Jabs Print Scan Address Book Properties Suppnrl§

Properties Login / Permissions / Accounting > Accounting

Configuration Overview

Description Accounting Workflow
~General Setup
Configuration Report Job Types [ 1mpacted services [ Accounting Workflow

Cloning =
Entry Screen Defaults Copy Jobs @ Capture Usage v

Paper Management

pate and Time Print Jobs Capture Usage v
Internationalization

Extensible Service Setup

SMart eSolutions Setup Scan Jobs Capture Usage v
Display Device Information

Configure Driver Links Email Johs Capture Usage v

Energy Saver

Network Logs

Supplies Plan Activation Code
Feature Installation

Server Fax Jobs Capture Usage

Billing Impression Made Internet Fax Send Jobs Capture Usage
*Alert Notification
Software Upgrade Internet Receive Jobs Capture Usage

¥ Connectivity
~Login/ Permissions/ Accounting|
Login Methods Cancel ' Save'
User Permissions

Accounting Mcthods

Device User Database
FServices Xerox ')\
~Security

*Password Policies e 4
©32013 Xerox Corporation. All Rights Reserved.
Installation Policies Xerox® and XEROX and Design@ are trademarks of
McAfee Embedded Control Xerox Corporation in the United States and / or other countries.

Secure Print
Authentication (Login)
»Encryption
~Certificates
Security Certificates
Certificate Key Length
1P Filtering
Audit Log
IPsec
Timeout & Resume
USBE Port Security
Image Overwrite Security
PostScript @ Passwords
Hide 'User Name'
Software Verification Test

12. Click Edit next to the ‘User Accounting Prompts’. Select ‘No Prompting’ from the Presets
dropdown. Click Save.
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Centreware’ dy admin - Logout | Home | Index | Site Map | Help...
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Status Jobs Print Scan Address Book Properties Suppurlé

Properties Login / Permissions [ Accounting > Accounting
Configuration Overview
Description User Accounting Prompts
~General Setup
Configuration Report @ .
Cloning Prompt Options

Entry Screen Defaults

Paper Management FL==EE
Date and Time No Prompting v
Internationalization
Extensible Service Setup Services Prompt Color Prompt Only
SMart eSolutions Setup Copies
Display Device Information
Configure Driver Links Prints
Energy Saver
o Scans

Network Logs
Supplies Plan Activation Code Fax [Prompt Only; No Usage Capture]
Feature Installation
Billing Impression Mode
*Alert Notification Note
Software Upgrade

»Connectivity

When 'Mo Prompts' option is configured for other services, then generic codes will be used if accounting codes do not exist in jobs.

~Login/ Permissions/ Accounting

Login Methods Cancel ' Save '

User Permissions

Device User Database -
D .
Services Xerox g,)
TSecurity
¥ Password Policies
Installation Policies

©2013 Xerox Corporation. All Rights Reserved.
Xerox® and XEROX and Design® are trademarks of
McAfee Embedded Control Xerox Corporation in the United States and / or other countries.
Secure Print
Authentication (Login)
*Encryption
~Certificates
Security Certificates
Certificate Key Length
1P Filtering
Audit Log
IPsec
Timeout & Resume
USE Port Security
Image Overwrite Security
PostScript ® Passwords
Hide 'User Name'

Software Verification Test

13. Navigate to "Properties” from the top menu and select "Security" then "Certificates " and "
Security Certificates” section on the left hand side menu.
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Centreware” #y admin - Logout | Home | Index | Site Map | Help...
Internet Services XEROX WorkCentre 7835

Status Jobs Print Scan Address Book Suppcrlé

Properties Security Certificates
Configuration Overview

Description Reset to Machine/Device Factory Defaults I

~General Setup
= = T e e T e e R e e e T e
CA-Signed Device Certificate(s) ' Root/Intermediate Trusted Certificate(s) = Domain Controller Certificate(s)

Configuration Repart
Cloning

Entry Screen Defaults
Paper Management
Date and Time

Xerox Device Certificate

Create New Xerox Device Certificate |

Internationalization

Extensible Service Setup [ | Eriendly Name Purpose Action |
SMart eSoluti Seti
= | Default Xerox Device Certificate 8021x Client Authentication|IPsec|HTTPS|SMTP View/Export ‘

Display Device Information
Configure Driver Links
Energy Saver
Network Logs
Supplies Plan Activation Code If client browsers are receiving security related warning/error messages when accessing the Xerox device's web interface, the following trusted CA certificate should be
Feature Installation downloaded and installed into the client browser's Trusted Certificates Stare location
Billing Impression Mode Download the Generic Xerox Trusted CA Certificate

 Alert Notification
Software Upgrade

 Connectivity

Note

This trusted CA certificate should be downloaded and installed into client device browsers only. It should not be installed into the Xerox device.

~Login/ Permissions/ Accounting|
Login Methods -
User Permissions Xerox ')‘
Accounting Methods -
Device User Database

» - ©2013 Xerox Corporation. All Rights Reserved.
Services Xerox® and XEROX and Design@ are trademarks of
~Security Xerox Corporation in the Unitad States and / or other countries.

¥ Password Policies
Installation Policies
McAfee Embedded Control
Secure Print
Authentication (Login)
»Encryption
~Certificates
Certificate Key Length
IP Filtering
Audit Log
IPsec
Timeout & Resume
USB Port Security
Image Overwrite Security
PostScript ® Passwords
Hide 'User Name'
Software Verification Test

14. Ensure that there is a certificate installed on the Xerox device. If there is no certificate listed,
please create a new Xerox device certificate

Installing\Verifying the Print Audit Embedded for Xerox Certificate

The Print Audit Embedded for Xerox requires that an SSL certificate be installed on the 1IS web
server to provide secure authentication (via HTTPS) on the Xerox device. If this certificate is not
installed or is not properly bound to the web application, the user will encounter communication
errors on the Xerox device. The SSL certificate can be an existing one or a self-signed certificate
can be created if an SSL certificate is not already installed.

1. Open the Internet Information Services (IIS) Manager.

Print Audit Embedded for Print Audit 6
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&,- = | | & ¢ Open Feature
&5 Start Page =
a@j NEROX-2008 (PRINTALDIT Filter: T gHGo ~ I%ishow Al |Group by: Area - |3=_:,‘|v ” Manage Server
[} Application Pools ASP.NET - o Restart
B8] Sites 3 P Start
-8 Default Web Site 1= b i q — A
@ "j% N~ i 0 =R = [ab)| 8 swp
NET NET MET Error MET JNET Trust Application  Connection View Application Pocls
Authorizati...  Compilation Pages Globalization Levels Settings Strings View Sites
;t? =1 ? i; @ | Change .NET Framework Version
iy B '?,‘- ] = @ Hep
Machine Key  Pages and Providers ~ Session State  SMTP E-mail
Controls Online Help
s
e m 9 &
= o e | @ o
ASP Authentication CGI Compression Default Directory Error Pages
Document Browsing
& E ¢ 8§ =
FastCGL Handler ISAPI and CGI ISAPI Filters Logging MIME Types
Settings Mappings Respo... Restrictions
.y
u = = X
Sl = =2 & 2
Modules Output Reguest Worker oz
Caching Filtering Processes
Management

2. Double click on "Server Certificates" to bring up a list of installed certificates on the 1IS Server

3. If no certificates exist, create a new Self-signed certificate by clicking on "Create Self-Signed
Certificate..." under Actions.

ﬂﬂ: Specify Friendly Name

21|

Specify a file name for the certificate request. This information can be sent to a certificate authority
for signing:

Spedfy a friendly name for the certificate:

4. Enter a Friendly Name for the Self-signed certificate ie: "Xerox Embedded Application".

Print Audit Embedded for Print Audit 6
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5. New versions of IIS may prompt for a certificate store to place the certificate. Select "

Personal” or "Web Hosting" from the drop down.

6. Click OK.

7. Locate the web site containing the Print Audit Embedded for Xerox sites. By default, they are

located under "Default Web Site".

8. Under "Actions --> Edit Site" (located on the right hand side of the IIS Manager), click on "

Bindings..."

Site Bindings i

2=

l | i

Close |

Type | Host Mame | Port | IP Address | Binding Add... I
http 80 *
Edit. .. |
Hemove |
Browse |

9. Locate the Site Bindings for type "https". If one does not exist, click

Site Bindings

on "Add".
d b4

http 80 =

Type | Host Mame | Port | IP Address | Binding Add... I

Edit...

=

Type: IP address: Port: 3 |
Ihttps j IAII Unassigned j |443
4]
Host name:
|
S5L certificate:

¥erox Embedded Application

m“_

Pages

10. Select "https" from the Type dropdown. Select the Self-signed certificate created in Steps 3-6

11. Click "OK and then "Close".

Print Audit Embedded for Print Audit 6
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Configuring Print Audit Embedded for Xerox for use with a Card Reader

In order for authentication via Swipe/Prox card reader to work, the Print Audit Embedded for Xerox
application must be configured to point to the IP address of the IS server that the Embedded Xerox
application is installed on. To configure this value:

1. Open the ...\Print Audit Embedded for Xerox\Main\AppSettings.config file for editing. This can
be done by running Notepad as Administrator or copying the file to the desktop, editing it and
then copying it back.

2. For the parameter "<add key="ServerlpAddress" value="IPADDRESS"/> , change the value
to the IP Address of the IS server that Print Audit Embedded for Xerox is installed on.

3. In IS, restart the Application Pool "PAXEAuthAppPool" for the change to take effect.

2a. Altalink Configuration
Configuring the Panel Interface

Please Note: These instructions are modeled after the XEROX AltaLink C8030 and may be slightly
different depending on the device in question.

[ Wkcmeng W B = =} ]

- @ 1921882105

Xerox™ AltaLink® C8030

Idle
Hame. XKRHGCOMMEG4080
Lomson: G

Admenesiraionr Mol sol

Notifications Seflings

The machine has limitad IPv4 connectivity, Liser inbervention reguined o configure an 1Py router address, if the problem persists,

eantact your local System Administrator, Machine sanvces that feguire routable 1Pv4 connecsivity are disabled. (SKIN Leved: Trained, L
Siatus Code: 17-520u02) St
Trays Seltings
4 BSx 1" 251117 BEX 11" 7 g5 x 11
o Fan Fan Par = Ligt R Gty 0\
e [ imtg -

Selecting Entry Screen Defaults

1. Navigate to "Properties" from the top menu, then expand “General Setup” on the menu to the left
and select “Entry Screen Defaults”

(Note: You may be prompted to enter admin credential)
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2. On the section labeled "Services", Select "Print Audit Embedded for Xerox" from the drop down
list.

Configuring the authentication server details

1. Navigate to "Properties" from the top menu, expand "Login / Permissions / Accounting"
section on the left hand side menu and select "Login Methods".
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2. Click the Edit icon in the "Control Panel & Website Login Methods" section. MJ
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Cancel Save

3. In the "Control Panel Login" dropdown select "Xerox Secure Access - Unified ID System".
4. In the "Website Login" dropdown select "User Name / Password - Validate on the Device”.
5. Save and return to the previous screen.

6. Click the "Edit" button in the "Xerox Secure Access Setup" configuration settings section.
7. Click the "Manually Override Settings" button.

8. When presented with the "Manual Override" page, enter the following information.
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® |n the Server Communication section select "IPv4 Address" radio button.
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®* Enter the "IP Address: Port". The IP will be the location of the Xerox Embedded hosted
installation. Enter 443 for the port number as the authentication server uses SSL.

® Enter "/PAXeroxAuthentication/Server.asmx" as the Path.
® Uncheck the "Embedded" check box, as this might disable some proxy cards.

® From the "Device Log In Methods" section select "Xerox Secure Access Device Only (e.g.,
Swipe Cards)".

® Under the "Accounting Information (Requires Network Accounting)" section select "
Automatically apply Accounting Codes from the server".

9. Click "Save" to continue. Navigate to "Login / Permissions / Accounting” and then "Accounting
Methods". Click Edit next to Touch and Web User Interface.
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10. Set the Accounting Method to “Network Accounting”. Click on ‘Save’ to return to previous
screen. (Select Accounting Methods)
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11. Click Edit next to the ‘Accounting Workflow’. All Job Types must be set to ‘Capture Usage’.
Click Save.
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12. Click Edit next to the ‘User Accounting Prompts’. Select ‘No Prompting’ from the Presets
dropdown. Click Save.
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13. Navigate to "Properties” from the top menu and select "Security" then "Certificates " and "
Security Certificates” section on the left hand side menu.
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14. Ensure that there is a certificate installed on the Xerox device. If there is no certificate listed,
please create a new Xerox device certificate
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Configuring Print Audit Embedded for Xerox for use with a Card Reader

In order for authentication via Swipe/Prox card reader to work, the Print Audit Embedded for Xerox
application must be configured to point to the IP address of the IS server that the Embedded Xerox
application is installed on. To configure this value:

1. Open the ...\Print Audit Embedded for Xerox\Main\AppSettings.config file for editing. This can
be done by running Notepad as Administrator or copying the file to the desktop, editing it and
then copying it back.

2. For the parameter "<add key="ServerlpAddress" value="IPADDRESS"/> , change the value
to the IP Address of the IS server that Print Audit Embedded for Xerox is installed on.

3. In lIS, restart the Application Pool "PAXEAuthAppPool" for the change to take effect.

2b. Versalink Configuration
Configuring the Panel Interface

Please Note: These instructions are modeled after the XEROX Versalink C400DN and may be
slightly different depending on the device in question.

Enabling EIP Applications
1. Select "Apps" from the side menu. click on "EIP Settings"
® Ensure "Allow ConnectKey App" Install is enabled

® Set the "Verify Server Certificates" is set to disabled
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2. Click on "EIP Web Services". Under "Authentication and Accounting" ensure "Xerox Secure
Access" is enabled
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Configuring Default Walkup Screen
1. Navigate to "Apps" from the side menu, then click “Preferences” on the top menu

(Note: You may be prompted to enter admin credential)
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2. Under the "Walkup Screen" section select "Print Audit Embedded for Xerox" from the dropdown
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3. Click on System from the left Menu. Under the Security Section click on "SSL/TLS Settings".
® Ensure the appropriate TLS protocols are enabled
¢ Setthe "HTTP - SSL/TLS Communication" to enabled
® Verify the "HTTP - SSL/TLS Port Number" is set to 443
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4. Click on Permissions from the left Menu. Select "Accounting Method" and click Edit next to "
Network"
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5. Under the "Tracking Information" Section Click Edit
® Under the "User ID" section ensure the "As Users" Setting is disabled
® Under the "Account ID" section ensure the "As Users" Setting is disabled

® Under "When to Prompt" section ensure all functions are set to "No Prompt"
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6. Select "Permissions” from the left Menu. Click on the "Login/Logout Settings".
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7. Click Edit next to the "Convinence" Login Method
® Configure the IP Address and Port of the system hosting the Xerox Embedded software
® Configure the Path as /PAXeroxAuthentication/Server.asmx
® Set the "Alternate Login" Setting to "Yes"

® Set the "Accounting Codes" section to "Get codes automatically from server

3. Using Xerox Embedded with Print Audit 6

The Embedded for Xerox Client is very easy to use. It will first prompt for required identification or
billing information, before enabling the device for copy, scan, fax, or print functionality. Once the
desired function is complete, return to the panel and complete the session, otherwise the MFP will
timeout the session. When the session ends, the copy, scan, fax, or print transaction is sent to the
Print Audit 6 database, and the Embedded Client resets to be ready for the next user.

® Printing from the document server

When a print job is generated through Print Audit 6 it is automatically tracked in the Print
Audit 6 database. Additionally, if a print job is released from the document server, it is
tracked in the Print Audit 6 database. Therefore, jobs that are printed through Print Audit 6
and then released from the document server, are tracked twice in the Print Audit 6
database.

To ensure accurate print tracking with secure release capabilities, it is recommended to
use only Print Audit Secure for secure document release functionality.
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The standard set of steps to using Embedded for Xerox to track job information is as follows:

1. Start the Transaction - Press the Start button on the screen. The Embedded Client retrieves
its configuration and proceeds to prompt for the required information. The Cancel button can
be used at any time to return to the Start screen.

2. Authenticate - If configured to ask for a PIN Code, the Embedded Client displays a login
screen. To login:

a. Press the PIN Code button. An input form displays.

b. Enter a PIN Code using the MFP's keyboard or touch screen.

c. Press the OK button to accept the input.

d. Press the OK button on the Login screen to validate the PIN Code.

3. Enter Custom Field Information - If configured to ask for Custom Field information, the
Embedded Client will prompt for on or more values from the user. To enter values for a
searchable field:

a. Press the button on the touch screen that corresponds to the Custom Field Name.
b. Enter a full or partial code on the screen and click OK.

c. If only one match is found for the field, the Embedded Client asks for the next Custom
Field value if any is configured.

d. If Print Audit finds more than one match, a list of values will display. Use the touch
screen to navigate through the values.

e. When the desired value is found, press the button corresponding to the value. It
appears highlighted.

f. Press the OK button to accept the value.
g. Press the OK button again to move to the next screen.
4. To enter values for a non-searchable field:
a. Press the button that corresponds to the desired value. It appears highlighted.
b. Use the arrows on the touch screen to navigate through the choices.

c. Press the OK button to accept the value. The Embedded Client will request the next
Custom Field value if any is configured.

5. Enter any Comments - If configured, the Embedded Client will request any Comments for
the job. Press OK if to proceed without entering comments. To enter comments:

a. Press the Comments button on the touch screen. An input form appears.
b. Use the input form to enter comments.

c. Press the OK button to close the input form.

Print Audit Embedded for Print Audit 6
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d. Press the OK button on the Comments screen to accept the comments.

6. Verify Selections - After all information has been input, a summary screen appears showing
the current balance if any, along with the custom values selected. Press the OK button to
accept the selections and begin the job.

@ Account balance restrictions

If declining balances are enabled for the current user each copy/fax/scan operation will
debit the account balance in real-time. Once the balance of the current user reaches zero
all MFP copy/fax/scan functions will be locked for that user until such time that the user
logs in again with a positive balance.

4. Using Xerox Embedded with Print Audit Secure

The Print Audit Secure Embedded for Xerox Client is very easy to use. It will first prompt for
required information. The prompts which appear are dependent on how the Secure Embedded
Client is configured. Once the prompted information is provided, the device will release the secure
job(s). Then the Secure Embedded Client resets to be ready for the next user. If the session is not
manually finished, the Xerox MFP will timeout.

Following, are the standard set of steps to using Secure Embedded for Xerox to release a
print job.

1. Authenticate
1. PIN Code authentication - If configured to request a PIN Code, the Secure Embedded
Client displays a login screen. To login:
a. Click on the Pin Code Field
b. Enter a PIN Code using the Sharp keyboard or the touch screen.
c. Press the Login button to accept the input.

2. Authenticate with a Username - If configured to ask for a Username, the Secure Embedded
Client displays a login screen. To login:

a. Click on the Username Field
b. Enter a Username
c. Click on the Password Field
d. Enter a Password

e. Press the Login button to accept the input.

Print Audit Embedded for Print Audit 6
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3. Authenticate with a swipe card - If configured to ask for a swipe card, the Secure
Embedded Client displays a login screen. To login:

a. Swipe a card in a card reader attached to the MFP.

2. Release Print Jobs

1. To release all the compatible print jobs, click the Release All button.
2. To release only certain jobs, press the checkbox next to the jobs to be released.

3. Click the Release button. The selected job(s) will now print.

3. Delete Print Jobs

To delete print jobs, press the checkbox next to the jobs to be remove and press the Delete button.

4. Complete the Job

When finished releasing print jobs, press the Logout button on the Xerox MFP screen. This will
notify Print Audit Secure that the transaction is complete. If this step is not completed, the MFP wiill
eventually reset back to the Start screen.

5. Troubleshooting - Embedded for Xerox

Please refer to this section if issues are encountered with the operation of Embedded for Xerox. If a
resolution is not found in this section, please contact Print Audit technical support.

Error: Communication Problem - Unknown problem with the authentication system was
detected. Unable to login.

This could indicate that the ASP.NET application pool in the 1IS configuration is set to the wrong
version. PA Xerox Authentication server requires the .NET 2.0 runtime to be configured in IIS.

Verify 1IS is using a correct application pool.

1. Open the Windows Internet Information Services interface.
. Click Application Pools and verify PAXEAuthAppPool has been installed and set to v2.0

. Expand the website where PAXeroxAuthentication is installed.

. Ensure the Application Pool in the General section is set to PAXEAuthAppPool.

2
3
4. Click on the PAXeroxAuthentication website and go to the Advanced Settings
5
6. If not, change it to reflect this Application Pool.

7.

Click the Ok button.

Verify the self signed certificate has been installed and bound to the correct website.

Print Audit Embedded for Print Audit 6
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1. Open the Windows Internet Information Services interface.
. Click on the IIS server.

. Click Server Certificates icon within the IS section.

2

3

4. Ensure the XeroxAuthenticatioCeritifcate has been installed.

5. Click on the website where PAXeroxAuthentication is installed.
6. Click Bindings under the Actions section on the right hand menu
7

. When the Site Bindings page is presented ensure the https type with Port 443 is visible.

Error: Unable to connect to Database Communicator

This error occurs if the MFP cannot connect to the Database Communicator. Please check the
following:

1. The Database Communicator is running.

2. The correct host name and port are set for the Database Communicator. To change the host
and port, edit the Embedded.config file installed with the Xerox Embedded for PA6 package.

Error: Print Audit License is not Valid

If for some reason the Xerox MFP cannot validate the Print Audit license, or if there are not enough
Embedded for Xerox licenses for the MFPs, this error displays. Please contact Print Audit or an
authorized dealer to purchase or update the Print Audit license.

Error: Unable to save file: C:\Windows\Downloaded Installations\PrintAudit 6 Embedded —
Xerox.msi
Access is denied

The installer must be executed with administrator privileges. Right-click PA6Xerox6xxR.exe and
select 'Run as Administrator'. Enter username & password if necessary.

6. IIS Configuration/Setup for Print Audit Embedded for Xerox

® Please Note: The Print Audit Embedded for Xerox Setup Wizard is designed to configure
most settings in [IS when it is run. However, depending the environment, it may be
necessary to verify or modify those settings. The examples presented in this guide are
based on the default installation options. Please contact your System Administrator for
additional details should changes to these defaults be required in your environment.

Print Audit Embedded for Print Audit 6



, , PRINT_AUDIT §
www.printaudit.com

The Print Management Company

Verifying Application Pools

Application Pools in IIS allow different ASP.NET applications running on the web server to be
isolated from each other. Errors in one application pool will not affect other applications running in
other application pools. Print Audit Embedded for Xerox installs two separate application pools:

®* PAXEAuthAppPool - runs under .NET Framework v2.0.50727
® PAXEMainAppPool - runs under .NET Framework v4.0.30319

To verify the .NET Framework version for the application pool:

1. Open the Internet Information Services (IIS) Manager.

& Internet Information Services (IIS) Manager

=18 x|
'3} [ 2 » swmanos » appication Pools @ - @ -
fle  Vew Hep
_‘ - @ Application Pools _m
-z |8 ﬁ’ PP (5 Add Applcation Pool...
& Start Page
& i smwemppspesmpew, || THis page lets you view and manage the st of applcaton pools o the server. Application pools ae sssociated with worker processes, contain one or more St ARl o
1 - applications, and provide isolation among different appications @ el
L2 Application Pools b
&) Sites Filter: v [liGe ~ Ggshow Al | Groupby: No Grouping - Online Help
Neme_~ [ status [ NET Frame... [ Managed Pipel.., | tdentty [ Applcatons
FASP.NET v4.0 Started  va.0 Integrated ApplicationPooliden... 0
.;’ASP NET v4.0 Classic Started 4.0 Classic lic ollden... 0
;’C\ ssic .NET AppPool Started v2.0 Classic oollden... 0
[Z2DefaultAppPool Started  v20 Integrated icationPoollden... 1
PAYEAUthApRPoal Started  v20 Integrated NetworkService e
CPAxEMainAppPocl Started  v4.0 Integrated NetworkService 1

2. Under the IIS server name, select "Application Pools".
3. Double click on the Application Pool Name.

Mame:

' AXEAUthAppPool

MET Eramework version:
|.NET Framework v2.0.50727 |

Managed pipeline mode:
IIntegrateu:I j

¥ Start application pool immediately

K. I Cancel
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4. Use the dropdown ".NET Framework version" to select the appropriate version.

Verifying Application Pools used by Print Audit Embedded for Xerox sites
The Print Audit Embedded for Xerox creates two web sites under "Default Web Site" by default:
® PAXeroxAuthentication - uses the PAXEAuthAppPool application pool.
® PAXeroxEmbedded - uses the PAXEMainAppPool application pool.
To verify the Application pool used by a site:

1. Open the Internet Information Services (IIS) Manager.

% Internet Information Services (IIS) Manager I 18|
@‘;, [ @ » smanos » Sites » DefaultiebSite b PAXeroxtuthentation b @ = @

Eie Vew Help

@- i |z &) /PAXeroxAuthentication Home
- i |2 |8 (B, 5} Bxplore
+ %5 Start Page e = Edit Permissions.
& siRaws Filter: -|Bfico - (GShow Al | Groupby: Area o B midaG s
2} Application Pools ASP.NET B - k
J— = Pe " 9 | Directories
= & | Ty q Y @ Y View Virtual
4 PN -i “ [o: \ > =] B = ab) S ——
% it &= |I > o BV =@ = P Manage Application ~
JNET MNET NET Error JNET NET Profile JNET Roles JNET Trust {NET Users Application Cennection o
Authorzaton  Compiiation  Pages  Globalzation Levels Settings strings Brofrce At
( PAXeroxEmbedded
o5 Lo BlleE | [S] Browse =80 (http)
=4 = 5 & [®1 Browse =443 https]
5 5 oa L = neowe
Machine Key ~ Pages and Providers  SessionState  SMTP E-mail Advanced Settings.
Controls —
@ reb
= Oniine Help
9] = 3 ==t = E i
o =0 & = Sl = »
d 9 e B @ & &€ § @ 4
Authentication Compression  Default Directory ~ ErrorPages  Handler HTTP Logging MIME Types  Modules
Documen t  Browsing a pings Respo...
= = 8
Output Reguest. SSL Settings
Caching Filtering
Management
Configuration
Editor
5 View |1 = Content View
Ready %

2. Locate the web site under "Sites" and highlight it. By default, the Print Audit Embedded for
Xerox sites are under "Default Web Site".

3. Under "Actions” (located on the right hand side of the 1IS Manager), click on "Basic Settings...
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Site name:  Default Web Site
Path: /

Alias: Application pool:
AXeroxAuthentication IPA)(EAumAppP'ool Select. ..
Example: sales

Physical path:
IC:‘n,F'rngram Files (x86)\Print Audit Inc\Print Audit Emt ... |
Pass-through authentication

Connect as... Test Settings...

QK I Cancel

Verifying ASP.NET Restriction

The Print Audit Embedded for Xerox requires .NET Framework version 2 and version 4. The .NET
Framework versions may need to be enabled to work with IIS.

1. Open the Internet Information Services (IIS) Manager.

=18(x|
@@) [®5+ swanos » @ - @

Eie Vew Help

i @9 SVR2008 Home
e-H|Z |8 i Manage Server
- & Start Page . = 2 Restart
[ fg Filter: - ffiso - Gshow Al | Groupby: Area BE- : :;l i
L Appiication Paols ASP.NET S
&8 Stes 3 . “ ) . ~ o ; & stop
-4 Defalt Web Site = & 'y 9 E ; il? = Vien Application Pools
] aspnet_dent 8 N = L] L =~ %’J —
B PAXeroxauthentication NET MNET NET Error NET (NETTrust  Application  Conmection  MachineKey  Pagesand  Providers e
& PAXcrosEmbedded Authorzati.. Complation  Pages  Globalzaton  Levels Settings Strings Contrals e

gi a @ reb
= Online Help

Session State  SMTP E-mail

Authentication Compression  Default Directory ~ ErrorPages  Hander HTTP  ISAPIandCGI ISAPIFiters  Logging
Documen t  Browsing Mappings  Respo... estrictions
=, [ Jar- G £
= 1 3 = &)
= : sl =
JE o = & &y
MIME Types Modules Output Request Server Worker
Caching Filtering Certificates Proces:
Management
;‘@
: 5 =
i
Configuration Feature Shared
Editor Delegation  Configuration

5 Vien |\/Z Content View

2. Click on the icon "ISAPI and CGI Restrictions"
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“E Internet Information Services (II5) Manager
GO [ snom »

_i8( x|
&~ @ -
File View Hep
@ 15API and CGI Restrictions
Q-7 8 | (@) The CGImodule is notinstaled.
W5 swrtpPage V;;G"‘is”efﬁtcm g
oo Use this feature to specify the ISAPI and CGI extensions that can run on the Web server. applications that are allowe
95 5VR2008 (PRINTAUDITfsrobinson) specfy run, but they wil not be able to
L Application Pools Groupby: N Grouping ] run untl the CGI modue is
B[] Sites et - [Resrcs == instaled.
-4 Default Web Site srpton shction ah__
P AXeroxAuthentication ASP.NET v2.0.50727 Alowed Snindi % \Microsoft NET Framenorkiy2.0.50727\aspnet isapi.dl add,
 PAXeroxEmbedded b i
ASP.NET v4.,0,30319 (32:Dit) Mot Allowed NET'F 0. ¢isapi.dl Allow R
Edit
K Remove
Edit Feature Setting
@ reb
Online Help

[ =] Features view

- Content View

Configuration: Tocahost applicationkost.config

b |

3. Highlight the .NET versions that are set to "Not Allowed" and click on the "Allow" link under "
Actions".
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